Standard CIP-001-0 – Sabotage Reporting


Standard Development Roadmap

This section is maintained by the drafting team during the development of the standard and will be removed when the standard becomes effective.

Development Steps Completed:

1. SAC approves Version 0 SAR for posting (April 14, 2004).

2. SAC approves Plan for Accelerating Adoption of NERC Reliability Standards (April 19, 2004)
3. Board approves Plan for Accelerating Adoption of NERC Reliability Standards (June 15, 2004).

4. SAC appoints Version 0 Drafting Team (May 7, 2004).

5. SAC approves development of Version 0 standards (June 23, 2004).

6. Drafting Team posts Draft 1 for comment (July 9 to August 9, 2004).

7. JIC assigns Version 0 reliability standards to NERC and business practices to NAESB (August 16, 2004).

8. Drafting Team posts Draft 2 for comment (September 1 to October 15, 2004).
Description of Current Draft:

Draft 3 is to be posted for a 30-day posting prior to balloting the Version 0 standards.  This draft includes revisions based on industry comments received during the posting of Draft 2.  Changes from Draft 2 are highlighted in the redline copy of Draft 3.
Future Development Plan:

	Anticipated Actions
	Anticipated Date

	1. Seek endorsement of NERC technical committees.
	November 9-11, 2004

	2. First ballot of Version 0 standards.
	December 1-10, 2004.

	3. Recirculation ballot of Version 0 standards.
	December 27, 2004 – January 7, 2005

	4. 30-day posting before board adoption.
	January 8, 2005 – February 8, 2005

	5. Board adopts Version 0 standards.
	February 8, 2005

	6. Effective date.
	April 1, 2005


Definitions of Terms Used in Standard

This section includes all newly defined or revised terms used in the proposed standard.  Terms already defined in the Reliability Standards Glossary of Terms are not repeated here.  New or revised definitions listed below become approved when the proposed standard is approved.  When the standard becomes effective, these defined terms will be removed from the individual standard and added to the Glossary.

Refer to Version 0 Glossary of Terms Used in Reliability Standards.

A. Introduction

1. Title:
Sabotage Reporting


2. Number:
CIP-001-0
3. Purpose:

Disturbances or unusual occurrences, suspected or determined to be caused by sabotage, shall be reported to the appropriate systems, governmental agencies, and regulatory bodies.
4. Applicability

4.1. Reliability Coordinators.
4.2. Reliability Authorities.
4.3. Balancing Authorities.
4.4. Transmission Operators.
4.5. Generator Operators.
4.6. Load Serving Entities.
5. Proposed Effective Date:
February 8, 2005


B. Requirements

R1. [Policy 5G 1.] Each Reliability Coordinator, Reliability Authority, Balancing Authority, Transmission Operator, Generator Operator, and Load Serving Entity shall have procedures for making operating personnel aware and for notifying others regarding sabotage events on its facilities and multi‑site sabotage affecting larger portions of the Interconnection.
R2. [Policy 5G 2.] Each Reliability Coordinator, Reliability Authority, Balancing Authority, Transmission Operator, Generator Operator, and Load Serving Entity shall provide its operating personnel with sabotage response guidelines, including personnel to contact, for reporting disturbances due to sabotage events.
R3. [Policy 5G 3.] Each Reliability Coordinator, Reliability Authority, Balancing Authority, Transmission Operator, Generator Operator, and Load Serving Entity shall establish communications contacts, as applicable, with local Federal Bureau of Investigation (FBI) or Royal Canadian Mounted Police (RCMP) officials and develop reporting procedures as appropriate to their circumstances.
C. Measures
Not specified.
D. Compliance

6. Compliance Monitoring Process

6.1. Compliance Monitoring Responsibility
Not specified
7. Levels of Non-Compliance
Not specified.
E. Regional Differences

None identified.
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