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Do not use this form for submitting comments. Use the Standards Balloting and Commenting System (SBS) to submit comments on Project 2021-03 CIP-002 by 8 p.m. Eastern, Tuesday, October 15, 2024.

Additional information is available on the project page. If you have questions, contact Standards Developer, Dominique Love (via email), or at 404-217-7578.	

Background Information
Project 2021-03 currently has four assigned Standard Authorization Requests (SARs). The proposed standard revisions are based on the Project 2016-02 SAR which seeks to modify Reliability Standard CIP-002 to address the categorization of certain Transmission Owner Control Centers (TOCC) performing Transmission Operator (TOP) functions as medium impact based on an aggregate weighted value of their Bulk Electric System (BES) Transmission Lines in Criterion 2.12. The remaining three SARs will be addressed at a later date. 

The Standards Committee (SC) assigned a portion of the Project 2016-02 SAR to the Project 2021-03 Drafting Team (DT) at its March 17, 2021 meeting. In addition, the DT assisted NERC staff in meeting the directive from the NERC Board of Trustees to conduct further study of the need to readdress the applicability of the Critical Infrastructure Protection (CIP) Reliability Standards to theses Control Centers to support reliability. To help meet this directive and the scope of the SAR, the DT initiated a field test. The SC approved the Project 2021-03 Field Test Plan on November 17, 2021. Three fields tests were conducted in 2022 and the final report was posted to the project page in January 2023. 

Summary of Changes Overview
The DT reviewed all comments and made modifications to the Control Center definition and the Reliability Standard accordingly.

The DT identified that the changes previously proposed to the Control Center definition that were intended to address existing areas of ambiguity such as use of the term ‘associated data center’ and further defining reliability tasks performed by registered entities created additional challenges. Therefore, the DT has reverted to the original Control Center definition language as it applies to the Reliability Coordinator, Balancing Authority, TOP and Generator Operator. The DT has added a specific provision to the definition that applies to the TO to ensure registered entities properly identify TOCCs based on the capability to control transmission Facilities at two or more locations in real-time using SCADA. The DT recognizes that a SCADA system may include telemetry, so the DT has crafted language to specifically exclude field Cyber Assets used for telemetry from being part of the Control Center and associated impact level determination.

The DT decided on using the “OR” versus adding the TO as a fifth bullet in the original definition in order to clearly delineate between the capability of a TO to control transmission Facilities in real-time using Supervisory Control and Data Acquisition (SCADA) and the concept of hosting operating personnel who monitor and control the BES in real-time to perform reliability tasks. This is to ensure that TOs do not inappropriately assume that they do not have operating personnel or perform reliability tasks. 

In addition to the changes to the Control Center definition, the DT has proposed changes to CIP-002-8 Attachment 1. The DT has proposed to replace the term ‘functional obligations’ with the term ‘reliability tasks’. This is viewed as an improvement over use of ‘functional obligations’ as it eliminates the obsolete reference to the NERC Functional Model. It also aligns CIP-002 language with the existing language of the Control Center definition and is viewed as a net neutral change that will not further complicate the challenges surrounding aggregation of BES versus non-BES resources for calculating net Real Power. The DT has also reworded the exclusion clause to clarify and simplify the concept. Further, the team replaced the concept of a group of contiguous transmission Elements (GCTE) with the concept of a group of contiguous Elements to clarify that the group of Elements may contain transmission Elements and non-transmission Elements. For a detailed explanation of these changes, please refer to the CIP-002-8 Technical Rationale. 

Based on recent board adopted standard CIP-002-7, the posted version for 2021-03 CIP-002 reflects CIP-002-8. The SBS does not allow edits once a ballot is created and/or opened. Even though the standard versioning within the SBS states CIP-002-Y, the version number within this posting is correct and entities will be voting on CIP-002-8.

The CIP-002-7 redlines have been incorporated into CIP-002-8. Per the CIP-002-8 Implementation Plan, the standard and Control Center definition will become effective on the later of 1) the effective date of CIP-002-7 or 2) the first day of the first calendar quarter that is three (3) months after the effective date of the applicable governmental authority’s order approving CIP-002-8, or as otherwise provided for by the applicable governmental authority.

Where approval by an applicable governmental authority is not required, the standard and Control Center definition shall become effective on the later of 1) the effective date of CIP-002-7; or 2) the first day of the first calendar quarter that is three (3) months after the date CIP-002-8 is adopted by the NERC Board of Trustees, or as otherwise provided for in that jurisdiction.

In addition, the proposed revised definition is being balloted via the standard. As such, when voting, ballot body participants will also be voting on the proposed, revised definition used in the standard.

Questions
1. [bookmark: _Hlk145334707]Based on industry comments from informal and formal outreach, the DT has modified the Control Center definition. Do you agree with the proposed changes? If not, please provide the basis for your disagreement and a recommendation for an alternate definition. 
|_| Yes 
|_| No 
Comments:      

2. [bookmark: _Hlk145335258]Language throughout Attachment 1 of CIP-002-8 that referred to the “functional obligations” of the different Registered Entities has been replaced with the term “reliability tasks”. This change was incorporated given that the NERC Functional Model is no longer being actively maintained and aligns with CIP-002 language with the existing language of the Control Center definition. Do you agree with the proposed changes to CIP-002-8? Does the change introduce reliability gaps to the Registered Entities? If not, please provide the basis for your disagreement and an alternate proposal. 
|_| Yes 
|_| No 
Comments:      
3. [bookmark: _Hlk174533308]The DT reworded the exclusion clause in Criteria 2.12 to provide clarity and to simplify the concepts. Further, the DT replaced the concept of a group of contiguous transmission Elements (GCTE) with the concept of a group of contiguous Elements to clarify that the group of Elements may contain transmission Elements and non-transmission Elements. Lastly, the 75 MW gross export limitation was changed to 75 MWh to appropriately reflect an hourly integrated gross export, as opposed to an instantaneous measurement within the hour. Do you agree with the proposed changes? If not, please provide the basis for your disagreement and an alternate proposal. 
|_| Yes 
|_| No 
[bookmark: _Hlk145335291]Comments:      
4. For the Implementation Plan, the DT elected to retain 24-month window as it aligns with the established 24-month window that is currently provided to Responsible Entities who identify their first high impact or medium impact BES Cyber System. Further, given that the earliest effective date of CIP-002-8 is April 1, 2026 (aligning with the earliest possible effective date of CIP-002-7), entities will have adequate time to evaluate impacts before the 24-month window commences. Do you agree with the proposed changes? If not, please provide the basis for your disagreement and an alternate proposal. 
|_| Yes 
|_| No 
Comments:      
5. Provide any additional comments for the drafting team to consider, if desired.
Comments:      
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