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Rationale for Requirement R4

The standard drafting team (SDT) utilized the concept of separating the association of BES Cyber System
Information (BCSI) and the BES Cyber System with associated applicable systems within the CIP-004
Standard. This approach was decided to allow for maturity in the CIP-011 Information Protection
Standard, facilitate future iterations of CIP-004, and remove confusion regarding protection of BCSI and
BES Cyber System with associated applicable systems due to the Applicable Systems column in the
requirement.

CIP-011 will include the complete lifecycle of information related to BCSI (i.e., identification, protection,
access management, and disposal), thus focusing on protection and access management on BCSlI itself, as
appropriate. The diverse needs of entities can be addressed directly without causing confusion or
affecting access management of BCSI and associated repositories. This will allow future standard
development for information protection to mature in an easier fashion without disturbing requirements
that involve access management of BES Cyber Systems and their associated applicable systems that may
require electronic and /or physical security perimeters.

Physical access to BCSI can now be addressed separately from access to specific host media / devices
whether a designated storage location or a BES Cyber System and its associated applicable systems.

This will allow the SDT the ability to move away from specifically having requirements around putting
controls pertaining to designated storage locations or BES Cyber Systems and their associated applicable
systems. The focus will move to implementing controls to address BCSI regardless of where the media
resides at any given time.

Rationale for Requirement R4, Part 4.1.3
The intent of Requirement R4, Part 4.1.3, is now addressed in the revised version of CIP-011 regarding
BCSI access management; therefore, the language was removed from Requirement R4, Part 4.1.

Rationale for Deletion of Requirement R4, Part 4.4
The intent of Requirement R4, Part 4.4, is now addressed in the revised version of CIP-011 regarding BCSI
access management; therefore, this requirement is being recommended for retirement.
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Rationale for Deletion of Requirement R5, Part 5.3
The intent of Requirement R5, Part 5.3, is now addressed in the revised version of CIP-011 regarding BCSI
access management; therefore, this requirement is being recommended for retirement.

Rationale for Deletion of Requirement R5, Part 5.4
The language connecting this requirement to Requirement R5, Part 5.3, has been removed since the SDT
is recommending the retirement of Requirement R5, Part 5.3.
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This section contains the Guidelines and Technical basis as a “cut and paste” from CIP-004-6 standard to
preserve any historical references.

Section 4 — Scope of Applicability of the CIP Cyber Security Standards
Section “4. Applicability” of the standards provides important information for Responsible Entities to
determine the scope of the applicability of the CIP Cyber Security Requirements.

Section “4.1. Functional Entities” is a list of NERC functional entities to which the standard applies. If the
entity is registered as one or more of the functional entities listed in Section 4.1, then the NERC CIP Cyber
Security Standards apply. Note that there is a qualification in Section 4.1 that restricts the applicability in
the case of Distribution Providers to only those that own certain types of systems and equipment listed in
4.2.

Section “4.2. Facilities” defines the scope of the Facilities, systems, and equipment owned by the
Responsible Entity, as qualified in Section 4.1, that is subject to the requirements of the standard. As
specified in the exemption section 4.2.3.5, this standard does not apply to Responsible Entities that do
not have High Impact or Medium Impact BES Cyber Systems under CIP-002-5.1’s categorization. In
addition to the set of BES Facilities, Control Centers, and other systems and equipment, the list includes
the set of systems and equipment owned by Distribution Providers. While the NERC Glossary term
“Facilities” already includes the BES characteristic, the additional use of the term BES here is meant to
reinforce the scope of applicability of these Facilities where it is used, especially in this applicability
scoping section. This in effect sets the scope of Facilities, systems, and equipment that is subject to the
standards.

Requirement R1:

The security awareness program is intended to be an informational program, not a formal training
program. It should reinforce security practices to ensure that personnel maintain awareness of best
practices for both physical and electronic security to protect its BES Cyber Systems. The Responsible
Entity is not required to provide records that show that each individual received or understood the
information, but they must maintain documentation of the program materials utilized in the form of
posters, memos, and/or presentations.

Examples of possible mechanisms and evidence, when dated, which can be used are:
e Direct communications (e.g., emails, memos, computer based training, etc.);
e Indirect communications (e.g., posters, intranet, brochures, etc.);
e Management support and reinforcement (e.g., presentations, meetings, etc.).
Requirement R2:
Training shall cover the policies, access controls, and procedures as developed for the BES Cyber Systems
and include, at a minimum, the required items appropriate to personnel roles and responsibilities from

Table R2. The Responsible Entity has the flexibility to define the training program and it may consist of
multiple modules and multiple delivery mechanisms, but a single training program for all individuals
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needing to be trained is acceptable. The training can focus on functions, roles or responsibilities at the
discretion of the Responsible Entity.

One new element in the training content is intended to encompass networking hardware and software
and other issues of electronic interconnectivity supporting the operation and control of BES Cyber
Systems as per FERC Order No. 706, Paragraph 434. Additionally, training should address the risk posed
when connecting and using Transient Cyber Assets and Removable Media with BES Cyber Systems or
within an Electronic Security Perimeter. As noted in FERC Order No. 791, Paragraph 135, Transient Cyber
Assets and Removable Media have been the source of incidents where malware was introduced into
electric generation industrial control systems in real-world situations. Training on their use is a key
element in protecting BES Cyber Systems. This is not intended to provide technical training to individuals
supporting networking hardware and software, but educating system users of the cyber security risks
associated with the interconnectedness of these systems. The users, based on their function, role, or
responsibility, should have a basic understanding of which systems can be accessed from other systems
and how the actions they take can affect cyber security.

Each Responsible Entity shall ensure all personnel who are granted authorized electronic access and/or
authorized unescorted physical access to its BES Cyber Systems, including contractors and service
vendors, complete cyber security training prior to their being granted authorized access, except for CIP
Exceptional Circumstances. To retain the authorized accesses, individuals must complete the training at
least one every 15 months.

Requirement R3:

Each Responsible Entity shall ensure a personnel risk assessment is performed for all personnel who are
granted authorized electronic access and/or authorized unescorted physical access to its BES Cyber
Systems, including contractors and service vendors, prior to their being granted authorized access, except
for program specified exceptional circumstances that are approved by the single senior management
official or their delegate and impact the reliability of the BES or emergency response. Identity should be
confirmed in accordance with federal, state, provincial, and local laws, and subject to existing collective
bargaining unit agreements. Identity only needs to be confirmed prior to initially granting access and only
requires periodic confirmation according to the entity’s process during the tenure of employment, which
may or may not be the same as the initial verification action.

A seven year criminal history check should be performed for those locations where the individual has
resided for at least six consecutive months. This check should also be performed in accordance with
federal, state, provincial, and local laws, and subject to existing collective bargaining unit agreements.
When it is not possible to perform a full seven year criminal history check, documentation must be made
of what criminal history check was performed, and the reasons a full seven-year check could not be
performed. Examples of this could include individuals under the age of 25 where a juvenile criminal
history may be protected by law, individuals who may have resided in locations from where it is not
possible to obtain a criminal history records check, violates the law or is not allowed under the existing
collective bargaining agreement. The Responsible Entity should consider the absence of information for
the full seven years when assessing the risk of granting access during the process to evaluate the criminal
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history check. There needs to be a personnel risk assessment that has been completed within the last
seven years for each individual with access. A new criminal history records check must be performed as
part of the new PRA. Individuals who have been granted access under a previous version of these
standards need a new PRA within seven years of the date of their last PRA. The clarifications around the
seven year criminal history check in this version do not require a new PRA be performed by the
implementation date.

Requirement R4:

Authorization for electronic and unescorted physical access and access to BES Cyber System Information
must be on the basis of necessity in the individual performing a work function. Documentation showing
the authorization should have some justification of the business need included. To ensure proper
segregation of duties, access authorization and provisioning should not be performed by the same person
where possible.

This requirement specifies both quarterly reviews and reviews at least once every 15 calendar months.
Quarterly reviews are to perform a validation that only authorized users have been granted access to BES
Cyber Systems. This is achieved by comparing individuals actually provisioned to a BES Cyber System
against records of individuals authorized to the BES Cyber System. The focus of this requirement is on the
integrity of provisioning access rather than individual accounts on all BES Cyber Assets. The list of
provisioned individuals can be an automatically generated account listing. However, in a BES Cyber
System with several account databases, the list of provisioned individuals may come from other records
such as provisioning workflow or a user account database where provisioning typically initiates.

The privilege review at least once every 15 calendar months is more detailed to ensure an individual’s
associated privileges are the minimum necessary to perform their work function (i.e., least privilege).
Entities can more efficiently perform this review by implementing role-based access. This involves
determining the specific roles on the system (e.g., system operator, technician, report viewer,
administrator, etc.) then grouping access privileges to the role and assigning users to the role. Role-based
access does not assume any specific software and can be implemented by defining specific provisioning
processes for each role where access group
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assignments cannot be performed. Role-based access permissions eliminate the need to perform the
privilege review on individual accounts. An example timeline of all the reviews in Requirement R4 is
included below.

Separation of duties should be considered when performing the reviews in Requirement R4. The person
reviewing should be different than the person provisioning access.

If the results of quarterly or at least once every 15 calendar months account reviews indicate an
administrative or clerical error in which access was not actually provisioned, then the SDT intends that this
error should not be considered a violation of this requirement.

For BES Cyber Systems that do not have user accounts defined, the controls listed in Requirement R4 are
not applicable. However, the Responsible Entity should document such configurations.

Requirement R5:

The requirement to revoke access at the time of the termination action includes procedures showing
revocation of access concurrent with the termination action. This requirement recognizes that the timing
of the termination action may vary depending on the circumstance. Some common scenarios and possible
processes on when the termination action occurs are provided in the following table. These scenarios are
not an exhaustive list of all scenarios, but are representative of several routine business practices.

Scenario Possible Process
Immediate involuntary Human resources or corporate security escorts the individual
termination off site and the supervisor or human resources personnel
notify the appropriate personnel to begin the revocation
process.
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Scheduled involuntary Human resources personnel are notified of the termination
termination and work with appropriate personnel to schedule the
revocation of access at the time of termination.

Voluntary termination Human resources personnel are notified of the termination
and work with appropriate personnel to schedule the
revocation of access at the time of termination.

Retirement where the last Human resources personnel coordinate with manager to
working day is several weeks  determine the final date access is no longer needed and
prior to the termination date  schedule the revocation of access on the determined day.

Death Human resources personnel are notified of the death and
work with appropriate personnel to begin the revocation
process.

Revocation of electronic access should be understood to mean a process with the end result that
electronic access to BES Cyber Systems is no longer possible using credentials assigned to or known by the
individual(s) whose access privileges are being revoked. Steps taken to accomplish this outcome may
include deletion or deactivation of accounts used by the individual(s), but no specific actions are
prescribed. Entities should consider the ramifications of deleting an account may include incomplete
event log entries due to an unrecognized account or system services using the account to log on.

The initial revocation required in Requirement R5.1 includes unescorted physical access and Interactive
Remote Access. These two actions should prevent any further access by the individual after termination. If
an individual still has local access accounts (i.e., accounts on the Cyber Asset itself) on BES Cyber Assets,
then the Responsible Entity has 30 days to complete the revocation process for those accounts. However,
nothing prevents a Responsible Entity from performing all of the access revocation at the time of
termination.

For transferred or reassigned individuals, a review of access privileges should be performed. This review
could entail a simple listing of all authorizations for an individual and working with the respective
managers to determine which access will still be needed in the new position. For instances in which the
individual still needs to retain access as part of a transitory period, the entity should schedule a time to
review these access privileges or include the privileges in the quarterly account review or annual privilege
review.

Revocation of access to shared accounts is called out separately to prevent the situation where passwords
on substation and generation devices are constantly changed due to staff turnover.

Requirement 5.5 specified that passwords for shared accounts are to be changed within 30 calendar days
of the termination action or when the Responsible Entity determines an individual no longer requires
access to the account as a result of a reassignment or transfer. The 30 days applies under normal
operating conditions. However, circumstances may occur where this is not possible. Some systems may
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require an outage or reboot of the system in order to complete the password change. In periods of
extreme heat or cold, many Responsible Entities may prohibit system outages and reboots in order to
maintain reliability of the BES. When these circumstances occur, the Responsible Entity must document
these circumstances and prepare to change the password within 10 calendar days following the end of
the operating circumstances. Records of activities must be retained to show that the Responsible Entity
followed the plan they created.

Rationale:

During development of this standard, text boxes were embedded within the standard to explain the
rationale for various parts of the standard. Upon BOT approval, the text from the rationale text boxes
was moved to this section.

Rationale for Requirement R1:

Ensures that Responsible Entities with personnel who have authorized electronic or authorized
unescorted physical access to BES Cyber Assets take action so that those personnel with such authorized
electronic or authorized unescorted physical access maintain awareness of the Responsible Entity’s
security practices.

Rationale for Requirement R2:

To ensure that the Responsible Entity’s training program for personnel who need authorized electronic
access and/or authorized unescorted physical access to BES Cyber Systems covers the proper policies,
access controls, and procedures to protect BES Cyber Systems and are trained before access is authorized.

Rationale for Requirement R3:

To ensure that individuals who need authorized electronic or authorized unescorted physical access to
BES Cyber Systems have been assessed for risk. Whether initial access or maintaining access, those with
access must have had a personnel risk assessment completed within the last 7 years.

Rationale for Requirement R4:

To ensure that individuals with access to BES Cyber Systems and the physical and electronic locations
where BES Cyber System Information is stored by the Responsible Entity have been properly authorized
for such access. “Authorization” should be considered to be a grant of permission by a person or persons
empowered by the Responsible Entity to perform such grants and included in the delegations referenced
in CIP-003-6. “Provisioning” should be considered the actions to provide access to an individual.

Access is physical, logical, and remote permissions granted to Cyber Assets composing the BES Cyber
System or allowing access to the BES Cyber System. When granting, reviewing, or revoking access, the
Responsible Entity must address the Cyber Asset specifically as well as the systems used to enable such
access (i.e., physical access control system, remote access system, directory services).

CIP Exceptional Circumstances are defined in a Responsible Entity’s policy from CIP-003-6 and allow an
exception to the requirement for authorization to BES Cyber Systems and BES Cyber System Information.
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Quarterly reviews in Part 4.5 are to perform a validation that only authorized users have been granted
access to BES Cyber Systems. This is achieved by comparing individuals actually provisioned to a BES
Cyber System against records of individuals authorized to access the BES Cyber System. The focus of this
requirement is on the integrity of provisioning access rather than individual accounts on all BES Cyber
Assets. The list of provisioned individuals can be an automatically generated account listing. However, in
a BES Cyber System with several account databases, the list of provisioned individuals may come from
other records such as provisioning workflow or a user account database where provisioning typically
initiates.

If the results of quarterly or annual account reviews indicate an administrative or clerical error in which
access was not actually provisioned, then the SDT intends that the error should not be considered a
violation of this requirement.

For BES Cyber Systems that do not have user accounts defined, the controls listed in Requirement R4 are
not applicable. However, the Responsible Entity should document such configurations.

Rationale for Requirement R5:

The timely revocation of electronic access to BES Cyber Systems is an essential element of an access
management regime. When an individual no longer requires access to a BES Cyber System to perform his
or her assigned functions, that access should be revoked. This is of particular importance in situations
where a change of assignment or employment is involuntary, as there is a risk the individual(s) involved
will react in a hostile or destructive manner.

In considering how to address directives in FERC Order No. 706 directing “immediate” revocation of
access for involuntary separation, the SDT chose not to specify hourly time parameters in the requirement
(e.g., revoking access within 1 hour). The point in time at which an organization terminates a person
cannot generally be determined down to the hour. However, most organizations have formal termination
processes, and the timeliest revocation of access occurs in concurrence with the initial processes of
termination.

Access is physical, logical, and remote permissions granted to Cyber Assets composing the BES Cyber
System or allowing access to the BES Cyber System. When granting, reviewing, or revoking access, the
Responsible Entity must address the Cyber Asset specifically as well as the systems used to enable such
access (e.g., physical access control system, remote access system, directory services).
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