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Unofficial Comment Form — Project 2009-21 Cyber Security Ninety-day Response

Unofficial Comment Form for Project 2009-21: Cyber Security Ninety-day Response
Please DO NOT use this form.  Please use the electronic comment form located at the link below to submit comments on the proposed revisions of CIP-002-2 through CIP-009-2, the Implementation Plan for Version 3 of the Cyber Security Standards, and the Implementation Plan for Newly Identified Critical Cyber Assets and Newly Registered Entities, developed by the standard drafting team as part of Project 2009-21 Cyber Security Ninety-day Response.  Comments must be submitted by November 12, 2009.  If you have questions please contact Joe Bucciero at joe.bucciero@gmail.com or by telephone at (267) 981-5445.
http://www.nerc.com/filez/standards/Project2009-21_Cyber_Security_90-day_Response.html 
Background Information

On May 22, 2009, NERC in its capacity as the Electric Reliability Organization (ERO) filed eight revised CIP Reliability Standards, the Implementation Plan for Version 2 of the Cyber Security Standards, and the Implementation Plan for Newly Identified Critical Cyber Assets and Newly Registered Entities for approval with the Federal Energy Regulatory Commission (FERC or the Commission), to protect the Bulk-Power System from malicious or unintentional cyber events. The revised CIP Reliability Standards require Bulk-Power System users, owners, and operators to establish a risk-based assessment methodology to identify critical assets and the associated critical cyber assets essential to the critical assets’ operation. Once the critical cyber assets are identified, the CIP Reliability Standards require, among other things, that the Responsible Entities establish plans, protocols, and controls to safeguard physical and electronic access, to train personnel on security matters, to report security incidents, and to be prepared for recovery actions. The eight CIP Reliability Standards are as follows: 
CIP-002-2 – Cyber Security – Critical Cyber Asset Identification: Requires a Responsible Entity to identify its critical assets and critical cyber assets using a risk-based assessment methodology. 

CIP-003-2 – Cyber Security – Security Management Controls: Requires a Responsible Entity to develop and implement security management controls to protect critical cyber assets identified pursuant to CIP-002-1.

CIP-004-2 – Cyber Security – Personnel and Training: Requires personnel with access to critical cyber assets to have identity verification and a criminal check. It also requires employee training. 

CIP-005-2 – Cyber Security – Electronic Security Perimeter(s): Requires the identification and protection of an electronic security perimeter and access points. The electronic security perimeter is to encompass the critical cyber assets identified pursuant to the methodology required by CIP-002-1.

CIP-006-2 – Cyber Security – Physical Security: Requires a Responsible Entity to create and maintain a physical security plan that ensures that all cyber assets within an electronic security perimeter are kept in an identified physical security perimeter. 

CIP-007-2 – Cyber Security – Systems Security Management: Requires a Responsible Entity to define methods, processes, and procedures for securing the systems identified as critical cyber assets, as well as the non-critical cyber assets within an electronic security perimeter.

CIP-008-2 – Cyber Security – Incident Reporting and Response Planning: Requires a Responsible Entity to identify, classify, respond to, and report cyber security incidents related to critical cyber assets. 

CIP-009-2 – Cyber Security – Recovery Plans for Critical Cyber Assets: Requires the establishment of recovery plans for critical cyber assets using established business continuity and disaster recovery techniques and practices.

On September 30, 2009 the Commission approved Version 2 of the CIP Reliability Standards with an effective date of April 1, 2010. In its September 30, 2009 order (Order RD09-7), the Commission directed NERC to make additional changes to two of the standards (CIP-006-2 and CIP-008-2) and the associated implementation plan.  The order directed NERC to file the modified standards and Implementation Plan within 90 days and, among other things, required the following modifications:

· A modification to Reliability Standard CIP-006-2 – Cyber Security — Physical Security to add a requirement on visitor control programs, including the use of visitor logs to document entry and exit.

· A modification to Reliability Standard CIP-008-2 – Cyber Security — Incident Reporting and Response Planning, Requirement R1.6 to remove the last sentence of CIP-008-2 Requirement R1.6.  
· A revised Version 2 Implementation Plan addressing the Version 2 CIP Reliability Standards, that clarifies the matters specified in the attachment to the September 30 Order.

Although the Commission directed changes to only two of the eight (CIP-002-2 thru CIP-009-2) reliability standards, conforming changes are proposed for the remaining six CIP Reliability Standards (CIP-002-2 through CIP-005-2, CIP-007-2, and CIP-009-2) to correct the cross references within the set of standards.  If left untouched, the Purpose statements and many requirements within the set of standards would be incorrect as they all reference CIP-002-2 through CIP-009-2.

The Implementation Plan is presented in two documents.  One document addresses the Implementation Plan related to the specific version (Version 3) of the CIP Reliability Standards.  The second document is meant to be a stand-alone, free-standing Implementation Plan that survives the versioning of the CIP Reliability Standards and addresses the implementation of Newly Identified Critical Cyber Assets and Newly Registered Entities that may occur over the life of these standards.  Although the Commission directed that the Implementation Plan documents be combined to avoid confusion, the Standard Drafting Team believes that each document has its specific purpose, and instead, chose to clarify the content of each document to remove the confusion identified by the Commission in Attachment, “Compliance Issues on Implementation Plan”, to Order RD09-7.
Since NERC is required to respond to the Commission’s directive within 90 days, the Standard Authorization Request (SAR) and the proposed modifications to the standards and implementation plan are being posted simultaneously to expedite the process.

(Note: In its May 22, 2009 filing of the version 2 CIP standards, NERC inadvertently left off the approved interpretation of CIP-006-1a. The interpretation for CIP-006-1a is added back in for this set of proposed changes to create CIP-006-3a.) 
Questions

Your responses to the following questions will assist the SDT for Project 2009-21 Cyber Security Ninety-day Response in finalizing the work for CIP-002-3 through CIP-009-3 relative to the proposed modifications summarized above.  For each question, please indicate whether or not you agree with the modification being proposed.  If you disagree with the proposed modification, please explain why you disagree and provide as much detail as possible regarding your disagreement including any suggestions for altering the proposed modification that would eliminate or minimize your disagreement.  The SDT would appreciate responses to as many of these questions as you are willing to supply.

1. In its order approving CIP-002-2 through CIP-009-2, the Commission directed NERC to make changes to CIP-006-2 and CIP-008-2 as well as the implementation plan for newly identified critical cyber assets and file those changes within 90 days of the order. Do you agree that the SAR accurately addresses the scope of these directives?  If not, please identify what you feel is missing in the SAR. 
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No 
Comments:      
2. Do you agree that the proposed modifications to CIP-006-2, CIP-008-2, and the implementation plans meet the intent of the Commission’s directives?  If not, please identify what changes you feel are needed to meet the intent of these directives.
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No 

Comments:      
3. Do you have any additional comments associated with the proposed SAR for Project 2009-21: Cyber Security Ninety-day Response?  If yes, please explain.
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No 

Comments:      
4. Do you have any additional comments associated with the proposed CIP-006-2, CIP-008-2, and the implementation plans?  If yes, please explain.

 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No 

Comments:      
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