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Modifications to CIP-003

June 27, 2024

Presenter Notes
Presentation Notes

Welcome to the webinar for Project 2023-04, Modifications to CIP-003
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• NERC Antitrust Guidelines
 It is NERC’s policy and practice to obey the antitrust laws and to avoid all 

conduct that unreasonably restrains competition. This policy requires the 
avoidance of any conduct that violates, or that might appear to violate, the 
antitrust laws. Among other things, the antitrust laws forbid any 
agreement between or among competitors regarding prices, availability of 
service, product design, terms of sale, division of markets, allocation of 
customers or any other activity that unreasonably restrains competition.

• Notice of Open Meeting
 Participants are reminded that this webinar is public. The access number 

was widely distributed. Speakers on the call should keep in mind that the 
listening audience may include members of the press and representatives 
of various governmental authorities, in addition to the expected 
participation by industry stakeholders.

Administrative Items

Presenter Notes
Presentation Notes
Laura
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•Background 
•Additional Draft Comments
•Revisions to CIP-003-11
•CIP-003-12
•Implementation Plan
•Q&A

Agenda 

Presenter Notes
Presentation Notes
Today the drafting team members will cover the background of the project before reviewing the comments received on the last postings and the revisions make to CIP-003-11. The team will also spend time reviewing CIP-003-12 and the two implementations plan included in this posting. The webinar will end with a Question and Answer session. Now I will turn it over to the Chair Tony Hall. 
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Name Entity 
Tony Hall LG&E and KU
Jay Cribb Southern Company
Monica Jain Southern California Edison
Clayton Whitacre Great River Energy
Barry Jones Western Area Power Administration
Robert Montgomery Duke Energy
Peggy McDannald Associated Electric Cooperative, Inc.
Josef Chesney Powder River Energy Corp
Sean Randles Intersect Power
Lemon Williams Pine Gate Renewables
Jeff Sykes Utility Services

Drafting Team (DT) Members

Presenter Notes
Presentation Notes
Tony
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• LICRT's primary purpose was to discuss the potential threat and 
risk posed by a coordinated cyber attack on low impact BES 
Cyber Systems

• LICRT Report
• CIP Standard Revisions

• Requirement(s) for authentication of remote users before access is granted to 
networks containing low impact BES Cyber Systems at assets containing 
those systems that have external routable connectivity.

• Requirement(s) for protection of user authentication information in 
transit for remote access to low impact BES Cyber Systems at assets containing 
those systems that have external routable connectivity.

• Requirement(s) for detection of malicious communications to/between assets 
containing low impact BES Cyber Systems with external routable connectivity.

• Project 2023-04 SAR includes the LICRT recommendations

LICRT Report Recommendations

Presenter Notes
Presentation Notes
Tony

https://www.nerc.com/pa/Stand/Project%202023%2004%20Modifications%20to%20CIP%20003%20DL/NERC_LICRT_White_Paper_clean.pdf
https://www.nerc.com/pa/Stand/Project%202023%2004%20Modifications%20to%20CIP%20003%20DL/2023-04%20CIP-003%20SAR%20CLEAN_072723.pdf
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• Additional Ballot:
 January 30 – March 14, 2024
 60.34% approval

• Section 3.1.3,’s recommendation of changing “when” to “prior 
to” in order to clarify that the remote user be authenticated 
prior to access, as explained in the Technical Rationale.

• Clear language in the implementation guidance describing the 
change from use of the term remote access to electronic access 
including the relationship between the term electronic access 
and scoping language used in Section 3, Part 3.1, i-iii.

• The costs associated with the planning and adjustments 
required to achieve compliance with frequently changing 
requirements.

Recent Draft Comment Themes

Presenter Notes
Presentation Notes
Jeff
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• The alignment of the implementation plan for CIP-003 in Project 
2016-02 with the 3-year implementation plan proposed in 
Project 2023-04 allowing entities to only make changes to the 
affected sites once. 

• Combining the revisions to CIP-003 resulting from Project 2023-
04 and 2016-02 into one version for NERC Board approval after 
passing ballot if they will be presented to the Board at the same 
meeting.

• Clarification in the Technical Rationale regarding the use of VPN 
tunnels as a permanent connection between OEMS and/or 
continuous monitoring vendors who use an HMI to remotely 
connect to an entity SCADA system to remotely maintain in-
scope sites in the context of compliance with Attachment 1, R3, 
Part 3.1.3.

Recent Draft Comment Themes

Presenter Notes
Presentation Notes
Jeff
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• Simplified VSL to align with CIP-003-10 (2016-02)
• Attachment 1, Section 3
 Clarifying changes made to the end of Section 3.1
 Adjustment to 3.1.3 language
 Conforming change to 3.1.4 language in accordance with 3.1.3
 Minor change to 3.2

• Attachment 2, Section 3
 Conforming changes in accordance with Attachment 1, Section 3
 Additional examples of evidence included for 3.1.2 

CIP-003-11 Revisions

Presenter Notes
Presentation Notes
Sean
Simplified VSL

Removed repetitive language

Spelled out “Requirement” or “Part” in front of R# or Part #

Attachment 1 Changes

Notably, the first change was made to improve the flow and clarify that subparts 3.1.1-3.1.6 respectively are required when all Section 3.1 romanettes are met

Changed “when” to “prior to” with 3.1.3

Focusing on authenticating each user rather than each instance. Intended to allow entities to use a centralized authentication system for multiple low assets without requiring additional authentication systems to be implemented at each asset. Entities can still also leverage multiple authentication systems if they so choose.

Drive home the point that if there is a collection of sub-networks or Cyber Assets within the network containing LIBCS, then multiple re-authentications at those levels would not be required by this specific requirement.

We updated the language in 3.1.4 to conform and tie back to the language in 3.1.3.

In 3.2 we changed “a” to “one or more”.

Attachment 2 Changes

Made conforming changes in Attachment 2 based on what was just discussed in Attachment 1

Added two new examples that were suggested by industry:
• Monitor or alert for changes to communication baselines; 
• Logging and alerting configuration for Security Incident and Event Management (SIEM) systems or other event correlation systems;

Once again Attachment 2 is not a(n) exhaustive or prescriptive list of the only acceptable pieces of evidence to demonstrate compliance, rather they are ways an entity may choose to collect evidence that could demonstrate compliance.
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Attachment 1, Section 3 Flow

Presenter Notes
Presentation Notes
Sean
Highlights demonstrate changes made to Attachment 1 previously just discussed on last slide

��
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• Two Drafting Teams modifying CIP-003-9 during previous ballots
 Project 2016-02 (Virtualization) posting CIP-003-10
 Project 2023-04 (LICRT) posting CIP-003-A

• 2016-02 changes were Board approved in May 2024
 Project 2023-04 went from version –A to -11

• CIP-003-11 is ONLY Project 2023-04 changes  (Att. 1, Section 3)
 Still based on -9

• CIP-003-12 is an overlay of 2023-04 changes on top of the now 
approved -10 version with no other changes.
 BOTH versions (-11 and -12) are presenting the same 2023-04 changes for 

ballot.

CIP-003-12

Presenter Notes
Presentation Notes
Jay
Up until last month, two drafting teams were simultaneously working on modifications to CIP-003-9, the currently approved version of CIP-003 that included the low impact supply chain revisions related to vendor access.  This was the common starting point for the two teams.  Project 2016-02 was adding virtualization and other conforming changes to CIP-003-9, and this project 2023-04 was adding the recommendations from the Low Impact Criteria Review Team (LICRT) report and we posted previous drafts as CIP-003-A.
Project 2016-02’s work passed final ballot and was approved by the NERC Board in May, 2024 thereby cementing its version as CIP-003-10 and thus our drafts now become version -11.  Version 11 contains ONLY Project 2023-04 changes and is still based on the CIP-003-9 version.  Why?  Because here in the US the -10 version is the process of being filed with FERC and thus is not yet fully approved.  Therefore, we are now also producing CIP-003-12, which is simply an overlay of our changes to Attachment 1 Section 3 on top of the now stakeholder and Board approved -10 version.  It is important to note there are no other changes in -12 other than conforming changes to the Board approved -10 version.   That means we are presenting the same set of “electronic access control” changes in both -11 and -12 for ballot.   The only difference is what underlying “already Board approved” version is underneath our changes. 

The question is why are we posting two versions?  Why not just post -12 and be done with it?  The answer is we are allowing, for example here in the US, for various timings of future FERC approvals.  As Project 2016-02’s work is part of a large package consisting of changes to eleven CIP standards plus new and modified glossary terms and Project 2023-04 is making few changes to one section of Attachment 1 within CIP-003 only, it is unknown the speed or order in which these two versions of CIP-003 may achieve final regulatory approval in the future.  The two versions are being maintained and posted by Project 2023-04 such that either one can go forward based on the future approval timelines.
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2016-02
CIP-003-10

Modified CIP-003-9 
to make CIP-003-

10

May Board 
Approval FERC Filing Future 

Determination

2023-04
CIP-003-11

Modified CIP-003-9 
to make CIP-003-A

Changed to CIP-
003-11

Future 
Industry/Board 

Approval
FERC Filing Future 

Determination

2023-04
CIP-003-12

Combine Board 
approved CIP-003-
10 and proposed -

11 revisions

Future 
Industry/Board 

approval
FERC Filing Future 

Determination

CIP-003 Version Flows

Presenter Notes
Presentation Notes
Jay

This slide is the same information in a more visual timeline format.  The first grey column shows the starting point with 2016-02 and 2023-04 making changes to -9, with this team working on a –A.
The 2nd grey column happened last month in May with Board approval of 2016-02’s -10 version, therefore we changed to -11 and combined our work on top of -10 to make -12.
The 3rd grey column is current state: -10 is in the process of a filing with FERC, and -11 and -12 are before the ballot body awaiting a future industry/board approval
The 4th grey column is then future state where, assuming a successful ballot, -11 and -12 will be filed thus creating a situation where there is a CIP-003 ready for any future scenario.
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CIP-003-12 Key

Presenter Notes
Presentation Notes
Jay
Let’s do a bit of a deeper dive into the new CIP-003-12.  When you open -12, this is page #1 and you will see a key to the three types of redlines/highlights that are throughout that document. You will see a lot more types of redline in the -12 version, but we are simply showing our changes in true redline on top of the 2016-02 changes that are in yellow highlight throughout the document and then in blue highlight you will see some tweaks ONLY in Att 1 Section 3 that we made to conform the two to each other. 
It bears noting that the yellow highlighted changes in CIP-003-12 are changes from CIP-003-10 that have already passed industry ballot with a 93.6% approval and are Board approved, and we can’t make changes to those in our SAR.  The comments to which we can respond to and potentially make changes in the standard are the true redline text and the blue highlights if you think we’ve missed something in conforming to the already approved CIP-003-10 changes.
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CIP-003-12 Example

Presenter Notes
Presentation Notes
Jay
This is an example from CIP-003-12, Attachment 1, Section 3 that shows all 3 types of changes.  The true redlined text are this team’s changes that are in CIP-003-11 also and these redlines are against the -9 currently approved version.   The yellow highlighted text is already approved via ballot and Board approved.  So in this example, all of the yellow highlights to romanettes (i) and (ii) are already approved changes from -10, but we are highlighting them just so that is apparent.  In Section 3, you’ll also see a few blue highlighted changes, and those are ones we made to conform to the already Board approved language from -10. 

2016-02 made changes throughout the CIP standards to change to use official acronyms that are denoted in the NERC Glossary of terms.  So the first blue highlight denotes the change to use the acronym.  The second blue highlight is a conforming addition we made to add certain SCI from -10 as an appropriate target of the electronic access controls as well as the BCS it supports.

So those are some examples of each type of highlight in CIP-003-12.
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Summary of Changes

Presenter Notes
Presentation Notes
Also note that on the project web page containing the posting, there is a “Summary of Changes” document that also explains the various versions and redlines in each.
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• CIP-003-11 Implementation Plan
 No changes since last posting
 Three (3) years from regulatory approval to be compliant with CIP-003-11
 General considerations:
o Revise cyber security policies, plans, and procedures. 
o Hire and train new staff to implement the new cyber security controls. 
o Reconfigure system, network, or security architectures. 
o Purchase and procurement of new technology(s). 
o The effective date of CIP-003-9 is April 1, 2026. CIP-003-11 builds upon the 

implementation of CIP-003-9 for vendor remote access.

Implementation Plan

Presenter Notes
Presentation Notes
Tony
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• CIP-003-12 Implementation Plan
 General consideration – overlapping implementation timelines for 

CIP-003-10 and CIP-003-11
 Effective date to be the later of:
o 36-months after CIP-003-11 approvals; or
o 24-months after CIP-003-12 approvals

 Early adoption provisions from CIP-003-10 are included by reference
o Early adoption provisions will not apply to revised language for CIP-003-11

Implementation Plan

Presenter Notes
Presentation Notes
Tony
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• CIP-003-11 Posting
 Ballot open July 2 – 11, 2024
 Voting on CIP-003-11 and CIP-003-12 in same ballot

• Respond to Comments
 Team Meetings in July 2024
 Target Final Ballot at end of July 2024
 Present to NERC Board in August 2024

• Point of Contact
 Alison Oswald, Manager of Standards Development
o Alison.Oswald@nerc.net or call 404-275-9410

• Webinar Slides and Recording Posting
 Within 48-72 hours of webinar completion
 Will be available in the Standards, Compliance, and Enforcement Bulletin

Next steps

Presenter Notes
Presentation Notes
The ballot for the current posting is open from July 2 – 11. Entities are voting on CIP-003-11 and CIP-003-12 in the same ballot. 

If the ballot passes, the team will meet in July in respond to comments and prep for final ballot which is targeted for the end of July. Then the standard would be brought to the NERC board in august 2024. 

If you have any questions about this project please reach out to any of the drafting team members or Alison Oswald. Her contact information is contained on this slide. 

This webinar was recorded and will be posted on the project page in a few days. 

mailto:Alison.Oswald@nerc.net
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• Informal Discussion
 Via the Questions and Answers Objectives feature
 Chat only goes to the host, not panelists
 Respond to stakeholder questions

• Other
 Some questions may require future team consideration
 Please reference slide number, standard section, etc., if applicable
 Team will address as many questions as possible
 Webinar and chat comments are not a part of the official project record
 Questions regarding compliance with existing Reliability Standards should 

be directed to ERO Enterprise compliance staff, not the SDT

Questions and Answers Objectives

Presenter Notes
Presentation Notes
We will not have a question and answer session. Please send questions in via the Q&A portion of Webex, not the chat. The team will answer as many questions as they can in the time remaining. Questions regarding compliance with existing Reliability Standards should be directed to ERO Enterprise compliance staff, not the SDT
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Presenter Notes
Presentation Notes
Laura
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Presenter Notes
Presentation Notes
Laura


	Slide Number 1
	Administrative Items
	Agenda 
	Drafting Team (DT) Members
	LICRT Report Recommendations
	Recent Draft Comment Themes
	Recent Draft Comment Themes
	CIP-003-11 Revisions
	Attachment 1, Section 3 Flow
	CIP-003-12
	CIP-003 Version Flows
	CIP-003-12 Key
	CIP-003-12 Example
	Summary of Changes
	Implementation Plan
	Implementation Plan
	Next steps
	Questions and Answers Objectives
	Slide Number 19
	Slide Number 20

