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Unofficial Comment Form for Draft Implementation Plan for Version 2 and 3 CIP Standards for Nuclear Power Plants 

Unofficial Comment Form for Draft Implementation Plan for Version 2 and Version 3 Critical Infrastructure Protection Standards for Nuclear Power Plants (Project 2010-09)
Please DO NOT use this form to submit comments.  Please use the electronic form located at the site below to submit comments on the revised draft Implementation Plans for Versions 2 and Version 3 Critical Infrastructure Protection (CIP) Reliability Standards — CIP-002 through CIP-009 for Nuclear Power Plants.  Comments must be submitted by March 15, 2010
http://www.nerc.com/filez/standards/Cyber_Security_Order706B_Nuclear_Plant_Implementation_Plan.html
If you have questions please contact Gerry Adamski at gerry.adamski@nerc.net or by telephone at 609-524-0617.
Background Information 

On December 17, 2009, FERC (or “Commission”) issued an order that addressed the September 15, 2009 NERC compliance filing proposing an implementation plan for Version 1 of CIP Reliability Standards for U.S. nuclear power plant owners and operators.  FERC did not approve the Version 1 implementation plan proposed but requested further information regarding the scope of systems determination that is one predicate for implementing the standards as outlined in the proposed Version 1 plan.  FERC also addressed the implementation of future versions of the CIP standards at U.S. nuclear power plants.  Since the September 15, 2009 filing, FERC approved Version 2 of the CIP-002 through CIP-009 Reliability Standards, and NERC proposed Version 3 in a December 29, 2009 filing.  However, neither proposal addressed implementation of the standards at U.S. nuclear power plants.  Accordingly, in its December 17, 2009 order, FERC provided NERC in ¶15-16 the following direction regarding implementing future versions of the CIP standards:  
15. As mentioned above, NERC requests that the Commission “require the approved Version 2 Reliability Standards to be implemented by U.S. nuclear power plant owners and operators on a schedule no sooner than that included in the Implementation Plan that is the subject of this filing.”
  Consistent with NERC’s request, the Commission finds that the implementation timeline for the Version 2 CIP Standards should be the same as the Implementation Plan for the Version 1 CIP Standards.  This compliance timeline for the Version 2 CIP Standards is reasonable because the Version 2 CIP Standards comprise a limited set of modifications.  Further, under the Implementation Plan’s compliance schedule there is a generous lead time before the earliest possible date owners and operators of nuclear power plants will be required to achieve compliance with the Version 1 CIP Standards, which provides an adequate timeframe to achieve compliance with the Version 2 CIP Standards.  This approach also reduces the gap in compliance with the CIP Standards that currently exists between nuclear power plants and other users, owners and operators of the Bulk-Power System.  Therefore, we direct NERC to submit as part of its compliance filing, a revised Implementation Plan that incorporates Version 2 CIP Standards into the Implementation Plan schedule.
16. Further, in future filings proposing modifications to the CIP Standards, NERC must address how owners and operators of nuclear power plants located in the United States will implement the revised CIP Standards and whether owners and operators can implement the revised CIP Standards under the proposed Implementation Plan.  If NERC does not believe that such future modifications can be implemented under the Implementation Plan’s schedule, NERC must propose in the filing a new implementation plan addressing nuclear power plant owners’ and operators’ compliance with the proposed modifications.
On January 19, 2010, NERC issued a compliance filing prescribed within the FERC-directed 30-day response window stating that implementation plan modifications must be processed using the approved NERC Reliability Standards Development Procedure and that following this activity, NERC would submit the implementation plan modifications directed by FERC.  Additionally, NERC stated it will not assess U.S. nuclear power plant owners and operators for compliance to Version 2 (or Version 3) CIP reliability standards when they become effective but would address the implementation through a revised implementation plan for Version 2 and Version 3.
Members of the original Version 1 Cyber Security Drafting Team that developed the Version 1 implementation plan for U.S. nuclear owners and operators developed the following language that is included in revised implementation plans for the Version 2 and Version 3 CIP Reliability Standards, CIP-002 through CIP-009.
On September 15, 2009, NERC filed for FERC approval an implementation plan for the CIP Version 1 standards (CIP-002-1 through CIP-009-1) for owners and operators of US nuclear power plants in compliance with Order 706-B.  In the plan, compliance with the Version 1 standards is predicated upon the latter of the effective date of the order approving the implementation plan plus eighteen months; the determination of the scope of systems, structures, and components within the NERC and NRC jurisdictions plus ten months; or within six months following the completion of the first refueling outage beyond eighteen months from FERC approval of the implementation plan for those requirements requiring a refueling outage.  Since that September 15, 2009 filing of the Version 1 implementation plan, FERC approved Version 2 of the NERC CIP standards on September 30, 2009 and NERC filed for FERC approval Version 3 CIP standards on December 29, 2009.  

In its December 17, 2009 order on NERC’s September 15, 2009 Version 1 implementation plan filing, FERC noted that the implementation timeline for the Version 2 CIP standards should be the same as the Implementation Plan for the Version 1 CIP standards.  Consistent with this order and considering that only incremental modifications were made to Version 2 and Version 3 of the CIP standards relative to Version 1, compliance to Version 2 or Version 3 CIP-002 through CIP-009 standards (whichever is in effect at that time) for owners and operators of U.S. nuclear power plants will occur on the same schedule as the Version 1 CIP standards.
For example, if  FERC approves the Version 1 implementation plan effective on May 1, 2010 and using the operative date for compliance to Version 1 standards as the FERC effective date of the order plus eighteen months, then compliance to the Version 1 standards would be required on November 1, 2011.  However, since Version 1 will have been replaced by Version 2 and perhaps Version 3 by November, 2011, compliance to the Version 2 or Version 3 standards (whichever the current version is effective at that time) would therefore be required on November 1, 2011.  

Using the hypothetical May 1, 2010 FERC effective date applied to a requirement linked to a refueling outage, compliance to the requirement would be required six months following the end of the first refueling outage that is beyond eighteen months from FERC approval of the implementation plan.  In this case, the completion of the first refueling outage of the unit beyond November 1, 2011 would initiate the six month period.  For purposes of this example, if the unit refueling outage occurred in the Spring, 2012 and ended on April 12, 2012, compliance with the requirement linked that outage would be required on October 12, 2012.

THIS WILL APPEAR IN A FOOTNOTE: These dates are provided as examples only and the FERC order effective date and compliance dates are hypothetical. Actual dates will be established based on FERC approval of the NERC Version 1 implementation schedule.

In summary, the team is seeking industry input to the proposed Version 2 and Version 3 implementation plan language through the following questions.

1. Do you agree with the proposed implementation plan(s) generally provide a reasonable timeframe for implementing NERC’s CIP Version 2 and Version 3 standards at nuclear power plants?
 FORMCHECKBOX 
 Yes 

 FORMCHECKBOX 
 No 

Comments:      
2. Does the proposed implementation plan language satisfy the FERC directive relative to the implementation of CIP Version 2 and future versions of the CIP standards at U.S. nuclear power plants?
 FORMCHECKBOX 
 Yes 

 FORMCHECKBOX 
 No 

Comments:      
� NERC Petition at 3, 13.
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