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Introduction

This document identifies default measures and compliance elements for guidance in writing NERC’s reliability standards.  The information in these guidelines was reviewed and endorsed by members of NERC’s compliance staff and by members of NERC’s Regional Compliance Managers committee. 

The compliance elements in the template for standards have been revised to align with language in the Compliance Monitoring and Enforcement Program. 

· The heading, “Compliance Monitoring Responsibility:” was replaced with, “Compliance Enforcement Authority:”
· The heading, “Compliance Monitoring Period and Reset Timeframe” will no longer be used, however it cannot be removed from the template until the Reliability Standards Development Procedure is updated.  Until then, all drafting teams will enter, ‘Not applicable’ in this section of the template.  The compliance monitoring period and reset timeframe were linked to an older version of the sanctions table, and have no relevance to the sanctions table currently in use. 
· A new heading was added, “Compliance Monitoring and Enforcement Processes”.  This section identifies the processes that may be used by the compliance enforcement authority to monitor compliance with the requirements in the standards.  There are eight processes defined in the Uniform Compliance Monitoring and Enforcement Program of the North American Electric Reliability Corporation (CMEP), and for most standards, the first six of the eight processes listed below are applicable. The last two processes are only applicable in certain standards. With the exceptions noted for periodic data submittals and exception reporting, drafting teams should not add descriptive language to identify how a process will be implemented.  The CMEP includes details on the implementation of each of these processes.  

· Compliance Audits

· Self-Certifications

· Spot Checking 

· Compliance Violation Investigations

· Self-Reporting

· Complaints

· Periodic Data Submittals - If periodic reporting is listed, the reporting interval must be specified.  
· Exception Reporting - If exception reporting is listed, the conditions for the report must be specified
.  

· For the “Data Retention” section of the standard, the following default language is recommended for identification of data retention periods – with variations to the sentence structure as needed: 

· The [responsible entity] shall keep data or evidence to show compliance as identified below unless directed by its Compliance Enforcement Authority to retain specific evidence for a longer period of time as part of an investigation:

· The [responsible entity] shall retain evidence of Requirement 1, Measure 1 for [Insert Time Period]. 
· If a [responsible entity] is found non-compliant, it shall keep information related to the non-compliance until found compliant. 

· The Compliance Enforcement Authority shall keep the last audit records and all requested and submitted subsequent audit records.  

· The format for presentation of Violation Severity Levels was changed so that the violation severity levels will be identified in a table, with a set of one or more violation severity levels identified for each requirement.  
Following shows how compliance information will be presented in the revised standard template:

A. Compliance

1. Compliance Monitoring Process

1.1. Compliance Enforcement Authority

Regional Entity.
1.2. Compliance Monitoring Period and Reset Timeframe
Not applicable. 

1.3. Compliance Monitoring and Enforcement Processes:

Compliance Audits

Self-Certifications

Spot Checking

Compliance Violation Investigations

Self-Reporting

Complaints

1.4. Data Retention

The Transmission Owner shall keep data or evidence to show compliance as identified below unless directed by its Compliance Enforcement Authority to retain specific evidence for a longer period of time as part of an investigation:

· The Transmission Owner shall retain its current, in force document and any documents in force since the last compliance audit for Requirement 1, Measure 1. 

· If a Transmission Owner is found non-compliant, it shall keep information related to the non-compliance until found compliant. 

· The Compliance Enforcement Authority shall keep the last audit records and all requested and submitted subsequent audit records.  

1.5. Additional Compliance Information

None.

2. Violation Severity Levels

	R #
	Lower VSL
	Moderate VSL
	High VSL
	Severe VSL

	R1.
	The Generator Owner’s Facility Ratings Methodology for generating unit Facilities is non-compliant with respect to one or more minor details within the requirement. (R1)

	The Generator Owner’s Facility Ratings Methodology for generating unit Facilities is non-compliant with respect to one significant element within the requirement. (R1)
	The Generator Owner’s Facility Ratings Methodology for generating unit Facilities is non-compliant with respect to two or more significant elements within the requirement. (R1)
	The Generator Owner’s Facility Ratings Methodology for generating unit Facilities is non-compliant with all the elements of the requirement. (R1)



The following pages contain tables organized by ‘category’ of requirement.  While there are many different ways of sorting the requirements in standards, the following tables use the following categories:
· Agreements, Training, Records, Procedures, Processes, Plans, Methodologies


· Verifications


· Perform, Implement, Execute


· Request, Communicate, Act


· Report, Provide Data or Information


· Maintain Data and Models and Develop Ratings

For each type of requirement, the table includes samples of the types of evidence that could be used in the associated measure, a recommended evidence retention period, and the recommended default compliance monitoring and enforcement processes, followed at the end of each table with default violation severity levels.  Drafting teams should use these guidelines if they are appropriate. 

	Type of Requirement
	Type of Evidence Specified in Associated Measure
	Recommended Evidence Retention Period
	Compliance Monitoring and Enforcement Processes

	Agreements, Training, Records, Procedures, Processes, Plans, Methodologies

	Have an agreement
	Dated document with confirmation of agreement 

Dated electronic communications with confirmation of agreement
	Current, in force agreement and agreements in force since last compliance audit period.


	· Compliance Audits

· Self-Certifications

· Spot Checking

· Compliance Violation Investigations

· Self-Reporting

· Complaints

	Document authority
	Dated job description that includes statement of authority with respect to other operating entities 
Dated letter declaring authority signed by an authorized and appropriate corporate officer

Dated department notice signed on corporate letterhead

Dated Agreement with authority documented 
	Current, in force document and any documents in force since last compliance audit period.
	

	Have a set of requirements, process, plan, procedure, methodology, or other document– no requirement to update
	Dated, current, in force document with specified elements
	Current, in force document and any documents in force since last compliance audit period.
	

	Have a set of requirements, process, plan, procedure, methodology,  or other document–requirement to update 
	Dated, current, in force document with specified elements and evidence of last issue
	Current and previous 3 years’ versions 

Current, in force document plus the ‘date change page’ from each version issued since the last audit or the current and previous version 

All versions from prior 3 years
	

	Have a specific record with no mention of update
	Dated, specified record in electronic or hard copy format
	Current, in-force and at least one previous period
	

	Have specific operational plan (real-time, next day, seasonal) with specified elements
	Dated, actual plan with specified elements
	Rolling 6 months or previous document, whichever is longer.
	


	VSLs for Agreements, Training, Records, Procedures, Processes, Plans, Methodologies

	The responsible entity’s program/procedure is non-compliant with respect to one or more minor details within the requirement.
	The responsible entity’s program/procedure is non-compliant with respect to one significant element within the requirement.
	The responsible entity’s program/procedure is non-compliant with respect to two or more significant elements within the requirement.
	The responsible entity’s program/procedure is non-compliant with all the elements of the requirement.

	The responsible entity failed to comply with less than 25% of the number of sub-components within a requirement.
	The responsible entity failed to comply with 25% or more and less than 50% of the number of sub-components within a requirement.
	The responsible entity has failed to comply with 50% or more and less than 75% of the number of sub-components within a requirement.  


	The responsible entity has failed to comply with 75% or more of the number of sub-components.


	Type of Requirement
	Type of Evidence Specified in Associated Measure
	Recommended Evidence Retention Period
	Compliance Monitoring and Enforcement Processes

	Verifications

	Verify personnel qualifications
	Dated certification records

Training records showing successful completion with description of training activity and employee name, date 

Supervisor check sheets showing employee name, date performance noted 

Records showing mastery or completion with employee name, date
	Latest verification of each qualification records for rolling 6 months
	· Compliance Audits

· Self-Certifications

· Spot Checking

· Compliance Violation Investigations

· Self-Reporting

· Complaints



	Verify facility meets specified criteria
	Dated demonstration that facility meets criteria

Dated Equipment specification showing facility meets criteria

Dated installation documentation showing that facility meets criteria

Dated test results to show that facility meets criteria

Dated computer output to show that facility meets criteria 
	Current and previous set of evidence if updated since previous compliance audit
	

	Verify accuracy of data
	Verification process and results with date verified 
	Latest and prior verification
	

	Verify accuracy of data – requirement to update on a specified periodicity
	Verification process and results with date verified
	Latest and prior 
	

	Verify specific training occurred– no minimum hour requirement
	Actual training program materials or description with dated completion records for employees
	3 calendar years


	

	Verify specific training occurred– minimum hour requirement
	Actual training program materials or description with dated completion records for employees and # of course hours
	3 calendar years


	

	Verify staff has proper certification 
	Staffing plan

Certification numbers for personnel in staffing plan
	Current plus previous year
	

	VSLs for Verifications

	The responsible entity failed to comply with less than 25% of the number of sub-components within a requirement.
	The responsible entity failed to comply with 25% or more and less than 50% of the number of sub-components within a requirement.
	The responsible entity has failed to comply with 50% or more and less than 75% of the number of sub-components within a requirement.  


	The responsible entity has failed to comply with 75% or more of the number of sub-components.

	The responsible entity's verification is non-compliant with respect to one or more minor details within the requirement.
	The responsible entity's verification is non-compliant with respect to one significant element within the requirement.
	The responsible entity's verification is non-compliant with respect to more than one significant element within the requirement.


	The responsible entity's verification is non-compliant with all the elements of the requirement.




	Type of Requirement
	Type of Evidence Specified in Associated Measure
	Recommended Evidence Retention Period
	Compliance Monitoring and Enforcement Processes

	Perform, Implement, Execute

	Perform a mathematical calculation via computer and report results on a periodic basis
	Dated data to support the calculation retained in an electronic format

Dated hard copy of output of mathematical calculation plus documented formula and input
Dated copies of periodic reports
	Unless otherwise specified in the standard: 

For calculations done on a continuous basis (e.g. hourly, daily, and up to weekly) - 3 calendar months

For calculations done on a monthly basis - 1 calendar year

For calculations done on a periodicity longer than monthly - 3 calendar years  
	· Compliance Audits

· Self-Certifications

· Spot Checking

· Compliance Violation Investigations

· Self-Reporting
· Periodic Data Submittals (must specify reporting intervals)
· Complaints

	Implement follow up plan
	Follow up plan that includes timetable for implementation with checksheet to show date each milestone achieved
	12 months after implementation plan completed 
	

	Perform maintenance in accordance with schedule
	Schedule plus maintenance records showing date and what was done 
	3 calendar years 
	· Compliance Audits

· Self-Certifications

· Spot Checking

· Compliance Violation Investigations

· Self-Reporting

· Complaints

	Perform testing or simulation in accordance with schedule
	Schedule plus test records (or simulation records) showing date of test, type of test, what was tested, test procedure, test results
	3 calendar years
	

	Conduct an assessment (impact of connecting new facilities; effectiveness of SPS; SPS operations; long-range plan) 
	Results of assessment with assumptions, contingencies, models used  
	6 calendar years
	

	Perform an analysis of an event with a follow up plan (mitigation plan, corrective action plan)
	Analysis report and follow up plan that includes time table for implementation 
	12 months after implementation plan completed
	

	Have and follow a maintenance, testing, or other program (vegetation management)
	Paper or electronic copy of program with schedule and records showing what was done to implement the program with dates and activities accomplished
	3 calendar years 
	

	VSLs for Perform, Implement, Execute

	The responsible entity's implementation/execution is non-compliant with respect to one or more minor details within the requirement.
	The responsible entity's implementation/execution is non-compliant with respect to one significant element within the requirement.
	The responsible entity's implementation/execution is non-compliant with respect to more than one significant element within the requirement.
	The responsible entity's implementation/execution is non-compliant with all the elements of the requirement.



	The responsible entity is mostly compliant with minor exceptions.  Equivalent score: equal to or more than 67.5% but less than 90%.
	The responsible entity is mostly compliant with significant exceptions.  Equivalent score: equal to or more than 45% but less than or equal to 67.5%.
	The responsible entity is marginal in performance or results.  Equivalent score: equal to or more than 22.5% but less than or equal to 45%.
	The responsible entity is poor in performance or results.  Equivalent score:  less than 22.5%.



	The responsible entity failed to comply with less than 25% of the number of sub-components within a requirement.
	The responsible entity failed to comply with 25% or more and less than 50% of the number of sub-components within a requirement.
	The responsible entity has failed to comply with 50% or more and less than 75% of the number of sub-components within a requirement.  
	The responsible entity has failed to comply with 75% or more of the number of sub-components.


	Type of Requirement
	Type of Evidence Specified in Associated Measure
	Recommended Evidence Retention Period
	Compliance Monitoring and Enforcement Processes

	Request, Communicate, Act

	Operate within defined parameters
	Dated parameters and report of any event with operation outside defined parameters including date, time, duration, details of how far outside parameters


	Exception reports – 3 calendar years

(Under ‘Additional Compliance Information’  - Submit report of exceedances (use proper name of report) to CEA within 30 days of the initiation of the event  
	· Compliance Audits

· Self-Certifications

· Spot Checking

· Compliance Violation Investigations

· Self-Reporting

· Exception Reporting (must specify conditions for reporting)
· Complaints. 

	Respond to reliability-related concerns 
	Paper or electronic notice of response showing date, name and title of responder and any action to be taken in response to reliability-related concern with 


	Notices and responses – 3 calendar years

(Under ‘Additional Compliance Information’  - Copy of concern and within 30 days of receipt/response  )
	

	Request data or information
	Dated paper or electronic notice used to request data showing data, recipient, and data or information requested 
	Latest issued
	Compliance Audits

Self-Certifications

Spot Checking

Compliance Violation Investigations

Self-Reporting

Complaints. 

	Communicate operating information (requirements to notify, direct, inform, or communicate operating information to others who need the information to take action)
	Dated operator Logs
	Rolling 12 months
	

	
	Voice recordings or transcripts of voice recordings
	3 months 


	

	Take a control action on the BES
	Dated computer printouts, dated operator logs
	Rolling 12 months
	

	VSLs for Request, Communicate, Act

	The responsible entity’s request/communication/action is non-compliant with respect to one or more minor details within the requirement.
	The responsible entity’s request/communication/action is non-compliant with respect to one significant element within the requirement.
	The responsible entity’s request/communication/action is non-compliant with respect to more than one significant element within the requirement. 
	The responsible entity’s request/communication/action is non-compliant with all the elements of the requirement.


	Type of Requirement
	Type of Evidence Specified in Associated Measure
	Recommended Evidence Retention Period
	Compliance Monitoring and Enforcement Processes

	Report, Provide Data or Information

	Distribute or make a set of limits, procedure, process, plan, report or other prepared document available to others
	Email notice with updated web page

Postal receipt showing recipient, date, contents
Demonstration of public posting (if not required to distribute to specific people)
	1 calendar year for items that are updated at least monthly 

3 calendar years for items that are updated less than once a month
	· Compliance Audits

· Self-Certifications

· Spot Checking

· Compliance Violation Investigations

· Self-Reporting

· Complaints

	Post information on web and ensure entities know of updated information
	Link to web page and either a copy of the electronic notice sent to advise recipients of the posting or a postal receipt showing recipient, date and contents
	90 calendar days
	

	Post updated information on web
	Link to web page
	 90 calendar days
	

	Submit operating data or information as requested and according to schedule
	Request for data with schedule accompanied by copy of transmittal notice including identification of data submitted, date submitted 
	90 calendar days
	

	Submit planning data or information as requested and according to schedule
	Request for data with schedule accompanied by copy of transmittal notice including identification of data submitted, date submitted 
	1 calendar year or the last planning cycle which ever is longer.
	

	Submit data related to a disturbance or event
	Request for data with transmittal notice including identification of data submitted, date submitted 
	3 calendar years or for the duration of any regional investigation, whichever is longer. (This should be a long time as there may be a need to investigate further if a similar event occurs.)
	

	VSLs for Report, Provide Data or Information

	The responsible entity is non-compliant in the reporting of required information with respect to one or more minor details within the requirement.
	The responsible entity is non-compliant in the reporting of required information with respect to one significant element within the requirement.
	The responsible entity is non-compliant in the reporting of required information with respect to more than one significant element within the requirement.
	The responsible entity’s reporting is non-compliant with all the elements of the requirement.


	Type of Requirement
	Type of Evidence Specified in Associated Measure
	Recommended Evidence Retention Period
	Compliance Monitoring and Enforcement Processes

	Maintain Data and Models and Develop Ratings

	Maintain specified data 
	Database with specified data

List in hard copy or electronic format with specified data
	Latest version and evidence of a previous version. 


	Compliance Audits

Self-Certifications

Spot Checking

Compliance Violation Investigations

Self-Reporting

Complaints

	Have a model
	Model
	Latest version and evidence of the previous version.
	

	Develop ratings or limits according to methodology
	Methodology accompanied by ratings or limits

Demonstrate limits developed according to methodology
	12 months or previous limits and methodology which ever is longer.
	

	VSLs for Maintain Data and Models and Develop Ratings

	The responsible entity's implementation/execution is non-compliant with respect to one or more minor details within the requirement.
	The responsible entity's implementation/execution is non-compliant with respect to one significant element within the requirement.
	The responsible entity's implementation/execution is non-compliant with respect to more than one significant element within the requirement.
	The responsible entity's implementation/execution is non-compliant with all the elements of the requirement.



	The responsible entity failed to comply with less than 25% of the number of sub-components within a requirement.
	The responsible entity failed to comply with 25% or more and less than 50% of the number of sub-components within a requirement.
	The responsible entity has failed to comply with 50% or more and less than 75% of the number of sub-components within a requirement.  


	The responsible entity has failed to comply with 75% or more of the number of sub-components.

	The responsible entity is mostly compliant with minor exceptions.  Equivalent score: equal to or more than 67.5% but less than 90%.
	The responsible entity is mostly compliant with significant exceptions.  Equivalent score: equal to or more than 45% but less than or equal to 67.5%.
	The responsible entity is marginal in performance or results.  Equivalent score: equal to or more than 22.5% but less than or equal to 45%.
	The responsible entity is poor in performance or results.  Equivalent score:  less than 22.5%.
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