TO:

Edward A. Schwerdt

Executive Director

Northeast Power Coordinating Council

Michehl R. Gent

President and CEO

North American Electric Reliability Council

Mr. Schwerdt:

Regarding NERC Standard 1200 – Cyber Security, the Chief Information Officers (CIO) representing the five Control Areas (CA) within the Northeast Power Coordinators Council (NPCC) support this initiative to provide industry controls for security of critical cyber assets.  These standards are intended to ensure that appropriate mitigating plans and actions are in place, recognizing the differing roles of each participant in the wholesale market and the differing risks being managed.  We consider the implementation of such standards as necessary for achieving a consistent, minimum baseline of security for those cyber assets that are critical to the support of electric system operations.  

However, the NERC Cyber Security Standard, as currently proposed for urgent action, raises a number of issues that need to be addressed. The following concerns have prevented us from giving our approval to the proposed standard in its current form.  These concerns fall into two areas.  The first relates specifically to the body of the standard, which raises some general questions, including interpretation of some of the proposed language.  Specifically:

· The definition for Critical Cyber Assets is too broadly worded, so that every cyber asset not excluded in its second sentence could by default be considered critical. 

· The definition for Cyber Security Incident is too broadly worded, so that even the simplest, non-security related equipment fault would require reporting.

· Clarification or definition of what constitutes the act of monitoring needs to be provided.

· Extensive documentation is required.  However, it is not always clear which documentation can be accepted as an overview document, or as a detailed procedure.

· Under 1213 Test Procedures, establishing a fully mirrored, isolated (stand-alone) test environment is cost prohibitive and cannot be sustained.  Changing the wording to require procedures for establishing controlled test environments would be more appropriate.

The second area of concern relates to compliance management.  It is felt that the NERC compliance process, as defined for System Operations compliance to reliability and planning standards is not well suited to the information technology (cyber) environment. Technology changes in the cyber environment occur at a much faster pace than in the Systems Operations environment.  A lengthily evolutionary process for maintaining cyber security standards will not always keep-up with technological change.  Therefore a rigid compliance process, that might impede technological advancement, is not effective for the cyber environment.

The CIO’s believe that the CA’s should not be assigned extensive cyber security enforcement responsibilities.  Such enforcement responsibility is appropriate for NERC reliability standards as reliability is our core competency.  However information technology is not our core competency.  At times we find it necessary to out-source our needs to third party vendors and consultants.  We believe that CA’s should not be required to verify the accuracy of self-certifications of electric system operation entities.  To do so would require hiring/maintaining a specialized staff at a cost burdensome to CA members and ratepayers.  In the event that they are charged with this responsibility, it should made clear they are themselves not held liable for detected non-compliance of any of their members.

Additionally, there are concerns regarding confidentiality within a process where competitive industry participants would have access to sensitive security related processes and information.  Any assessment activity where CA participants would have access to sensitive information regarding detailed security measures taken by either the CA or any other participants is considered unacceptable.  

We offer the following alternative as a more effective compliance program for addressing compliance of this and future NERC security standards.  We recommend a two-step process. First, we support continuing with the process for requiring annual self-certification of standard compliance.  However, rather than requiring compliance to be assessed by industry participants, require instead that each entity responsible for protecting critical cyber assets be independently assessed by a qualified third party on a three to five year cycle.  Such assessments may be conducted as a component other independent assessment activity.  The use of independent, qualified assessors can resolve the concern for confidentiality from competitors.  Independent assessors can also be expected to have the skills necessary to evaluate both the risks and the effectiveness of security tools and procedures actually implemented.  

This is important in an environment where technological advancement can out-pace published standards.  The use of new technologies should not be restricted by the need to comply with standards that may be quickly out-of-date.  The use of experienced third parties would also be a most effective way to ensure that appropriate mitigating plans and actions are in place, recognizing the differing roles of each participant in the wholesale market and the differing risks being managed.

The CIO’s for the NPCC Control Areas stand ready to fully support and approve a proposal for a Cyber Security Standard that addresses the need for further interpretation and clarification.  We also stand ready to support and approve a compliance process that is more appropriate to the needs and characteristics of information technology.

Thank You.

Sincerely,

Jamshid Afnan

Vice-President, Information Technology, and CIO

ISO New England

Dwight Wilson
CIO - Production and Systems Support

NB Power

Michel Armstrong

Directeur 
Contrôle des mouvements d'énergie

S. Kennedy Fell

CIO and Vice-President, Information Technology

New York ISO

William Limbrick
Vice-President, Information Technology & Infrastructure

The IMO, Ontario

NERC Urgent Action Standard 1200 – Cyber Security

Review of Urgent Action Standard 1200 – Cyber Security was completed 5/09/03 by:

Mary Robinson

Dave Magnuson

Peter Epstein

Angie Eide

Ed Croft

Art Francis

Comments for voting in the ballot pool:

	Section
	PSE Comment/Issue
	Internal Notes

	1201 Cyber Security Policy
	None
	PSE must determine who develops/maintains.  Use logical security audit completed 2-3 years ago and Schlumberger/Sema’s draft of 5/03.

	1202 Critcial Cyber Asseets
	Who will serve in the role of “Compliance Monitor”?  FERC/NERC/State ???  What will the Company be required to retain in terms of “audit records”.
	Refer to definition of “Cyber Asset”; RTU’s not included at this time.  PSE should review retention of any records with existing PSE policy.

	1203 Electronic Security Perimeter
	None
	90% completed (Ed Croft)

	1204 Electronic Access Controls
	Not very clear on whether this requirement refers to logical or physical access.  
	See section 1212.

	1205 Physical Security Perimeter
	None
	Art Francis to document PSE’s existing security perimters and access points for the following-listed facilities:  ESO, G.O. 4th Floor, ‘new’ PSE Building, White River.

	1206 Physical Access Controls
	None
	Art Francis to document

	1207 Personnel
	Would background screening be required for vendors on site for 1-3 hours if in presence of company employee during entire visit?
	Mary to check with Purchasing/Contract Management to see if language incorporated in vendor contracts requiring background checks.  May want to add for any vendor who may access our “critical cyber assets”.  Need H.R. to improve notification and process for terminated employees – must terminate access to critical cyber assets within 24 hours.

	1208 Monitoring Physical Access
	None
	Art Francis to document 

	1209 Monitoring Electronic Access
	Is this required at the system level; define “monitoring” – to what extent is it required?
	Firewall planned for installation /Fall 2003 will provide monitoring/log in capability at firewall.  Do we need to go to 2nd level to monitor once they’ve passed through firewall.

	1210 Information Protection
	None
	PSE agrees this a good idea; not currently done.  Who will take on responsibility?

	1211 Training
	None
	Department management function, once “security plan” for both physical and cyber determined.

	1212 Systems Management
	None
	PSE needs to work on internal proceudres.  Do not currently have “intrusion detection processes” addressed in policies or procedures.

	1213 Test Procedures
	Does “isolated test environment” include vendor testing offsite?
	PSE need to ensure vendors document test and acceptance criteria.

	1214 Electronic Incident Response Actions
	Need clearer definition on what constitutes an “incident”.  All cyber incidenets?  Electronic or critical cyber asset security incidents?
	PSE needs clarification on what’s reportable.  Must develop internal notification protocol – who’s responsible for reporting to NERC-NIPC?

	1215 Physical Incident Response Actions
	Need clearer definition of what’s reportable as an “incident”.
	PSE must develop internal notification protocols – who’s responsible for reporting to NERC-NIPC?

	1216 Recovery Plans
	None
	PSE needs to document what we currently have – Angie Eide to complete.


General comment:

“No financial penalties will be assessed with this urgent action standard” conflicts somewhat with last section of standard draft on “Sanctions”.  Is there consideration of a “trial period” before sanctions assessed?

Conclusion of draft review:

Determination by group that PSE would vote “YES, with comments” as noted above.

