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Agenda 
Reliability and Security Technical Committee 
December 6, 2022 | 11:00 a.m.–4:30 p.m. Eastern 
Virtual Meeting 
 
ATTENDEE WebEx Link: Join Meeting 
 
Call to Order 
 
NERC Antitrust Compliance Guidelines and Public Announcement* 
 
Introduction and Chair’s Remarks  
 

1. Administrative items 
a. Arrangements -  

Announcement of Quorum -. 
b. Reliability and Security Technical Committee (RSTC) Membership 2020-2023*   

i. RSTC Roster 
ii. RSTC Organization 

iii. RSTC Charter  
iv. Participant Conduct Policy  

 
Consent Agenda  

2. Consent Items* - Approve  
a. September 13-14, 2022 RSTC Meeting Minutes 

 
Regular Agenda 

3. Remarks and Reports  
a. Subcommittee Reports*  
b. RSTC Work Plan 
c. Report of November 15, 2022 Member Representatives Committee (MRC) Meeting and 

November 16, 2022 Board of Trustees Meeting – Chair Ford  

4. System Protection and Control Working Group Scope Document* - Approve – Bill Crossland, 
SPCWG Chair |David Mulcahy, Sponsor  

The SPCWG has revised its scope document to better reflect how it plans to function and the value 
it will bring to the industry.  It specifies what it expected to create as deliverables to the RSTC, and 
lays out the duties of the chair and vice-chair and the expectations that the working group will 
have for its members.  It also allows the SPCWG to assign a team to a specific project or task.   

https://nerc.webex.com/nerc/onstage/g.php?MTID=e10e53b603fda083c63e93e3e27ee4208
https://www.nerc.com/comm/RSTC/Documents/RSTC_Roster_EC_NS_May_2022.pdf
https://www.nerc.com/comm/RSTC/Pages/default.aspx
https://www.nerc.com/comm/RSTC/RelatedFiles/RSTC_Charter_Board_Approved_Nov_4_2021.pdf
https://www.nerc.com/gov/Annual%20Reports/NERC_Participant_Conduct_Policy.pdf
https://www.nerc.com/comm/RSTC/Pages/default.aspx


 

Agenda – Reliability and Security Technical Committee – December 6, 2022 2 

5. Resources Subcommittee Scope Document* – Approve – Greg Park, RS Chair | Rich Hydzik, 
Sponsor  

The Resources Subcommittee has revised their scope document to update the scope to reflect 
current regulatory framework and to add clarity to roles and responsibilities. 

6. ERO Event Analysis Program Quarterly Update* – Information – Matthew Lewis, NERC Staff   

Conducting forensic analysis of system events is a responsibility of the ERO Event Analysis 
Program. The program is derived from authorities/requirements listed in Section 800 of the NERC 
Rules of Procedure. The program uses mutually supporting processes that feed a variety of 
operational and technical reliability products. Providing an appreciation for the program as context 
for future conversation in event analysis space is the purpose of this information briefing.  

7. Standard Authorization Requests: Analysis and Mitigation of BES Inverter-Based Resource 
Performance Issues and EOP-004-4 Event Reporting Alignment with Inverter-Based Resource 
Performance Issues* – Endorse – Julia Matevosyan, IRPS Vice Chair | Jody Green, Sponsor  

NERC IRPS presented two SARs to the RSTC in September and sought comments on those SARs. 
IRPS is seeking endorsement of both SARs after responding to RSTC comments. 

• The first SAR proposes enhancements to EOP-004 focused on ensuring timely reporting by 
industry to the ERO Enterprise through EOP/OE-417 reporting of events involving inverter-
based resources. Currently the standard has relatively large generator loss size thresholds 
and also uses language more suitable for synchronous generation. Therefore, this SAR 
proposes to enhancement the standard with added clarity and by lowering the generator 
loss threshold to encompass the past widespread inverter-based resource loss events to-
date. 

• The second SAR proposes a new NERC standard focused on GOs to identify, analyze, and 
develop mitigations for any abnormal performance issues identified. The NERC disturbance 
reports highlight a significant reliability risk posed by industry inaction, particularly by asset 
owners, to proactively mitigate abnormal performance issues (e.g., tripping, momentary 
cessation, controls instabilities, controls interactions). This standard will establish 
requirements for the development of mitigation plans to fix abnormal performance issues 
identified. The SAR also proposes to give the BA and RC the capability, flexibility, and 
authority to also identify these types of issues using monitoring data on their side; 
however, the responsibility to correct or mitigate those actions would remain with the 
asset owner (the GO). 

8. EMT Modeling Guideline* – Request for Action Without a Meeting – Julia Matevosyan, IRPS 
Vice Chair | Jody Green, Sponsor  

When the RSTC endorsed the SAR regarding EMT modeling and studies in the FAC, MOD, and TPL 
Standards, RSTC also recommended that IRPS prioritize the development of EMT guidance 
materials to support industry in these endeavors.  

IRPS has been developing the Reliability Guideline: Electromagnetic Transient (EMT) Modeling and 
Simulation for BPS-connected resources. This guideline is intended to serve as a useful reference 
for TPs and PCs as they begin performing or coordinating EMT studies during the interconnection 
study process or during planning assessments.  The primary goal of the guideline is to enable TPs 
and PCs to obtain high-quality EMT models for BPS-connected inverter-based resources (IBR) so 
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that they can perform applicable simulations when necessary to proactively identify and mitigate 
reliability risks.  The guideline can also serve as a useful reference for the EMT SAR development 
activities, and will serve as a foundation for future EMT modeling-related activities of the IRPS. The 
IRPS is seeking to hold an email ballot to accept the guideline for a 45-day comment period. 

1:05 - 1:35 p.m. – LUNCH – (30 mins) 

9. Technical Reference Document Load Composition Analysis*  – Accept – Kannan Sreenivasachar, 
Kannan, LMWG Chair | Bill Allen, Sponsor  

When the RSTC reviewed Reliability Guidelines in December2021, NERC 2020 Load Composition 
Guideline was viewed as a hybrid, meaning parts were a guideline and parts were a technical 
reference document. This guideline review is part of the RSTC Tranche 1, Guideline Evaluation.  

This Load Modeling Composition Technical Reference Document is a replacement of the NERC 2015 
Load Composition Guideline. NERC’s reliability standards were revised to require the use of dynamic 
load models in transmission planning studies.  To comply with these standards, planners must use 
load models that explicitly represent the dynamic behavior of the different constituents of load at 
each load bus within their transmission planning models. The most important of these constituents 
are motor-driven and power electronics-based loads. Collectively, these representations are known 
as composite load models. In anticipation of the compliance date for the new standards, the NERC’s 
Load Modeling Task Force (LMTF), in 2019, initiated a field test of composite load models involving 
the regional reliability planning entities. In support of the field test, DOE and BPA researchers 
developed region-specific composite load models that could be assigned to each non-industrial load 
bus in the planning models for each of the North American interconnections. This Technical 
Reference Document provides a documentation of the development of these composite loads. The 
LMWG is requesting RSTC acceptance of the Technical Reference Document and retirement of the 
reliability guideline. 

10. Whitepaper on Transient Voltage Response (TVR) Criteria* – Approve – Kannan Sreenivasachar, 
LMWG Chair | Bill Allen, Sponsor  

The purpose of this White Paper is to provide guidance on how to establish a TVR criteria and – more 
importantly – how to identify reliability issues that planning entities may wish to consider when 
applying the resultant TVR criteria to planning studies. The North American Electric Reliability 
Corporation (NERC) standard TPL-001 (P1 through P7) requires the development and use of a TVR 
criteria.  This White Paper provides a simple and a direct means of identifying potential reliability 
issues when developing a TVR criteria for evaluating the results of positive sequence simulation 
studies. This white paper does not to direct adoption of a specific numerical TVR criterion and  none 
of the recommendations in this white paper should be interpreted as a directing a particular action 
or response when applying TVR criteria. The LMWG is seeking RSTC Approval of this White paper. 

11. SCWG Security Guidelines* – Approve – Tony Eddleman, SCWG Chair | Christine Ericson, Sponsor  

The Supply Chain Working Group (SCWG) has reviewed and revised the following three Security 
Guidelines.    

a. Supply Chain Secure Equipment Delivery 

b. Cyber Security Risk Management Lifecycle 

c. Open Source Software 
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The guidelines were posted for comment and the SCWG has responded to the comments and made 
conforming revisions to the guidelines. The revised documents include metrics to measure the 
effectiveness of the guidelines.  The SCWG is seeking approval of the three security guidelines. 

2:45 - 3:00 p.m. – BREAK – (15 mins) 

12. RSTC Notional Work Product Flow Process* – Information – Rich Hydzik, RSTC Vice Chair  

The RSTC appoints technical subcommittees, task forces, and working groups (Technical Groups) 
as needed to accomplish objectives contained in the RSTC Strategic Plan, ERO Reliability Risk 
Priorities Report (RISC Report), and other ERO Enterprise strategic guidance. The RSTC is 
responsible for directing and overseeing the work of the Technical Groups (Technical Group’s 
Work Scopes) and for their work products (Technical Group’s Work Plans). The RSTC Executive 
Committee (RSTCEC) reviews work scopes, provides guidance and advice, and is responsible for 
determining which Technical Group is most appropriately suited to execute a given assignment. 
The enclosed notional process describes how reliability and resilience issues can be added to a 
Technical Group’s Work Scope and be addressed through the respective Technical Group’s Work 
Plan and the RSTC Work Plan.  

13. RSTC Strategic Plan* – Request for Comments – Rich Hydzik, RSTC Vice Chair, John Moura NERC 
Staff  

The Reliability and Security Technical Committee Strategic Plan Group (RSTCSPG) have, in 
accordance with the RSTC charter, developed a two-year strategic plan and an associated Work 
Plan to carry-out the functions of the committee. The RSTCSPG is seeking comments on the draft 
Strategic Plan by December 23, 2022. The RSTCSPG will review comments and make conforming 
revisions to the charter, as needed. It is anticipated that we will conduct an e-mail ballot in January 
2023 to approve the updated Strategic Plan which will then be brought to the NERC Board of 
Trustees for approval at its February 2023 meeting.  

14. RISC/Cold Weather Recommendations Review Team* – Request for Volunteers – Rich Hydzik, 
RSTC Vice Chair  

At the September, 2021 RSTC meeting, the RISC Report Recommendations were reviewed and a 
Tiger Team formed to review the RISC Report Recommendations and the Joint FERC/NERC Cold 
Weather Report recommendations to create or modify RSTC work plan items to address the 
recommendations. The RSTC is requesting volunteers to: 

• Assess progress that RSTC groups are making in addressing the RISC/Cold Weather Report 
recommendations 

• Assess work plan priorities and make recommendations for any adjustments 

• Review the Risk Registry for additional items for RSTC mitigation including:  

 Long-Term, Seasonal and Special Reliability Assessments 

 Event and Disturbance Reports 

 State of Reliability Report 

 Other Reliability Indicators, Whitepapers, Gap Assessments 
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The team will meet in Atlanta in the NERC office January 31-February 2, 2023 along with NERC 
staff and group chairs, vice chairs and sponsors. WebEx will be available for remote participation. 

15. RSTC Subordinate Group Review Recommendations* – Approve – Robert Reinmuller  

Per the RSTC Charter, the RSTC “will conduct a “sunset” review of each working group every year” 
and “review the task force scope at the end of the expected duration and at each subsequent 
meeting of the RSTC until the task force is retired.” The review process include the RSTC Sponsors 
in coordination with subordinate group leadership and NERC Staff Liaisons to review the working 
group or task force deliverables and work plans to complete the information in the template. Once 
the templates were completed, the RSTC EC and Sponsors review them to make a 
recommendation on the status of the group. The RSTC Executive Committee is seeking RSTC 
approval of the recommendations. 

16. Other Matters, Chair’s Closing Remarks and Adjournment  

 
 

*Background materials included. 
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NERC Antitrust Compliance Guidelines 
 
I. General 
It is NERC’s policy and practice to obey the antitrust laws and to avoid all conduct that unreasonably 
restrains competition. This policy requires the avoidance of any conduct that violates, or that might appear 
to violate, the antitrust laws. Among other things, the antitrust laws forbid any agreement between or 
among competitors regarding prices, availability of service, product design, terms of sale, division of 
markets, allocation of customers or any other activity that unreasonably restrains competition. 
 
It is the responsibility of every NERC participant and employee who may in any way affect NERC’s 
compliance with the antitrust laws to carry out this commitment. 
 
Antitrust laws are complex and subject to court interpretation that can vary over time and from one court 
to another. The purpose of these guidelines is to alert NERC participants and employees to potential 
antitrust problems and to set forth policies to be followed with respect to activities that may involve 
antitrust considerations. In some instances, the NERC policy contained in these guidelines is stricter than 
the applicable antitrust laws. Any NERC participant or employee who is uncertain about the legal 
ramifications of a particular course of conduct or who has doubts or concerns about whether NERC’s 
antitrust compliance policy is implicated in any situation should consult NERC’s General Counsel 
immediately. 
 
II. Prohibited Activities 
Participants in NERC activities (including those of its committees and subgroups) should refrain from the 
following when acting in their capacity as participants in NERC activities (e.g., at NERC meetings, conference 
calls and in informal discussions): 

 Discussions involving pricing information, especially margin (profit) and internal cost information 
and participants’ expectations as to their future prices or internal costs. 

 Discussions of a participant’s marketing strategies. 

 Discussions regarding how customers and geographical areas are to be divided among competitors. 

 Discussions concerning the exclusion of competitors from markets. 

 Discussions concerning boycotting or group refusals to deal with competitors, vendors or suppliers. 

 Any other matters that do not clearly fall within these guidelines should be reviewed with NERC’s 
General Counsel before being discussed. 

 
III. Activities That Are Permitted 
From time to time decisions or actions of NERC (including those of its committees and subgroups) may have 
a negative impact on particular entities and thus in that sense adversely impact competition. Decisions and 
actions by NERC (including its committees and subgroups) should only be undertaken for the purpose of 
promoting and maintaining the reliability and adequacy of the bulk power system. If you do not have a 
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legitimate purpose consistent with this objective for discussing a matter, please refrain from discussing the 
matter during NERC meetings and in other NERC-related communications. 
 
You should also ensure that NERC procedures, including those set forth in NERC’s Certificate of 
Incorporation, Bylaws, and Rules of Procedure are followed in conducting NERC business.  
 
In addition, all discussions in NERC meetings and other NERC-related communications should be within the 
scope of the mandate for or assignment to the particular NERC committee or subgroup, as well as within 
the scope of the published agenda for the meeting. 
 
No decisions should be made nor any actions taken in NERC activities for the purpose of giving an industry 
participant or group of participants a competitive advantage over other participants. In particular, decisions 
with respect to setting, revising, or assessing compliance with NERC Reliability Standards should not be 
influenced by anti-competitive motivations. 
 
Subject to the foregoing restrictions, participants in NERC activities may discuss: 

 Reliability matters relating to the bulk power system, including operation and planning matters such 
as establishing or revising Reliability Standards, special operating procedures, operating transfer 
capabilities, and plans for new facilities. 

 Matters relating to the impact of Reliability Standards for the bulk power system on electricity 
markets, and the impact of electricity market operations on the reliability of the bulk power system. 

 Proposed filings or other communications with state or federal regulatory authorities or other 
governmental entities. 

 Matters relating to the internal governance, management and operation of NERC, such as 
nominations for vacant committee positions, budgeting and assessments, and employment 
matters; and procedural matters such as planning and scheduling meetings. 



RELIABILITY | RESILIENCE | SECURITY3

Reliability & Security 
Guidelines

•Formulated from
best and/or optimal
practices

•Suggested
approaches or
behaviors

•“HOW” certain 
objectives can be 
met

•Recommendations
for how objectives
“could” or “should”
be accomplished

Reference 
Documents, 

Whitepapers and 
Technical Reports

•Documented
technical concepts

•Definitions of
technical terms

•Defined methods or
approaches

•Can be used as
justification to
support “WHY”
certain practices are
needed

Implementation 
Guidance

•Provides examples
or approaches for
“HOW” Registered
Entities could
demonstrate
compliance with
Reliability Standard
requirements.

•Used in Compliance
Monitoring and
Enforcement
activities

Standard 
Authorization 

Request

•Defines scope,
reliability benefit,
and technical
justification for a
new or modified
Reliability Standard
or definition.

• Identifies “WHAT”
requirements are
needed to ensure
the reliable
operation of the BPS

Types of Documents

Reliability Assessment Reports

•Independent and objective evaluations of BPS reliability conducted by the ERO
•Subgroup used to gain industry perspectives, expertise, and validation
•Requires BOT approval

Submitted to ERO Submitted to SC
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Reliability & Security 
Guidelines

•ACCEPT for public
comment
• Is guidance needed

on this topic?
• Are there major

flaws?

•APPROVE
• Has the public and

committee
comments been
sufficiently
addressed?

• Do you agree with
the recommended
guidance?

Reference 
Documents, 

Whitepapers and 
Technical Reports

•APPROVE
• Does it provide

sufficient detail to
support technical,
security, and
engineering SMEs?

• Has it been peer
reviewed and
supported by a
technical subgroup?

• Is it foundational
and/or conceptual

• Does it contain
specific
recommendations?

Implementation 
Guidance

•ENDORSE
•Does it provide

examples or
approaches on
how to implement
a Reliability
Standard?

•Does it meet the
expectations
identified in the
Implementation
Guidance
Development and
Review Aid?

Standard 
Authorization 

Request

•ENDORSE
• Is the SAR form

complete?
•Does it contain

technical
justification?

Types of Documents: Member 
Considerations 

Reliability Assessment Reports

•ENDORSE
• Is there general agreement with findings and recommendations?
• Was the process followed?
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• Approve: The RSTC has reviewed the deliverable and supports the content and
development process, including any recommendations.

• Accept: The RSTC has reviewed the deliverable and supports the development
process used to complete the deliverable.

• Remand: The RSTC remands the deliverable to the originating subcommittee, refer it
to another group, or direct other action by the RSTC or one of its subcommittees or
groups.

• Endorse: The RSTC agrees with the content of the document or action, and
recommends the deliverable for the approving authority to act on. This includes
deliverables that are provided to the RSTC by other NERC committees. RSTC
endorsements will be made with recognition that the deliverable is subject to further
modifications by NERC Executive Management and/or the NERC Board. Changes
made to the deliverable subsequent to RSTC endorsement will be presented to the
RSTC in a timely manner. If the RSTC does not agree with the deliverable or its
recommendations, it may decline endorsement. It is recognized that this does not
prevent an approval authority from further action.

RSTC Actions
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Processes: Status Reports

RSTC Status Report 6 GHZ Task Force (6GHZTF)

Purpose: Provide to the RSTC: 
determine scope of issue, gather 
information related to risk of 
harmful interference in the 6 GHz 
spectrum, evaluate options for 
industry outreach, and 
recommendations related to the 
issue

Recent Activity

• Posted RSTC approved 
whitepaper for extent of 
condition of the 6 GHz network.

Workplan Status (6-month look-ahead)Items for RSTC Approval/Discussion:

• Approve: None

Upcoming Activities

• Develop a ‘white paper’ on how to 
conduct interference testing in three 
key areas (urban, suburban, rural)

• Develop an alert that encompasses the 
recommendations from the two 
whitepapers and provide an explicit 
snapshot

• Consider conducting a webinar to raise 
awareness for the industry

On Track

Schedule at risk

Milestone delayed

Chair: Jennifer Flandermeyer
Vice Chair: Larry Butts
December 6 -7, 2022

Milestone Sta
tus Comments

Analyze Survey
Results Completed

Preliminary Impact 
Assessment Completed

Publish Extent of 
Condition 
Whitepaper

Completed

Additional Outreach 
Opportunities

Planning phase 
Q1/2023

Develop materials 
for Alert

Planning phase 
Q2/2023
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Milestone Status Comments

ERO EAP Periodic 
Review

On-Going

Event Analysis 
Data & Trends 
for 2022 SOR

Completed in
coordination 
with the PAS

Winter Weather 
Webinar

Completed

Lessons Learned 
for 2022

On-Going

10th Annual 
SA Conference

Completed

FMM Diagrams 
for 2022

On-Going

Processes: Status Reports

RSTC Status Report – Event Analysis Subcommittee (EAS)

Purpose: The EAS will support and 
maintain a cohesive and coordinated 
event analysis (EA) process across 
North America with industry 
stakeholders.  EAS will develop 
lessons learned, promote industry-
wide sharing of event causal factors 
and assist NERC in implementation of 
related initiatives to reduce reliability 
risks to the Bulk Electric System.

Recent 2022 Activity
• Winter Preparation Webinar
• 10th Annual Monitoring & 

Situational Awareness 
Conference (3 Virtual Sessions) 

• 12 Lessons Learned completed, 
accepted, & published in 2022; 
Additional 2 under development

• Sub-team performing ERO EAP 
periodic review

• Sub-team performing Reliability 
Guideline review

Workplan Status (6 month look-ahead)Items for RSTC Action:
• None

Ongoing & Upcoming Activities

• ERO EAP Periodic Review

• Reliability Guideline Review: 
Generating Unit Winter Weather 
Readiness

• Development of Lessons Learned

• FMMTF Development of Failure Mode 
& Mechanism Diagrams

On Track
Schedule at risk
Milestone delayed

Chair: Chris Moran
Vice-Chair: James Hanson

December 6-7, 2022
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Processes: Status Reports

RSTC Status Report – Electromagnetic Pulse Working Group (EMPWG) 

Purpose: The purpose of the 
EMPWG is to address key points of 
interest related to system planning, 
risks and assessments, modeling, and 
reliability impacts to the bulk power 
system (BPS).

Recent Activity
• Higher priorities and decreased 
availability of SMEs has led to 
missed deadlines in the work plan. 
•  Some deliverables are now 
being completed as stand-alone 
white papers; they will be 
submitted to the RSTC in 2023.
•  The group’s next focus will be 
deliverables not as close to 
completion. 
•  The chair and vice-chair are 
stepping down from leadership 
roles, unable to continue serving in 
those roles, so new leaders are 
needed.

Workplan Status (6 month look-ahead)Items for RSTC Approval/Discussion:

• N/A Milestone Status Comments

Policy - Report of 
Findings

Completion of 
policy draft by Q2 
2022.

R&D - Report of 
Findings

Completion of 
draft documents 
by Q2 2022.

Vulnerability 
Assessment -
Report of Findings

Completion of 
draft documents 
by Q2 2022.

Mitigation -
Technical Report

Completion of 
hardening draft 
by Q2 2022.

Response & 
Recovery - Report 
of Findings

Initial drafts 
expected by Q4 
2022.

Upcoming Activity

• Identify and appoint new EMPWG chair 
and vice-chair. Asked for nominations 
during recent open to the public 
meeting.

• Finalize sub-team work products for 
review by the EMPWG and subsequent 
submissions to the RSTC for its March 
meeting

• Assess status of remaining work plan 
deliverables and take action as needed.

On Track

Schedule at risk

Milestone delayed

Chair: Aaron Shaw
Vice-Chair: Rey Ramos

December 6, 2022
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Processes: Status Reports

RSTC Status Report – Energy Reliability Assessment Task Force (ERATF)

Purpose: The ERATF is tasked with 
assessing risks associated with 
unassured energy supplies stemming 
from the variability and uncertainty 
from renewable energy resources, 
limitations of the natural gas system 
and transportation procurement 
agreements, and other energy-
limitations that inherently exist in the 
future resource mix.

Recent Activity:

• The task force assembled a Tiger 
team to write a technical paper.

• The Tiger team kickoff meeting was 
on Aug 10, 2022. 

• The draft document will be 
presented to the ERATF during the 
November meeting.

• The final report will be presented to 
the RSTC in March 2023.

• The 2023 work plan is being 
finalized, and the paperwork to 
convert the task force into a 
working group has been submitted 
to the RSTC.

Workplan Status (6 month look-ahead)Items for RSTC Approval/Discussion:

• None. Milestone Status Comments

Assemble the 
subject matter 
experts for the 
Tiger team.

On track.

The Tiger team 
complete draft #1 
document on the 
parameters on 
conducting an 
energy reliability 
assessment.

On track.

Engage industry 
research and 
development 
organizations to 
review the 
document.

On track.

Upcoming Activity:

• Bi-weekly meetings with the Tiger team:
• The goal of the technical paper is to 

document the considerations and 
parameters on conducting an 
energy reliability assessment in the 
operations time horizon and the 
planning time horizon.

• Provide technical assistance for the 
Standard drafting team, as needed.

• The next ERATF team call is scheduled for 
November 30, 2022.

On Track

Schedule at risk

Milestone delayed

Chair: Peter Brandien
December 6 - 7, 2022
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Processes: Status Reports

RSTC Status Report: Facility Ratings Task Force (FRTF)

Purpose: The NERC RSTC 
Facility Ratings Task Force (FRTF) 
will address risks and technical 
analyses associated with
Reliability Standard FAC-008 -
Facility Ratings.

Recent Activity
• Held second meeting September 

12, 2022.
• Tim Ponseti, Vice President of 

Operations with SERC and Jennifer 
Flandermeyer, Director of Federal 
Regulatory Affairs with Evergy, Inc. 
were appointed as Chair and Vice 
Chair respectively of the FRTF.

• Draft of ERO Facility Ratings 
Themes and Best Practices report 
sent to FRTF for input and 
comments.

Workplan Status (6 month look-ahead)Items for RSTC Approval/Discussion:
• None

Milestone Status Comments

Schedule small group 
meeting to refine 
deliverables and 
workplan

Complete

Schedule monthly 
meetings for 2023 Complete

Send 2023 meeting 
invitations to FRTF In Progress

TBD In Progress

Upcoming Activity
• Small working group meeting mid-

December to refine our deliverables and 
workplan.

• Send monthly meeting invitations to FRTF 
for 2023.

On Track

Schedule at risk

Milestone delayed

Chair: Tim Ponseti
Vice-Chair: Jennifer Flandermeyer
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Processes: Status Reports

RSTC Status Report: Inverter-Based Resource Performance  
Subcommittee (IRPS)

Purpose: To explore the 
performance characteristics of 
utility-scale inverter-based 
resources (e.g., solar photovoltaic 
(PV) and wind power resources) 
directly connected to the bulk 
power system (BPS). 

Recent Activity
• Updates on Work Plan Item #20: 

Assessment: Gap Analysis of Any 
IBR-Related Issues Not Addressed 
by NERC Standards.

• Updates on Work Plan Item #8: 
Reliability Guideline: 
Recommended Approach to 
Interconnection Studies for BPS-
Connected Inverter-Based 
Resources 

• Discuss IRPS Guideline Review 
and Metrics.

• Update on Work Plan Item #24: 
Commissioning Best Practices for 
IBRs 

Workplan Status (6 month look-ahead)Items for RSTC Approval/Discussion:
• Item 6 - Reliability Guideline: 

Electromagnetic Transient Modeling and 
Simulations 

• Item 13 - SAR: EOP-004-4 Gen Loss 
Criteria for IBRs.

• Item 18 - SAR: Revisions to PRC-004 (or 
Complementary Standard) on IBR 
Performance Issues.

Milestone Status Comments

Item 8 - Reliability 
Guideline: Recommended 
Approach to 
Interconnection Studies 
for BPS-Connected 
Inverter-Based Resources

In progress

Item 16 - SAR: Revisions 
to FAC-001 and FAC-002 In progress

Item 20 - Assessment: 
Gap Analysis of Any IBR-
Related Issues Not 
Addressed by NERC 
Standards 

In Progress

Item 24 - White Paper: 
BPS-Connected IBR 
Commissioning Best 
Practices

In Progress

Upcoming Activity
• Item 8 - Reliability Guideline: 

Recommended Approach to 
Interconnection Studies for BPS-Connected 
Inverter-Based Resources

• Item 20 – Assessment: Gap Analysis of Any 
IBR-Related Issues Not Addressed by 
NERC Standards.

• Item 24 - Commissioning Best Practices for 
IBRs

On Track

Schedule at risk

Milestone delayed

Chair: Julia Matevosyan
Vice-Chair:Rajat Majumder
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RSTC Status Report – Load Modeling Working Group (LMWG)

Purpose:
The LMWG is transitioning utilities 
from the CLOD model to the CMLD 
Composite Load Model. The CLOD 
model lacks the capability to model 
events like FIDVR, which can have 
significant consequences on 
planning decisions. 

Recent Activity

• Completed Final Version of TVR 
Whitepaper 

• Completed Final Version on 
Load Modeling Composition 
Technical Reference Document.

• Updated Workplan

Workplan Status (6 month look-ahead)Items for RSTC Approval/Discussion:

• Approve: LMWG Work Plan
Milestone Sta

tus Comments

Present  Final 
Version of TVR 
Whitepaper to
RSTC

All Comments and 
Reviews including 
NERC Publications 
Complete

Final Version of 
Load Modeling 
Composition 
Technical 
Reference 
Document to 
RSTC

All Comments and 
Reviews including 
NERC Publications 
Complete

Modular CMLD 
Development In progress

Phasor Model 
Development In progress

Upcoming Activity

• Incorporate LMWG and NERC 
Publications Comments in   Transient 
Voltage Response Whitepaper Draft

• Incorporate LMWG and NERC 
Publications Comments in Draft of Load 
Modeling Composition Technical 
Reference Document 

• Continue LMDT tool development for 
PSS/E to include DER data

• Develop specifications for 
Modularization of CMLD 

On Track

Schedule at risk

Milestone delayed

Chair: Kannan Sreenivasachar, 
Vice-Chair: 
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Processes: Status Reports

RSTC Status Report – Performance Analysis Subcommittee (PAS)

Purpose: The PAS reviews, 
assesses, and reports on reliability 
of the North American Bulk Power 
System (BPS) based on historic 
performance, risk and measures of 
resilience. 

Recent Activity

• September: RSTC endorsed the 
GADS Section 1600 Data 
Request for NERC Board 
approval.

• August: Elected Chair David 
Penney (Texas RE) and Vice 
Chair Heide Caswell (PUC 
Oregon)

• Continued annual metric review

Workplan Status (6 month look-ahead)Items for RSTC Approval/Discussion:
• N/A

Milestone Status Comments

GADS 
Section 1600 
Data Request

NERC Board 
approval being 
requested in 

Review 
proposed new 
metrics

Through end of 
2022 

Conduct annual 
metric review

Through end of 
2022 

Determine need 
for cause codes

GADSUG and PAS 
to review
recommendation 
for acceptance. 
RSTC to be 
informed of 
progress to date

Upcoming Activity

• In response to the SPCWG 
recommendation to address the Joint 
FERC-NERC Cold Weather Report 
recommendation 13 by adding new 
codes to GADS: 
• November: Generating Availability 

Data (GADS) User Group to review 
recommendation to add a cause 
code related to frequency deviation.

• December: RSTC to be informed of 
progress to date. PAS to vote on 
whether or not to approve the 
GADSUG recommendation.

On Track

Schedule at risk

Milestone delayed

Chair: David Penney
Vice-Chair: Heide Caswell

September 1, 2022

Not started

Complete



SPCWG Cold Weather Report Recommendation 13 
 

Action  
Information  
 
Summary  
In early 2022, the RSTC requested that the SPCWG develop a proposal for addressing Cold 
Weather Recommendation 13: Generator Owners within the ERCOT Interconnection should 
review the coordination of protective relay settings associated with generator under frequency 
relays, balance of plant relays, and tuning parameters associated with control systems, which 
could trip generating units during low frequency or high rate-of-change of frequency 
conditions. Also, to evaluate how often generating units trip due to these causes, NERC should 
consider adding a Generating Availability Data Source Cause Code Amplification Code345 for 
outages related to frequency deviation. (Winter 2022- 2023).  
 
The GADS User Group Leadership has advised NERC staff that the ability of a GADS reporter to 
distinguish the type of event that may have tripped a unit on frequency is generally quite 
limited.  This type of determination typically requires a very detailed post-event analysis, 
including examination of the inner working of the relay’s programmed scenarios. After 
considering development of a GADS amplification code for outages related to frequency 
deviation, the GADS User Group recommends, and NERC staff agree, that a frequency event 
cause code be developed and reported upon the operation of a Type 81 relay.  Although further 
analysis to determine why an 81 relay target dropped is subsequently performed, e.g., 
Reliability Standards require that relay operation be reviewed to verify correct operation; this is 
not a GADS reporting function. The use of a GADS cause code would indicate an impact to 
generation to facilitate the post-event analysis in connecting with other data collected during a 
frequency event. This recommendation will be presented to the GADSUG for acceptance at the 
November 22, 2022 meeting. 
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Processes: Status Reports

RSTC Status Report – Probabilistic Assessment Working Group 
(PAWG)

Purpose: The primary function of the 
NERC Probabilistic Assessment Working 
Group (PAWG) is to advance and 
continually improve the probabilistic 
components of the resource adequacy 
work of the ERO Enterprise in assessing 
the reliability of the North American Bulk 
Power System. 

Recent Activity

• Met in November to discuss 
preliminary results for the 2022 
Probabilistic Assessment 
Scenario Case.

• Ongoing engagement with RAS 
with probabilistic components of 
their assessments.

• Start the planning for the 
Probabilistic Analysis Forum 
(PAF) that will be held in WECC 
office in October 2023.

Workplan Status (6 month look-ahead)Items for RSTC Approval/Discussion:

• None

Upcoming Activity

• 2022 Probabilistic Assessment –
Scenario Case to continue work in 
2023. Actions follow LTRA 
development schedule.

• Send save the date notification and 
request for abstracts for PAF 2023 

On Track

Schedule at risk

Milestone delayed

Chair: Alex Crawford
Vice-Chair: Bryon Domgaard

December 6-7, 2022

Milestone Status Comments

White Paper: 
Probabilistic 
Planning for the 
Tails 

Plan to 
complete by 
Q1 2023 

2022 
Probabilistic Risk 
Scenario Report 

Plan to 
complete by 
Q2 2023
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Processes: Status Reports

RSTC Status Report – Reliability Assessment Subcommittee (RAS)

Purpose: The RAS reviews, 
assesses, and reports on the overall 
reliability (adequacy and security) of 
the BPS, both existing and as 
planned. Reliability assessment 
program is governed by NERC RoP
Section 800.

Recent Activity
• RAS Meeting November 9-10: 

topics included: appointment of 
PAWG leadership (for RSTC 
Chair concurrence), RISC Report 
Recommendation 2.1 scope, 
ERO RA Process Document 
update, 2022 LTRA, 2022 ProbA
Base Case, preparations for the 
2023 assessments, and strategy 
discussion

• 2022-2023 WRA published in 
November

• RAS Meeting December 13: 
topics included request material 
revisions for the 2023 SRA and 
2023 LTRA

Items for RSTC Approval/Discussion:
Milestone Status Comments

2022 Long-
Term Reliability 
Assessment 
(LTRA)

Report publication 
planned for 
December 15

Upcoming Activity
• 2022 LTRA publication planned for 

December 15
• Review of PAWG Tail Risks 

Whitepaper
• Development of 2023 SRA Data and 

Narrative Requests
• Development of 2023 LTRA Data and 

Narrative Requests

On Track

Schedule at risk

Milestone delayed

Chair: Anna Lafoyiannis (11/2021)
Vice-Chair: Andreas Klaube (11/2021)

December 6-7, 2022

2023 Summer 
Reliability 
Assessment

Request materials 
in development

Workplan Status (6 month look-ahead)
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Processes: Status Reports

RSTC Status Report – Real Time Operating Subcommittee (RTOS)

Purpose: The RTOS assists in 
enhancing BES reliability by providing 
operational guidance to industry; 
oversight to the management of 
NERC-sponsored IT tools and 
services which support operational 
coordination, and providing technical 
support and advice as requested.

Recent Activity

• RTOS endorsed a minor update for 
the MISO Reliability Plan due to the 
addition of a new TO

• 3 guidelines scheduled for review, 
the 2 below are ready to post for 
comments with the new 
metrics/template

o RG: Cyber Intrusion Guide for System 
Operators

o RG: Gas and Electrical Operational 
Coordination Considerations

Workplan Status (6 month look-ahead)

Milestone Status Comments

Monitor development of 
common tools and act as 
point of contact for EIDSN.

On-going

Frequency Monitor 
Reporting (Standing RTOS 
agenda item to discuss).

On-going

Reliability Guideline: Cyber 
Intrusion Guide for System 
Operators

In-progress

Reliability Guideline: 
Methods for Establishing 
IROLs

In-progress

Reliability Guideline: Gas 
and Electrical Operational 
Coordination 
Considerations

In-progress

Items for RSTC 
Approval/Discussion:
Currently on track:
• Interconnection Time Monitors
Eastern Interconnection
o MISO – January 31, 2023 coordinating 

the transition to IESO (Ontario) 
starting February 1, 2023

• Interconnection GMD Monitors
Eastern Interconnection
o MISO – January 31, 2023 coordinating 

the transition to IESO (Ontario) 
starting February 1, 2023

Western Interconnection
o SPP – January 31, 2023 coordinating 

the transition to AESO starting 
February 1, 2023

Upcoming Activity

• RG - Add Metrics; place on RG 
Template to RTOS 
guidelines/reference docs Q4-
2022/Q1-2023

On Track

Schedule at risk

Milestone delayed

Chair: Jimmy Hartmann 
Vice-Chair: Tim Beach

December 2022
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RSTC Status Report – Supply Chain Working Group (SCWG)

Purpose: To Identify known supply 
chain risks and address through 
guidance documentation or other 
appropriate vehicles. Partner with 
National Laboratories to address 
supply chain risk.

Recent Activity
• Met virtually on September 19th, 

October 24th, and November 
21st

• Five Security Guidelines were 
posted for the 45-day comment 
period. Responses to comments  
were developed, and changes 
made, as appropriate.

• At the October SCWG Meeting, 
Scott Mix of the Pacific 
Northwest National Laboratory 
provided a presentation on 
Secure Design and 
Development Cybersecurity 
Capability Maturity Model (SD2-
C2M2)

Workplan Status (6 month look-ahead)Items for RSTC Approval/Discussion:

• Request RSTC approval of four 
Security Guidelines

Milestone Status Comments

Periodic Review of 
Supply Chain Security 
Guidelines

In Progress

Guidance 
documentation on 
supply chain risk 
management issues 
and topics

In Progress

Upcoming Activity
• Continue periodic review of Security 

Guidelines
• Four security Guidelines are 

being reviewed for the March 
2023 RSTC meeting

• Engage with the National Labs to 
participate in SCWG meetings

• Monitor the Software Bill of Materials 
(SBoM) Project by CISA

• Monitoring FERC, Executive Orders,  
DOE, and CISA for future directions

• Tony Eddleman is completing four 
years as SCWG Chair in December 
2022 and requests a transition to a new 
Chair.

On Track

Schedule at risk

Milestone delayed

Chair: Tony Eddleman 
Vice-Chair: Wally Magda

December 6 - 7, 2022
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RSTC Status Report
Security Integration and Technology Enablement Subcommittee (SITES) 

Purpose: To identify, assess, 
recommend, and support the 
integration of technologies on the 
bulk power system (BPS) in a 
secure, reliable, and effective 
manner.

Recent Activity

• Zero Trust White Paper first 
draft distributed for SITES 
comment 10/25/2022.

• BES operations in the cloud 
whitepaper - Subteam meetings 
relaunched. Scope updated. 
Writing ongoing.

• DER Aggregators Cyber 
Security White Paper sent for 
Approval 10/25/2022

Workplan Status (6-month look-ahead)Items for RSTC Approval/Discussion:

• Accept: None
• Approve: White Paper on Cyber 

Security for DERs and DER 
Aggregators

• Feedback: White Paper on Zero Trust 
for Electric OT

Upcoming Activity

• Zero Trust White Paper feedback 
collection Q4/2022.

• DER Aggregators Cyber Security White 
Paper sent out for feedback and 
approval Q4/2022

On Track

Schedule at risk

Milestone delayed

Chair: Brian Burnett
Vice Chair: Thomas Peterson

December 2022

Milestone Status Comments

Coordination 
Activity

In progress 
Q4/2022

BES Operations 
in the Cloud

In progress 
Q4/2022

Zero-Trust for 
OT

Whitepaper 
Feedback
Q4/2022

New Tech 
Enablement

Kickoff 
Q4/2022

Cyber Security 
for DER and DER 
Aggregators

Submit for RSTC 
Approval
Q4/2022
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RSTC Status Report – Synchronized Measurement Working Group (SMWG)

Purpose: The purpose of the 
SMWG is to provide technical 
guidance and support for the use of 
synchronized and high-resolution 
measurements to enhance the 
reliability and resilience of the bulk 
power system (BPS) across North 
America. 

Recent Activity

• Analyzed the 3/21 oscillation 
event.

• Held fall meeting on 10/20 in 
conjunction with NASPI 
meeting.

• Cohosted IBR Monitoring 
Workshop with NASPI.

• Formed a team to develop 
reporting criteria, analyze and 
produce reports on oscillation 
events.

Workplan Status (6 month look-ahead)Items for RSTC Approval/Discussion:

• Recommend the adoption of 
interconnection-wide situational 
awareness tools, e.g., ESAMS.

• Recommend the inclusion of oscillation 
event as a category in RCIS

Milestone Status Comments

Grid Oscillations 
Report-out(Standing 
RTOS agenda item to 
discuss).

On-going

Present and finalize 
report for 3/21/2022 
oscillation event at 
RTOS meeting.

In Progress

Consolidate two 
oscillation guideline 
papers.

In Progress

Analyze and produce 
reports on other 
oscillation events.

On Track

Upcoming Activity

• Consolidate two SMWG oscillation 
guideline papers

• Forced oscillation guideline
• Oscillation analysis white paper

• Finalize the 3/21 event report.

• Hold Spring SMWG meeting (4/6).

On Track

Schedule at risk

Milestone delayed

Chair: Qiang “Frankie” Zhang
Vice-Chair: Clifton Black 

December 2022
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RSTC Status Report – System Protection and Control Working Group 
(SPCWG)

Purpose: The SPCWG will promote 
the reliable and efficient operation of 
the North American power system 
through technical excellence in 
protection and control system design, 
coordination, and practices.

Recent Activity
• Awaiting PRC- 019-2 review by 

compliance
• Reviewing SAR for PRC-025 for 

IRPS
• FERC 881 impact on PRC-023 

review group working
• Review and update document: 

Determination of Practical 
Transmission Relaying Loadability 
Settings

Workplan Status (6 month look-ahead)Items for RSTC Approval/Discussion:

• None Milestone Status Comments

Revising 
Scope 
Document

Being presented to 
SPCWG for 
acceptance Oct mtg

PRC-019-2
Submitted to 
compliance group 
for their review

FERC 881 Group Working

Practical 
Relay 
Loadability

Group being formed 
October SPCWG 
mtg.

Upcoming Activity
• Revising scope document: membership
• Continuing to identify work for 2023
• Continue to review FERC 881 to see if 

it impacts PRC-023
• Work on PRC-024-3 is deferred

On Track

Schedule at risk

Milestone delayed

Chair: Bill Crossland
Vice-Chair: Lynn Schroeder

As of October 20, 2022
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RSTC Status Report – System Planning Impacts from DER 
Working Group (SPIDERWG)

Purpose: The NERC Planning Committee (PC) 
identified key points of interest that should be addressed related 
to a growing penetration of distributed energy resources (DER). 
The purpose of the System Planning Impacts from Distributed 
Energy Resources )SPIDERWG) is to address aspects of these 
key points of interest related to system planning, modeling, and 
reliability impacts to the Bulk Power System (BPS). This effort 
builds off of the work accomplished by the NERC Distributed 
Energy Resources Task Force (DERTF) and the NERC
Essential Reliability Services Task Force/Working Group 
(ERSTF/ERSWG), and addresses some of the key
goals in the ERO Enterprise Operating Plan.

Recent Activity
• Met in early November 2022 to 

update work products and focus 
on high priority items.

• Added SARs work plan based 
on the approved milestone 
plans. 

Workplan Status (6 month look-ahead)Items for RSTC Approval/Discussion:
• Approval: White Paper: Battery Energy Storage 

and Multiple Types of DER Modeling
• Approval: Reliability Guideline: 

Parameterization of the DER_A Dynamic Model 
for Aggregate DER

• RSTC Review: SAR FAC-001
• RSTC Review: SAR FAC-002

Upcoming Activity
• RSTC Tranche Review return of 6 RGs 

into 3. 
• SPIDERWG meeting in February to:

• Return responses to this 
meeting’s review

• Focus on closing out Reliability 
Guideline Reviews

• Revising and Collaborating with 
other RSTC groups on SAR 
developments

On Track

Schedule at risk

Milestone delayed

Chair: Shayan Rizvi
Vice-Chair: John Schmall

September XX, 2022

See next slide for details

Workplan posted:
https://www.nerc.com/comm/RST
C/Pages/SPIDERWG.aspx

https://www.nerc.com/comm/RSTC/Pages/SPIDERWG.aspx
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Work Look Ahead

Workplan Status (6 month look-ahead)

Milestone Status Comments

S1 – Reliability Guideline: Bulk Power system Planning 
under Increasing Penetration of Distributed Energy 
Resources

Milestone delayed due to prioritizing of review of RSTC reliability 
guidelines to meet Tranche deadlines. Refocused to Q3 2023 return.

M6 – Modeling Distributed Energy Storage and Multiple 
Types of DERs Coming for RSTC approval in Q4 2022.

Reliability Guideline Review: Tranche 2 – Analysis Coming for RSTC approval in Q4 2022.

Reliability Guideline Review: Tranche 3 – Analysis Merging 2 of the 3 SPIDERWG reliability guidelines into one. Bulky 
document may cause schedule delays.

Reliability Guideline Review: Tranche 3 – Coordination Posted for industry comments. Seeking approval in Q1 2023

C10 – White Paper: Security Risks Posed by DER and DER 
Aggregator

Coordinating with SITES volunteers and SPIDERWG volunteers to form 
project team. In brainstorm and draft of outline stage.

C11 – White Paper: Variability, Uncertainty, and Data 
Collection for the BPS with DER Aggregators In progress for Q1 or Q2 2023 RSTC review request.

On Track

Schedule at risk

Milestone delayed
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Work Look Ahead

Workplan Status (6 month look-ahead)

Milestone Status Comments

C12 – SAR FAC-001 Coming for RSTC review process in Q4 2022

C13- SAR FAC-002 Coming for RSTC review process in Q4 2022

C14 – SAR MOD-031 In draft. Coming for RSTC review process in Q1 2023

C15 – SAR EOP-004 In draft. Coming for RSTC review process in Q2 2023

C16 – SAR EOP-005 In draft. Coming for RSTC review process in Q2 2023

On Track

Schedule at risk

Milestone delayed
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Processes: Status Reports

RSTC Status Report – Security Working Group (SWG) 

Purpose: Provides a formal input 
process to enhance collaboration 
between the ERO and industry with an 
ongoing working group. Provides 
technical expertise and feedback to 
the ERO with security compliance-
related products.

Recent Activity
• BCSI in the Cloud TTX technical 

reference package submitted to 
RSTC for review, overview 
given at R&S conference for 
WECC in Oct

• ERT Sub-Team, in collaboration 
with the ERO, completed
September review cycle, 18 
active requests

• OLIR Team reorganized for 
more efficient use of meeting 
times.   

• FERC LL paper sent for 
administrative review

• SWG sunset review submitted

Workplan Status (6 month look-ahead)
Items for RSTC Approval/Discussion:
• None

Upcoming Activity
• SWG work plan was reviewed and 

updated
• New Calls for Volunteers will be 

forthcoming for new projects

On Track

Schedule at risk

Milestone delayed

Co-Chair: Brent Sessions
Co-Chair:  Katherine Street

December 2022

Milestone Stat
us Comments

BCSI in the Cloud 
Tabletop Lessons 

Ongoing ERT 
comments Ongoing

CIP -> CSF OLIR 
Mapping Jan 31, 2023

FERC LL Paper

Cloud Encryption 
Guidance Document Q4, 2022
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System Protection and Control Working Group (SPCWG) Scope   
 

Action 
Approve 
 
Summary 
The SPCWG has revised its scope document to better reflect how it plans to function and the 
value it will bring to the industry.  It specifies what it expects to create as deliverables to the RSTC, 
and lays out the duties of the Chair and Vice Chair and the expectations that the working group 
will have for its members.  It also allows the SPCWG to assign a team to a specific project or task.   
 
  
 
 
 
 



 

  
 
 
 
 
 
 

System Protection and Control Working Group 
(SPCWG) Scope 
Purpose 
The purpose of the System Protection and Control Working Group (SPCWG), a working group of the 
Reliability and Security Technical Committee (RSTC), is to promote the reliable and efficient operation of 
the North American power system through technical excellence in protection and control system design, 
coordination, and practices.  

 
Functions 
The SPCWG accomplishes its goals by performing the following: 

• Provide subject matter expertise for NERC Reliability Standards and technical guidelines, 
including, but not limited to, the following: 

o Protection and control systems, including local and wide area applications, and 
synchrophasor applications.   

o Remedial Action Schemes (RAS).  
o Power system monitoring.  

• Provide subject matter expertise upon request, on Protection System operations to the ERO 
Enterprise.  

• Provide technical support to the NERC Event Analysis Program, including input and development 
of any lessons learned as needed from the Event Analysis Subcommittee (EAS).  

• Provide technical support in the development of Implementation Guidance.  
• Serve as the liaison to the IEEE Power and Energy Society (PES) committees associated with 

system protection and their associated subcommittees and working groups, for collaborative 
promotion of technical excellence in system protection.  

• Develop and maintain a NERC technical reference library on system protection and control. 
• Other protection and control activities as determined by the SPCWG.  

 
 

Deliverables 
• White Papers:  Documents that explore technical facets of topics, often making recommendations 

for further action. They are written by the SPCWG on topics of industry interest or at the request 
of the RSTC. 

• Technical Reference Documents and Technical Reports:  Documents that serve as a reference for 
the electric utility industry or for NERC stakeholders regarding a specific topic of interest. These 
deliverables document industry practices or technical concepts at the time of publication and may 
be updated as deemed necessary by the SPCWG or by recommendation of the RSTC. 

• Standards Authorization Request (SAR):  A form used to document the scope and reliability 
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benefit of a proposed project for one or more new or modified Reliability Standards or definitions 
or the benefit of retiring one or more approved Reliability Standards.  The SPCWG may, at the 
direction of the RSTC or on its initiative, review and provide feedback for a SAR to the RSTC to support a) 
the initial vetting of technical material, and b) a sound technical justification.  . 

• Reliability Guidelines:  Documents that suggest approaches or behavior in each technical area for 
the purpose of improving reliability. Reliability Guidelines are not binding norms nor mandatory 
requirements. Reliability Guidelines may be adopted by a responsible entity in accordance with its 
own facts and circumstances.   

•  Implementation Guidance:  Documents providing examples or approaches for registered entities 
to comply with standard requirements. The RSTC is designated by the ERO Enterprise as a pre-
qualified organization for vetting Implementation Guidance in accordance with NERC Board-
approved Compliance Guidance Policy. Implementation Guidance endorsed by the RSTC can be 
submitted to the ERO Enterprise for endorsement, allowing for its use in Compliance Monitoring 
and Enforcement Program (CMEP) activities. 

• Other products as requested/assigned by RSTC. 

 
Reporting 
The SPCWG reports to the RSTC and shall maintain communications with other groups as necessary about 
pertinent technical protection and control related issues.  

 
Membership 
General 
The SPCWG shall have sufficient expertise and diversity to be able to speak knowledgably for the industry 
and provide meaningful and useful guidance to assist the industry in the carrying out of its reliability 
responsibilities. NERC sector membership balance resides with the parent committee (RSTC), allowing the 
working group to focus on the expertise required to carry out its functions.  

 
The SPCWG will generally be comprised of representatives as follows:  

• 2ea, 12 total - regional entity (MRO, NPCC, RF, SERC, TRE, WECC) 
• 1ea - NERC technical lead 

o 1ea NERC facilitator non-voting 
• 3ea – Federal/Provincial Utility 
• 2ea - Investor-owned Utility 
• 2ea - Cooperatives 
• 8ea - Industry subject matter experts (SME) 

o  Additional non-voting SMEs as determined by the SPCWG 
 
NERC will provide a person in the Facilitator (non-voting) and technical lead (voting) roles.  These roles 
may be filled by the same person.  The NERC Facilitator will maintain the SPCWG roster and email list of 
members.  They will also maintain an email list of observers that have requested to be added to the 
mailing list.    
 
All members are voting members unless otherwise noted above.  Full membership is desired but not 
necessary. 
 
Officers 
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The SPCWG will have two officers – one chair and one vice-chair. The term begins on 1 January of the first 
year of the term and runs through 31 December of the second year of the term.  The vice chair will 
succeed to the chair.  Per the RSTC Charter, officers of subordinate groups are appointed by the chair of 
the RSTC. 

 
Officers shall be selected from the SPCWG membership as follows: 

• The chair solicits nominations for vice-chair through an open nomination process.  Self-
nominations are permitted. 

• The SPCWG will elect the vice chair for recommendation to the RSTC. 
• The elected vice-chair is presented to the RSTC with a request for appointment. 
• Unless approved by the RSTC, no individual may serve more than one term as vice chair and one 

term as chair. 
 

Chair Duties 
The chair will direct and provide general supervision of SPCWG activities, including the following: 

• Coordinate the scheduling of all meetings, including approval of meeting duration and location. 
• Develop agendas and rule on any deviation, addition, or deletion from a published agenda. 
• Preside at and manage meetings, including the nature and length of discussion, recognition of 

speakers, motions, and voting. 
• Act as spokesperson for the SPCWG at forums inside and outside of NERC. 
• Attend meetings of the RSTC when necessary to report on SPCWG activities. 

 
Vice Chair Duties 
The vice chair will assume the responsibilities of the chair under the following conditions: 

• At the discretion of the chair (for brief periods of time). 
• When the chair is absent or temporarily unable to perform the chair’s duties. 
• When the chair is permanently unable to perform the duties of the chair. In the case of a 

permanent change, the vice chair will be elevated to chair and complete the term of the 
outgoing chair and then continue as chair for the term for which they were elected. A new vice 
chair will be elected to complete the term of the elevated vice chair and the term they were 
elected.  

• If the vice chair leaves prior to their elevation to the chair, a new vice chair shall be elected to 
complete the remainder of the outgoing vice-chair’s term and then succeed the outgoing chair. 

 
Executive Committee 
An Executive Committee consisting of the SPCWG chair and vice chair, NERC Facilitator, and NERC 
technical lead, and RSTC Sponsor, will meet to schedule meetings and set the agenda for these meetings. 
 
Membership General Requirements 
SPCWG membership requirements are focused on expertise related to BES system protection and control. 
Members are expected to have five or more years of professional power system protection experience or 
other desired area of technical expertise. New Members will be vetted for their requisite knowledge by 
providing the SPCWG membership with a resume of their experience prior to acceptance by the SPCWG 
membership.  Acceptance of new members will be conducted by a voting-member only executive session 
with oversite from the NERC facilitator. 
 
Membership Commitment and Participation 
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SPCWG members must be committed to their service on the working group. Members must prepare for and 
actively participate in all working group meetings in person or on conference calls. As needed, members 
must also write and review draft reports, serve on SAR and standard drafting teams if selected, and bring 
issues to their Regional Entities, trade organizations, and utilities for further discussion and insight. 
 
Regular attendance at calls and meetings is expected. Members unable to actively participate should 
notify the SPCWG leadership.  If a member fails to attend three consecutive meetings, the Chair may 
send a letter requesting an explanation.  If no response is received within 30 days, it will be assumed that 
the participant is no longer able or interested in being a member.  Members unable to actively 
participate should be removed from the active roster and, if necessary, a replacement found. 
 
Subgroups 
The SPCWG may form smaller groups and document development teams as necessary without RSTC 
approval.  The RSTC maintains authority over creation of subcommittees, working groups, and task forces 
per the RSTC Charter. The working group must review the progress of its subgroups at least annually and 
decide to either continue or disband these groups as needed. Membership in the subgroups may consist of 
non-SPCWG members to allow for expertise in specific areas.  Such groups are usually ad-hoc and are not 
expected to exist after completing their assignments.  Subgroup and document development team leads 
(or delegates) are expected to attend the regular working group meetings to report on assignments and 
subgroup activity. 

 
Guests and Observers 
SPCWG meetings are open to members and guests. Individuals can request to be added to the SCWG mailing 
list. 

 
Work Products and Processes 
The SPCWG will follow the processes directed by the RSTC in the development and publication of 
reports, guidelines, and other documents. Unless directed otherwise by the SPCWG executive 
committee, document content will be approved by consensus of the SPCWG voting members. 

 
Meeting Procedures 
General 
The SPCWG follows the meeting procedures explained in the following: 

• NERC Antitrust Compliance Guideline1 
• The participant conduct policy2 applicable to the NERC RSTC and its subgroups 
• Robert’s Rules of Order, Newly Revised as additional guidance3 

Scheduled Meetings 
The SPCWG normally conducts four to six open meetings per year, more if necessary, depending on 
workload. Meeting dates will be posted to the NERC website. 

 

                                                           
1 https://www.nerc.com/comm/PCGC/Documents/NERC_Antitrust_Compliance_Guidelines.pdf 
2https://www.nerc.com/comm/PCGC/Documents/NERC_Participant_Conduct_Policy.pdf 
3 https://auth.internal.nerc.com/AboutNERC/Pages/Rules-of-Procedure.aspx 

http://www.nerc.com/comm/PCGC/Documents/NERC_Antitrust_Compliance_Guidelines.pdf
https://www.nerc.com/comm/PCGC/Documents/NERC_Participant_Conduct_Policy.pdf
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Resources Subcommittee Scope Document   
 

Action 
Approve 
 
Summary 
The Resources Subcommittee has revised their scope document to update the scope to reflect 
current regulatory framework and to add clarity to its roles and responsibilities and is seeking 
RSTC approval.    
 
  
 
 
 
 



 
 

 

 

Resources Subcommittee  
Scope 
 
Purpose 
The Resources Subcommittee (RS) assists the NERC Reliability and Security Technical Committee (RSTC)  in 
its Strategic Plan with respect to issues in the areas of balancing resources and demand, interconnection 
frequency, and control performance. 
  
Functions 
The RS accomplishes this by:   

• Reviewing and assisting in the development of generation and load “balancing” standards, which 
may include developing any necessary reference documents.   

• Reviewing and assisting in the development of interconnection balancing standards to assure 
problems resulting from balancing do not adversely affect reliability.  

• Providing industry leadership and guidance on matters relating to balancing resources and 
demand issues as well as resulting issues related to interconnection frequency . 

• Addressing the reliability aspects of Inadvertent Interchange creation, accounting, and payback. 

• Reviewing Balancing Authorities’ (BAs) control performance (e.g., CPS and DCS) on a periodic basis. 

• Addressing technical issues on Automatic Generation Control, Time Error Correction, Operating 
Reserve, and Frequency Response. 

• Providing oversight and guidance on aspects of Interchange scheduling as it applies to impacts on 
balancing and Inadvertent Interchange.  

• Providing oversight and guidance to its working groups and task forces. 
 
Deliverables 

• Assistance in the determination and issuance of the yearly Frequency Bias Settings and Frequency 
Response Obligations 

• Reporting of subcommittee activity for the regularly scheduled RSTC meetings 

• Review and endorsement of the Frequency Response Annual Analysis Report (determination of 
the annual Interconnection Frequency Response Obligation and review of individual BAs’ 
Frequency Response Obligation) 

• Support for the development of the Frequency Response and balancing related sections of the 
NERC State of Reliability reports 

• Response to other directives and requests of the NERC RSTC.   
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Reporting 
The RS reports to the NERC RSTC and shall maintain communications with other groups as necessary on 
balancing resources and demand issues and interconnection frequency related issues.   
 
Officers 
The NERC RSTC Chair appoints the RS officers (Chair and Vice Chair) for a specific term (generally two 
years).  The subcommittee officers may be reappointed for additional terms.  The RS officers are 
considered members of the subcommittee and may vote.  The RS Chair is expected to attend the regular 
standing committee meetings to report on assignments, provide a summary report of the group’s 
activities as requested, and advise the RSTC on important issues.  The Vice Chair position is considered 
important for succession planning with the anticipation that the Vice Chair will be appointed as RS Chair 
for the next term. The RS may recommend officer candidates for the RSTC Chair’s consideration. 
 
Membership 
The RS shall have sufficient expertise and diversity to be able to speak knowledgably for the industry and 
provide meaningful and useful guidance to assist the industry in the carrying out of its reliability 
responsibilities.  NERC segment membership balance resides with the parent committee (RSTC), allowing 
the subcommittee to focus on the expertise required to carry out its functions. 
 
General Requirements 
RS membership requirements are focused on expertise related to system control and control 
performance. 

 
Expertise 
The RS must have sufficient expertise within its ranks to fully understand and provide guidance on the 
Resource and Demand Balancing  (BAL) and other applicable standards. 

 
Commitment and Participation 
RS members must be committed to their service on the subcommittee. Members must prepare for and 
actively participate in all subcommittee meetings, eitherin person and conference calls.  As needed, 
members must also write and review draft reports, serve on standard authorization request and standard 
drafting teams if selected, and bring issues to their Regional Entities, trade organizations, and utilities for 
further discussion and insight. 

 
Replacing Members 
The subcommittee may request a replacement for a member that fails to attend in person three 
consecutive regularly scheduled meetings without sending a proxy. 

 
Voting Members  

1. Regional representatives. Each rRegional Entity should provide at least one member. The Regional 
Entities are expected to select their representatives based on their expertise in the RS’s subject 
matter. 
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a. Interconnections and countries. If the set of Regional Entity representatives does not provide 
for at least one representative from each interconnection and two representatives each from 
the U.S. and Canada, the subcommittee chair, working with the NERC staff, will ask for 
additional members from the Regional Entity or trade organizations as necessary to fulfill these 
requirements. 

2. Company representatives. No single company may have multiple members representing a single 
Regional Entity.  

 
Non-voting members — Guests and Observers 
RS meetings are open to others who wish to attend as a guest of the subcommittee. The chair will provide 
guests and observers the opportunity to contribute to the subcommittee’s discussions, provided the 
subcommittee’s voting members have sufficient time to:   

• Complete the debate of their motions, and 

• Complete the meeting agenda. 
 

Meeting Procedures 
General 
The RS follows the meeting procedures explained in the following documents: 

• NERC Antitrust Compliance Guidelines,  

• Participant Conduct Policy Applicable to NERC RSTC and its Subgroups, and 

• Robert’s Rules of Order, Newly Revised as additional guidance. 
 

Scheduled Meetings 
The RS routinely holds in-person standing meetings quarterly, usually in the last full week of January, 
April, July, and October.  Meetings of the RS's working groups are held in conjunction with these 
meetings.  Advance notices of these meetings are posted on the NERC website.  Other open or 
confidential (see below) meetings of the RS and/or one or more of its working groups may be scheduled, 
either call in or in person, as the need arises. 
 
Quorum 
A quorum for conducting business is 50 percent of the RS members eligible to vote (either in person or 
calling in). If a quorum is not present then the subcommittee may not take any actions requiring a vote of 
the subcommittee. However, the chair may, with the consent of the members present, allow discussion of 
agenda items.   
 
Majorities 
The subcommittee uses a simple majority of the voting members present for all motions.   
 
Minority Opinions and Personal Comments 
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The minutes of every RS meeting will include exhibits for minority opinions and personal comments, when 
provided. The chair shall communicate both the majority and any minority views when presenting 
subcommittee discussion results with the OC. 
 
Confidential Sessions 
The chair of the RS may limit attendance at a meeting or portion of a meeting, based on confidentiality of 
the information to be disclosed at the meeting.  Such limitations should be applied sparingly and on a 
non-discriminatory basis as needed to protect information that is sensitive to one or more parties. To stay 
in the confidential session the individual is required to execute the NERC non-disclosure agreement.  
 
Subgroups 
The RS may form subgroups as necessary, without RSTC approval and propose the creation of task forces 
and working groups subject to RSTC approval. The subcommittee must review the progress of its 
subgroups at least annually and decide to either continue or disband these groups as needed.  
Membership in the subgroups may consist of non-RS members to allow for expertise in desired areas. 
 
Task forces are usually ad-hoc and are not expected to exist after completing their assignments; 
conversely, working groups may be ongoing.   
 
Task force and working group chairs (or delegates) are expected to attend the regular subcommittee 
meetings to report on assignments and subgroup activity. 
 
Current working groups are: 

• Frequency Working Group 

• Reserves Working Group 
 
 
 
 
 
 

 



 
 

 

 

Resources Subcommittee  
Scope 
 
Purpose 
The Resources Subcommittee (RS) assists the NERC Reliability and Security Technical Committee (RSTC)  in 
its enhancing Bulk Electric System (BES) reliability by implementing the goals and objectives of the RSTC 
rStrategic Plan with respect to issues in the areas of balancing resources and demand, interconnection 
frequency, and control performance. 
  
Functions 
The RS accomplishes this by:   

• Reviewing and assisting in the development of generation and load “balancing” standards, which 
may include developing any necessary reference documents.   

• Reviewing and assisting in the development of interconnection balancing standards to assure 
problems resulting from balancing do not adversely affect reliability.  

• Providing industry leadership and guidance on matters relating to balancing resources and 
demand issues as well as resulting issues related to interconnection frequency . 

• Addressing the reliability aspects of Iinadvertent Iinterchange creation, accounting, and payback. 

• Reviewing Bbalancing Aauthorities’ (BAs) control performance (e.g., CPS and DCS) on a periodic 
basis. 

• Addressing technical issues on Aautomatic Ggeneration Ccontrol (AGC), Ttime Eerror Ccorrection, 
Ooperating Rreserve, and Ffrequency Rresponse. 

• Providing oversight and guidance on aspects of Iinterchange scheduling as it applies to impacts on 
balancing and Iinadvertent Iinterchange.  

• Providing oversight and guidance to its working groups and task forces. 
 
Deliverables 

• Assistance in the determination and issuance of the yearly Frequency Bias Settings and Frequency 
Response Obligations 

• Reporting of subcommittee activity for the regularly scheduled RSTC meetings 

• Review and endorsement of the Frequency Response Annual Analysis Report (dDetermination of 
the annual Interconnection Frequency Response Obligation and review of individual BA’s’ 
Frequency Response Obligation) 
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• Support for the development of the Ffrequency Rresponse and balancing related sections of the 
NERC State of Reliability reports 

• Response to other directives and requests of the NERC RSTC.   
Reporting 
The RS reports to the NERC RSTC and shall maintain communications with other groups as necessary on 
balancing resources and demand issues and interconnection frequency related issues.   
 
Officers 
The NERC RSTC Chair appoints the RS officers (Chair and Vice Chair) for a specific term (generally two 
years).  The subcommittee officers may be reappointed for additional terms.  The RS officers are 
considered members of the subcommittee and may vote.  The RS Chair is expected to attend the regular 
standing committee meetings to report on assignments, provide a summary report of the group’s 
activities as requested, and advise the RSTC on important issues.  The Vice Chair position is considered 
important for succession planning with the anticipation that the Vice Chair will be appointed as RS Chair 
for the next term. The RS may recommend officer candidates for the RSTC Chair’s consideration. 
 
Membership 
The RS shall have sufficient expertise and diversity to be able to speak knowledgably for the industry and 
provide meaningful and useful guidance to assist the industry in the carrying out of its reliability 
responsibilities.  NERC segment membership balance resides with the parent committee (RSTC), allowing 
the subcommittee to focus on the expertise required to carry out its functions. 
 
General Requirements 
RS membership requirements are focused on expertise related to system control and control 
performance. 

 
Expertise 
The RS must have sufficient expertise within its ranks to fully understand and provide guidance on the 
Resource and Demand Balancing  (BAL) and other applicable standards. 

 
Commitment and Participation 
RS members must be committed to their service on the subcommittee. Members must prepare for and 
actively participate in all subcommittee meetings, eitherboth in person or on and on conference calls.  As 
needed, members must also write and review draft reports, serve on standard authorization request and 
standard drafting teams if selected, and bring issues to their Regional Entities, trade organizations, and 
utilities for further discussion and insight. 

 
Replacing Members 
The subcommittee may request a replacement for a member that fails to attend in person three 
consecutive regularly scheduled meetings without sending a proxy. 

 
Voting Members  
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1. Regional representatives. Each rRegional EntityRRO should provide at least one member. The 
rRegionsRegional EntitiesROs are expected to select their representatives based on their expertise 
in the RS’s subject matter. 

a. Interconnections and countries. If the set of rRegionalRRORegional Entity representatives does 
not provide for at least one representative from each interconnection and two representatives 
each from the U.S. and Canada, the subcommittee chair, working with the NERC staff, will ask 
for additional members from the Regional reliability councilsRROsRegional Entity or trade 
organizations as necessary to fulfill these requirements. 

2. Company representatives. No single company may have multiple members representing a single 
RegionRegional EntityRO.  

 
Non-voting members — Guests and Observers 
RS meetings are open to others who wish to attend as a guest of the subcommittee. The chair will provide 
guests and observers the opportunity to contribute to the subcommittee’s discussions, provided the 
subcommittee’s voting members have sufficient time to:   

• Complete the debate of their motions, and 

• Complete the meeting agenda. 
 

Meeting Procedures 
General 
The RS follows the meeting procedures explained in the following documents: 

• NERC Antitrust Compliance Guidelines,  

• Participant Conduct Policy Applicable to NERC Operating CommitteeRSTC and its Subgroups, and 

• Robert’s Rules of Order, Newly Revised as additional guidance. 
 

Scheduled Meetings 
The RS routinely holds in-person standing meetings quarterly, usually in the last full week of January, 
April, July, and October.  Meetings of the RS's working groups are held in conjunction with these 
meetings.  Advance notices of these meetings are posted on the NERC website.  Other open or 
confidential (see below) meetings of the RS and/or one or more of its working groups may be scheduled, 
either call in or in person, as the need arises. 
 
Quorum 
A quorum for conducting business is 50 percent of the RS members eligible to vote (either in person or 
calling in). If a quorum is not present then the subcommittee may not take any actions requiring a vote of 
the subcommittee. However, the chair may, with the consent of the members present, allow discussion of 
agenda items.   
 
Majorities 
The subcommittee uses a simple majority of the voting members present for all motions.   
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Minority Opinions and Personal Comments 
The minutes of every RS meeting will include exhibits for minority opinions and personal comments, when 
provided. The chair shall communicate both the majority and any minority views when presenting 
subcommittee discussion results with the OC. 
 
Confidential Sessions 
The chair of the RS may limit attendance at a meeting or portion of a meeting, based on confidentiality of 
the information to be disclosed at the meeting.  Such limitations should be applied sparingly and on a 
non-discriminatory basis as needed to protect information that is sensitive to one or more parties. To stay 
in the confidential session a signed "NERC Confidentiality Agreement for NERC Resources Subcommittee 
Members" the individual is required to execute the NERC non-disclosure agreement.  
 
Subgroups 
The RS may form subgroupstask forces and working groups as necessary, without RSTC approval and 
propose the creation of task forces and working groups subject to RSTC approval. The subcommittee must 
review the progress of its subgroups at least annually and decide to either continue or disband these 
groups as needed.  Membership in the subgroups may consist of non-RS members to allow for expertise 
in desired areas. 
 
Task forces are usually ad-hoc and are not expected to exist after completing their assignments; 
conversely, working groups may be ongoing.   
 
Task force and working group chairs (or delegates) are expected to attend the regular subcommittee 
meetings to report on assignments and subgroup activity. 
 
Current working groups are: 

• Frequency Working Group 

• Inadvertent Interchange Working Group 

• Reserves Working Group 
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ERO Event Analysis Program Quarterly Update   
 

Action 
Information 
 
Summary 
Conducting forensic analysis of system events is a responsibility of the ERO Event Analysis 
Program. The program is derived from authorities/requirements listed in Section 800 of the NERC 
Rules of Procedure. The program uses mutually supporting processes that feed a variety of 
operational and technical reliability products. Providing an appreciation for the program as 
context for future conversation in event analysis space is the purpose of this information briefing.    
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Statutory Performance Monitoring

• Flexible discretionary risk and/or impact analysis authorities
• Major event response

NERC Rules of Procedure (Section 800 and Appendix 8)

• System operating criterion-based risk and/or impact monitoring
• Off-normal to major system event spectrum

ERO Event Analysis Process (EAP)

• System risk and/or impact trending

ERO Cause Code Assignment Process (CCAP)
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Informing Reliability

Informing 
Reliability
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Working Projects/Products:

• Odessa 2 generation loss disturbance report (12/2022)
• Facilitate EAS FMMTF webinar (12/2022)
• BESS disturbance report (1/2023)
• Joint NERC-RF storm/load shedding event report (1/2023)
• Misoperations analysis 
• Reliability vignette - multiple IBR disturbances 
• Facilitating EAP review and EA program alignment

Recent Projects/Products:

• Reliability Vignette: Future Wind Planning
• Facilitation of annual Monitoring and Situational Awareness Technical Conference 
• 2022 Lessons Learned - 12



RELIABILITY | RESILIENCE | SECURITY4

Trending of Qualified Events
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Trending of Category 1 Events
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Frequent Cat 1 Events and Root Causes   
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Trending of Event Root Causes
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Frequent Misoperation Causes 

Total Events (2017-present) 821 Percentage of Total Events (2017-present)
Misops-related Events (2017-present) 216 26%

Percentage of Misops-related Events
Incorrect Settings 87 40%
Relay Failure 40 19%
Other 89 41%
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IRPS SARS: EOP-004 Event Reporting SAR and IBR Performance Issues SAR 

 
Action 
Endorsement of the EOP-004 Event Reporting SAR and the IBR Performance Issues SAR. 
 
Summary 
NERC IRPS presented two SARs to the RSTC in September and sought comments on those SARs. 
IRPS is seeking endorsement of both SARs after responding to RSTC comments. 

• The first SAR proposes enhancements to EOP-004 focused on ensuring timely reporting 
by industry to the ERO Enterprise through EOP/OE-417 reporting of events involving 
inverter-based resources. Currently the standard has relatively large generator loss size 
thresholds and also uses language more suitable for synchronous generation. Therefore, 
this SAR proposes to enhancement the standard with added clarity and by lowering the 
generator loss threshold to encompass the past widespread inverter-based resource 
loss events to-date. 

 RSTC comments mainly focused on removing the proposal for the Reliability 
Coordinator as an applicable entity in the SAR. IRPS removed all references to the 
Reliability Coordinator in the SAR and made a couple additional 
modifications/enhancements to the SAR based on comments received. 

• The second SAR proposes a new NERC standard focused on GOs to identify, analyze, and 
develop mitigations for any abnormal performance issues identified. The NERC 
disturbance reports highlight a significant reliability risk posed by industry inaction, 
particularly by asset owners, to proactively mitigate abnormal performance issues (e.g., 
tripping, momentary cessation, controls instabilities, controls interactions). This 
standard will establish requirements for the development of mitigation plans to fix 
abnormal performance issues identified. The SAR also proposes to give the BA and RC 
the capability, flexibility, and authority to also identify these types of issues using 
monitoring data on their side; however, the responsibility to correct or mitigate those 
actions would remain with the asset owner (the GO). 

 IRPS responded to a couple comments received by RSTC members; however, there 
appeared to be general support based on the comments received. 
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Standard Authorization Request (SAR) 
 

The North American Electric Reliability Corporation 
(NERC) welcomes suggestions to improve the 
reliability of the bulk power system through 
improved Reliability Standards.  
 
 

Requested information 
SAR Title: EOP-004-4 Event Reporting Alignment with Inverter-Based Resource 

Performance Issues 
Date Submitted:  _/_/2022 
SAR Requester  

Name: Julia Matevosyan, ESIG (NERC IRPS Chair) 
Rajat Majumder, Orsted (NERC IRPS Vice Chair) 

Organization: NERC Inverter-Based Resource Performance Subcommittee (IRPS) 

Telephone: Julia – 512-994-7914 
Rajat – 321-390-0333 Email: julia@esig.energy 

RAMAJ@orsted.com 
SAR Type (Check as many as apply) 

     New Standard 
     Revision to Existing Standard 
     Add, Modify or Retire a Glossary Term 
     Withdraw/retire an Existing Standard 

     Imminent Action/ Confidential Issue (SPM 
Section 10) 

     Variance development or revision 
     Other (Please specify) 

 Justification for this proposed standard development project (Check all that apply to help NERC 
prioritize development) 

     Regulatory Initiation 
     Emerging Risk (Reliability Issues Steering 

Committee) Identified 
     Reliability Standard Development Plan  

     NERC Standing Committee Identified 
     Enhanced Periodic Review Initiated 
     Industry Stakeholder Identified 

Industry Need (What Bulk Electric System (BES) reliability benefit does the proposed project provide?): 
NERC published the San Fernando disturbance report1 in November 2020, which identified a set of 
recommendations for industry. The NERC IRPS performed a follow-up analysis to identify any actions 
needed to address the recommendations laid out by NERC. The NERC Reliability and Security Technical 
Committee (RSTC) approved2 the IRPS follow-up white paper3 at its June 2021 meeting. One of the 
recommended actions in that white paper stated: “IRPWG should draft a SAR to address the outstanding 
recommendation by NERC to address the issue identified in EOP-004-44 regarding the generation loss 
criteria so that it is applicable for inverter-based resources as well as synchronous generation.”  

                                                      
1 https://www.nerc.com/pa/rrm/ea/Documents/San_Fernando_Disturbance_Report.pdf 
2 https://www.nerc.com/comm/RSTC/AgendaHighlightsandMinutes/RSTC_Day_1_June_8_2021_Agenda_Package_ATTENDEE_ONLY.pdf 
3 https://www.nerc.com/comm/RSTC/IRPWG/IRPWG%20San%20Fernando%20Disturbance%20Follow-Up%20Paper.pdf 
4 https://www.nerc.com/pa/Stand/Reliability%20Standards/EOP-004-4.pdf 

Complete and submit this form, with attachment(s) 
to the NERC Help Desk. Upon entering the Captcha, 
please type in your contact information, and attach 
the SAR to your ticket. Once submitted, you will 
receive a confirmation number which you can use 
to track your request. 
 

mailto:julia@esig.energy
mailto:RAMAJ@orsted.com
https://www.nerc.com/pa/rrm/ea/Documents/San_Fernando_Disturbance_Report.pdf
https://www.nerc.com/comm/RSTC/AgendaHighlightsandMinutes/RSTC_Day_1_June_8_2021_Agenda_Package_ATTENDEE_ONLY.pdf
https://www.nerc.com/comm/RSTC/IRPWG/IRPWG%20San%20Fernando%20Disturbance%20Follow-Up%20Paper.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/EOP-004-4.pdf
https://support.nerc.net/


 

Standard Authorization Request (SAR) 2 

Requested information 
 
The proposed project will address the issue that reporting of generation loss events per the current EOP-
004-4 uses relatively large size thresholds more suitable for synchronous generation; however, NERC and 
the Regional Entities have analyzed multiple widespread solar PV loss events (some also involving other 
generation losses as well) across a large number of resources that did not meet the EOP-004 criteria yet 
have highlighted systemic reliability risks posed by inverter-based resources that should be reported by 
applicable entities. This project will modify the existing generation loss criteria so it is more suitable and 
appropriate for reporting inverter-based resource events and so it aligns with past large-scale 
disturbances analyzed by the Electric Reliability Organization (ERO). Without these improvements, the 
ERO must lean on ad hoc reporting per the NERC Event Analysis Process, which is voluntary in nature and 
involves significantly longer reporting timelines. The EOP-004 standard should be aligned with this 
process from a reporting size criteria perspective. As reported in numerous ERO disturbance reports, 
access to data useful for event analysis and risk mitigation following large-scale disturbances has been 
challenging for inverter-based resources.  This has resulted in data unavailability and overwriting by 
affected facilities since the ERO Enterprise is unable to send requests for information (RFIs) in a timely 
manner (i.e., must wait for the brief report to be submitted by the associated Reliability Coordinator first). 
Improved reporting will enable quicker response to widespread inverter-based resource loss events and 
ultimately lead to improved performance of the generation fleet through more detailed analysis and 
coordination with affected entities, where applicable.  
 
Purpose or Goal (How does this proposed project provide the reliability-related benefit described 
above?): 
This purpose of this SAR is to revise Attachment 1 of EOP-004-4 to ensure that generation loss events 
impacting many resources (and across multiple BA or RC footprints) are included in event reporting. This 
has been highlighted in multiple ERO disturbance reports, and has included inverter-based resources as 
well as synchronous generation. EOP-004-4 does not presently include any event categorization of this 
nature since it focuses solely on a large generation loss criteria more suitable for forced outages of large 
synchronous generating resources. The proposed revisions to EOP-004-4 will help align mandatory event 
reporting with the updated NERC Event Analysis Categorized Events5 and will ensure that events involving 
a widespread reduction or loss of inverter-based generation is reported appropriately. 
 
Project Scope (Define the parameters of the proposed project): 
As described in detail below, the scope of this project includes the following revisions to EOP-004-4: 
 

• Modify Attachment 1 to either revise the “Generation loss” row to be inclusive for inverter-based 
resources or add an additional row related to inverter-based resource loss events and clarify the 
existing row. 

• Provide any necessary clarity around reporting “loss” events for inverter-based resources that 
account for the differences in their performance compared with synchronous generation (e.g., 

                                                      
5 https://www.nerc.com/pa/rrm/ea/ERO_EAP_Documents%20DL/ERO_EAP_v4.0_final.pdf 

Commented [A1]: John Stephens: 
Consider broadening this issue to encompass sudden changes in 
apparent load which could be caused by performance of behind-
the-meter IBRs, or DR aggregations.  By detecting and reporting 
large, sudden ACE changes within a BA, a broader range of potential 
events could be identified. 

Commented [A2R1]: IRPS provided comments back in the 
Excel file. This is outside the scope of IRPS activities, but believes 
the SPIDERWG will be addressing DER-related aspects in their 
standards review and subsequent SARs. 

https://www.nerc.com/pa/rrm/ea/ERO_EAP_Documents%20DL/ERO_EAP_v4.0_final.pdf
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Requested information 
momentary cessation, delayed power recovery, unexpected ramp rate interactions, and other 
factors that affect the overall resource loss value). 

• Ensure that future events similar to past widespread loss of solar PV events analyzed by NERC 
would be captured by the event reporting thresholds specified in EOP-004-4.  

• Consider whether number of affected facilities or resources should be a criteria for reporting, in 
addition to MW threshold values. Many affected facilities responding to BPS faults in an abnormal 
manner could pose risks to BPS reliability.  

• Ensure that the criteria for reporting in Attachment 1 is inclusive of both Category 1i and Category 
1j events in the NERC Event Analysis Process.  

• Consider adding the Reliability Coordinator (RC) to the “Entity with Reporting Responsibility” 
column for inverter-based loss events because the RC can (1) provide a wide-area view, (2) 
coordinate with neighboring RCs for events that cross RC boundaries, and (3) is often involved in 
the analysis of these types of events. 

 
To ensure clarity, BAs should report “generation loss” events of applicable sizes that are inclusive of any 
abnormal resource losses by battery energy storage resources (defined as generating resources).  
 
-Detailed Description (Describe the proposed deliverable(s) with sufficient detail for a drafting team to 
execute the project. If you propose a new or substantially revised Reliability Standard or definition, 
provide: (1) a technical justification6 which includes a discussion of the reliability-related benefits of 
developing a new or revised Reliability Standard or definition, and (2) a technical foundation document 
(e.g., research paper) to guide development of the Standard or definition): 
The Background and Technical Basis of this SAR (see attachment at end of document) provides key 
references from ERO disturbance reports highlighting the challenges of conducting adequate event 
analysis. This SAR is proposing to align the NERC Event Analysis Process reporting for Category 1i 
events with the reporting requirements in EOP-004 so that the ERO Enterprise is notified of 
widespread inverter-based resource loss events in a timely manner. This will facilitate more effective 
and efficient event analysis involving these resources, which will then help improve reliability and 
operational performance of the inverter-based resource fleet. The ERO Enterprise continues to 
observe and analyze widespread inverter-based resource loss events that include solar photovoltaic 
(PV), wind, battery energy storage, and hybrid plants. These events have also included additional loss 
of synchronous generating resources in addition to the inverter-based resources. It is important that 
these types of events are reported in a timely manner. 
 
The proposed project seeks to modify Attachment 1 related to “Generation loss” events. Currently the 
loss thresholds are quite large, focused primarily on loss of large synchronous generation resources 
and does not capture widespread loss of many smaller resources such as those observed by the ERO 
Enterprise related to inverter-based resources. 
 

                                                      
6 The NERC Rules of Procedure require a technical justification for new or substantially revised Reliability Standards. Please attach pertinent 
information to this form before submittal to NERC. 
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Requested information 
It may be necessary to more clearly define what “loss” events are for inverter-based resources since 
the reduction of power output from these resources may not simply reflect the opening of a circuit 
breaker. This has been documented in many ERO disturbance reports and guidelines. Reductions that 
involve the protections and controls from the power electronics of inverter-based resources should 
be included in the “loss” accounting, and should not solely focus on opening of ac circuit breakers. This 
may need to be clarified and noted in the EOP-004 standard. The standard drafting team can leverage 
the work done by the NERC Event Analysis Process to articulate the Category 1i loss events.  
 
This SAR also proposes that the standard drafting team also consider whether number of affected 
facilities should be a threshold for reporting, in addition to the size of the reduction. Number of 
affected facilities may be a useful indicator of possible systemic reliability issues and may provide faint 
signals to larger reliability issues that could occur in the future if not mitigated.  
 
Lastly, this SAR proposes that the drafting team consider including the RC as an entity with reporting 
responsibility since they are best suited for identifying widespread events such as those that have 
occurred involving solar PV and wind resources. RCs are also able to coordinate with their neighboring 
RCs in an effective manner to identify if the loss of resources spans across multiple footprints.  
 
The standard drafting team should coordinate with the U.S. Department of Energy regarding 
alignment and updates to the DOE-417 form to help facilitate effective reporting of events. 
 
The standard drafting team may need to modify an existing term or add a new term to the NERC 
Glossary Terms to help clarify changes to the standard. Therefore, the IRPS has included this option 
for the standard drafting team in the proposed SAR. 
 
Cost Impact Assessment, if known (Provide a paragraph describing the potential cost impacts associated 
with the proposed project):  
Exact costs are unknown. However, this standard proposes to modify reporting thresholds for existing 
activities performed by the BA, resulting in an increase in number of reports provided. However, these 
reports are simple to provide and are aligned with the DOE OE-417 reporting activities. NERC is actively 
coordinating with DOE to ensure alignment with updates to OE-417 and the EOP-004 standard; 
dissimilarities between the OE-417 form and the reporting requirements of EOP-004 could have 
significant cost since the vast majority of entities reporting use the OE-417 reporting to meet the 
obligations of EOP-004. Hence, NERC is actively engaging early and believes coordination throughout the 
standards drafting team process can ensure an effective update and alignment between activities. The 
proposed consideration to include the RC as a reporting entity due to their wide area view would result 
in some additional reporting activities by the RC; however, the RC is already an applicable entity within 
the EOP-004 standard. 
 
Please describe any unique characteristics of the BES facilities that may be impacted by this proposed 
standard development project (e.g., Dispersed Generation Resources): 

Commented [A3]: John Stephens: 
It is true that the RC may need to bear reporting responsibility 
because of their wide area view.  However, the BA could potentially 
identify IBR events (or even DER/DR driven events) by monitoring 
and reporting significant changes in ACE and/or frequency. 
 

Commented [A4R3]: Section removed per comments received. 



 

Standard Authorization Request (SAR) 5 

Requested information 
None. This SAR will impact Balancing Authorities and Reliability Coordinators, but these are entities and 
not BES facilities. 
 
To assist the NERC Standards Committee in appointing a drafting team with the appropriate members, 
please indicate to which Functional Entities the proposed standard(s) should apply (e.g., Transmission 
Operator, Reliability Coordinator, etc. See the most recent version of the NERC Functional Model for 
definitions): 
Balancing Authorities and Reliability Coordinators have direct applicability to the standard. Additional 
entities that may provide additional value to the standard drafting efforts include Transmission 
Operators, Reliability Coordinators, Generator Owners, and Generator Operators. 
 
Do you know of any consensus building activities7 in connection with this SAR?  If so, please provide any 
recommendations or findings resulting from the consensus building activity. 
This SAR is an outcome of the recommendations set forth in the white paper produced by the NERC IRPS 
and approved by the NERC RSTC regarding the San Fernando Disturbance Report Follow-Up:  
https://www.nerc.com/comm/RSTC/IRPWG/IRPWG%20San%20Fernando%20Disturbance%20Follow-
Up%20Paper.pdf 
 
Are there any related standards or SARs that should be assessed for impact as a result of this proposed 
project?  If so, which standard(s) or project number(s)? 
NoSPIDERWG is also proposing a SAR related to EOP-004 that would specifically relate to DERs; 
however, this would not conflict (rather complement) this SAR. This can be coordinated during the 
creation of standards projects. 
 
Are there alternatives (e.g., guidelines, white paper, alerts, etc.) that have been considered or could 
meet the objectives? If so, please list the alternatives. 
The NERC IRPS has published many reports, white papers, and reliability guidelines related to the 
performance, modeling, and studies of BPS-connected inverter-based resources. These technical 
materials are used widely by industry and have provided significant value for improving planning 
practices. However, those efforts cannot ensure that widespread resource loss events related to inverter-
based resources are reported to the ERO per EOP-004-4.  
 

Reliability Principles 
Does this proposed standard development project support at least one of the following Reliability 
Principles (Reliability Interface Principles)? Please check all those that apply. 

 1. Interconnected bulk power systems shall be planned and operated in a coordinated manner 
to perform reliably under normal and abnormal conditions as defined in the NERC Standards. 

 2. The frequency and voltage of interconnected bulk power systems shall be controlled within 
defined limits through the balancing of real and reactive power supply and demand. 

                                                      
7 Consensus building activities are occasionally conducted by NERC and/or project review teams.  They typically are conducted to obtain 
industry inputs prior to proposing any standard development project to revise, or develop a standard or definition. 

https://www.nerc.com/comm/RSTC/IRPWG/IRPWG%20San%20Fernando%20Disturbance%20Follow-Up%20Paper.pdf
https://www.nerc.com/comm/RSTC/IRPWG/IRPWG%20San%20Fernando%20Disturbance%20Follow-Up%20Paper.pdf
http://www.nerc.com/pa/Stand/Standards/ReliabilityandMarketInterfacePrinciples.pdf
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Requested information 

 
3. Information necessary for the planning and operation of interconnected bulk power systems 

shall be made available to those entities responsible for planning and operating the systems 
reliably. 

 4. Plans for emergency operation and system restoration of interconnected bulk power systems 
shall be developed, coordinated, maintained and implemented. 

 5. Facilities for communication, monitoring and control shall be provided, used and maintained 
for the reliability of interconnected bulk power systems. 

 6. Personnel responsible for planning and operating interconnected bulk power systems shall be 
trained, qualified, and have the responsibility and authority to implement actions. 

 7. The security of the interconnected bulk power systems shall be assessed, monitored and 
maintained on a wide area basis. 

 8. Bulk power systems shall be protected from malicious physical or cyber attacks. 
 

Market Interface Principles 
Does the proposed standard development project comply with all of the following 
Market Interface Principles? 

Enter 
(yes/no) 

1. A reliability standard shall not give any market participant an unfair competitive 
advantage. Yes 

2. A reliability standard shall neither mandate nor prohibit any specific market 
structure. Yes 

3. A reliability standard shall not preclude market solutions to achieving compliance 
with that standard. Yes 

4. A reliability standard shall not require the public disclosure of commercially 
sensitive information.  All market participants shall have equal opportunity to 
access commercially non-sensitive information that is required for compliance 
with reliability standards. 

Yes 

 
Identified Existing or Potential Regional or Interconnection Variances 

Region(s)/ 
Interconnection 

Explanation 

None None 
 
 

For Use by NERC Only 
 

SAR Status Tracking (Check off as appropriate). 

     Draft SAR reviewed by NERC Staff 
     Draft SAR presented to SC for acceptance 
     DRAFT SAR approved for posting by the SC 

     Final SAR endorsed by the SC 
     SAR assigned a Standards Project by NERC 
 SAR denied or proposed as Guidance 

document 
 

http://www.nerc.com/pa/Stand/Resources/Documents/Market_Principles.pdf
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Background and Technical Basis 
The following recommendation is copied from the San Fernando Disturbance Report: 
 

Recommendation (Industry, NERC, FERC): Ad hoc reporting of events involving multiple generating 
resources and possible systemic performance issues should not be considered an acceptable level 
of reporting. NERC EOP-004-4 should be reviewed in terms of the thresholds used for generator 
tripping events and should also consider the extent of resources involved in the disturbance. A 
reasonable threshold for reporting would be around 500 MW of reduction in output (partial or full 
tripping across all affected resources). Updates to reporting these types of events (not necessarily 
with quick turnaround times) will help industry improve their situational awareness of abnormal 
inverter-based resource performance and possible issues needing mitigating action by facility 
owners to improve their performance. 

 
The IRPWG white paper regarding the San Fernando disturbance follow-up stated the following: 
 

Follow-Up: There is no known action to develop a SAR to address the issues raised by NERC 
regarding EOP-004-4 and the generation loss requirement it includes. Without addressing this 
issue, these types of events will not be reported on any uniform basis and will continue to be ad 
hoc in terms of initiating an analysis. BA and RC reporting helps ensure that the ERO Enterprise is 
apprised of widespread events and coordinated analyses can occur to support industry address 
possible reliability risks. NERC Event Analysis Process now includes Category 1i to capture the “non-
consequential interruption of inverter type resources aggregated to 500 MW or more not caused 
by a fault on its inverters, or its ac terminal equipment.” The ERO Enterprise will continue to analyze 
these types of disturbances to identify any possible systemic causes of inverter tripping. 
 
Recommended Action from IRPWG Follow-Up: IRPWG should draft a SAR to address the 
outstanding recommendation by NERC to address the issue identified in EOP-004-4 regarding the 
generation loss criteria so that it is applicable for inverter-based resources as well synchronous 
generation. 

 
Timely reporting and analysis of affected inverter-based resource facilities for widespread loss or 
reduction of their output is critical for understanding the changing resource mix and for supporting the 
reliable operation of these new resources. Port-mortem event analysis enables entities to learn about 
any abnormalities in their performance (which then can be assessed with their provided models for 
reliability studies) and develop corrective actions to address those issues. NERC and the Regional 
Entities continue to support industry in identifying possible systemic reliability issues, work with 
affected entities to develop corrections, and coordinate with equipment manufacturers to identify 
possible improvements to existing equipment and equipment being newly released to market.  
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Standard Authorization Request (SAR) 
 

The North American Electric Reliability Corporation 
(NERC) welcomes suggestions to improve the 
reliability of the bulk power system through 
improved Reliability Standards.  
 
 

Requested information 
SAR Title: Analysis and Mitigation of BES Inverter-Based Resource Performance 

Issues  
Date Submitted:  _/_/2022 
SAR Requester  

Name: Julia Matevosyan, ESIG, IRPS Chair 
Rajat Majumder, Orsted, IRPS Vice Chair 

Organization: NERC Inverter-based Resource Performance Subcommittee (IRPS) 

Telephone: Julia – 512-994-7914 
Rajat – 321-390-0333 Email: julia@esig.energy 

RAMAJ@orsted.com 
SAR Type (Check as many as apply) 

     New Standard 
     Revision to Existing Standard 
     Add, Modify or Retire a Glossary Term 
     Withdraw/retire an Existing Standard 

     Imminent Action/ Confidential Issue (SPM 
Section 10) 

     Variance development or revision 
     Other (Please specify) 

 Justification for this proposed standard development project (Check all that apply to help NERC 
prioritize development) 

     Regulatory Initiation 
     Emerging Risk (Reliability Issues Steering 

Committee) Identified 
     Reliability Standard Development Plan  

     NERC Standing Committee Identified 
     Enhanced Periodic Review Initiated 
     Industry Stakeholder Identified 

Industry Need (What Bulk Electric System (BES) reliability benefit does the proposed project provide?): 
Multiple NERC disturbance reports1 have identified the undesired performance of bulk power system 
(BPS)-connected inverter-based resources (IBRs) during grid faults, and have elaborated on the systemic 
and significant BPS reliability risks that these pose. These are strongly highlighted in the recent 
disturbance reports from 2021 including the Odessa disturbance report.2  IBRs may trip for many different 
reasons, may cease current injection due to inverter controls, or may have unwanted plant-level 
controller interactions. These types of issues have been extensively documented in the NERC reports. The 
resulting unexpected and unwarranted loss of generation poses a significant risk to BPS reliability.  
 

                                                      
1 https://www.nerc.com/pa/rrm/ea/Pages/Major-Event-Reports.aspx 
2 https://www.nerc.com/pa/rrm/ea/Pages/May-June-2021-Odessa-Disturbance.aspx 

Complete and submit this form, with attachment(s) 
to the NERC Help Desk. Upon entering the Captcha, 
please type in your contact information, and attach 
the SAR to your ticket. Once submitted, you will 
receive a confirmation number which you can use 
to track your request. 
 

mailto:julia@esig.energy
mailto:RAMAJ@orsted.com
https://www.nerc.com/pa/rrm/ea/Pages/Major-Event-Reports.aspx
https://www.nerc.com/pa/rrm/ea/Pages/May-June-2021-Odessa-Disturbance.aspx
https://support.nerc.net/
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INTERNAL 

Requested information 
Unlike synchronous generation, IBRs can reduce power output very quickly based on the power electronic 
controls and protections, and the reduction does not necessarily require the operation of an ac circuit 
breaker or other Protection System (as defined by the NERC Glossary of Terms). The current PRC-004 is 
focused mainly on conventional Protection Systems and ensures that misoperations are analyzed and 
mitigated. However, this type of analysis and mitigation is not occurring for inverter-based resources for 
the reasons described above, and has led to the systemic performance issues documented in NERC 
disturbance reports.  
 
Rather than complicate the existing PRC-004 focused on Protection Systems, IRPS believes that a new 
standard should be developed specific to IBRs to ensure that any unexpected tripping ceasing of current 
injection (partial or full) is analyzed by the applicable Generator Owner and mitigated to the extent 
possible. NERC has also highlighted that many Generator Owners are not aware of these trips, and that 
the Balancing Authority or Reliability Coordinator may often identify the unexpected or unwarranted 
tripping issues. Therefore, it is important that the BA or RC have the authority to identify abnormal 
performance issues which should then initiate analysis and mitigations by the GO. To be clear, the SAR is 
not proposing that the BA or RC is responsible for identifying these events; rather, the SAR is proposing 
that the BA and RC have the ability and authority to voluntarily initiate analysis of the abnormal 
performance issues by the asset owner (i.e., the GO). It is important that the GO is accountable for 
analyzing these events, has necessary monitoring equipment installed, and cooperates with the BA/RC by 
providing operational data and analytical results. 
 
Some legacy equipment may not be able to mitigate performance issues; however, these events should 
be analyzed with root causes of misoperation identified and possible mitigating actions (or lack thereof) 
should be documented for all applicable parties.   
Purpose or Goal (How does this proposed project provide the reliability-related benefit described 
above?): 
The purpose of this proposed project is to introduce a new standard or modify the existing PRC-004 
standard3 that requires analysis and mitigation of unexpected or unwarranted protection and control 
operations from inverter-based resources following the identification of such a performance issue. This 
will ensure that IBR loss events (either through protection or control actions) such as those that have 
occurred numerous times as documented in the NERC disturbance reports are included in the types of 
events that must be analyzed and mitigated. Considerations will be given for legacy equipment; however, 
analysis and documentation of mitigation actions (where possible) should still occur. The project should 
clarify that any protections and controls within an IBR facility that causes abnormal performance of the 
facility should be included in this type of analysis.  
 
These changes will prompt analysis of IBR loss events following grid disturbances to ensure that facilities 
are operating in a reliable manner and providing essential reliability services. Mitigating actions will 
reduce unnecessary IBR tripping or controls issues that result in widespread reduction of power output 
from these facilities, and will also reduce the possibility of systemic performance issues in the future.  

                                                      
3 IRPS recommends the development of a new standard; however, this is left up to the drafting team to develop an appropriate solution. 

Commented [A1]: Bill Allen: 
Possible wording change to be more clear it doesn’t require a 
breaker tripping? 
 

Commented [A2R1]: Redline incorporated. 

Commented [A3]: Bill Allen: 
Is it viable/practical to require GO’s to install monitoring equipment 
so they are aware of such events? 
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INTERNAL 

Requested information 
Project Scope (Define the parameters of the proposed project): 
The scope of this project is to either create a new NERC reliability standard or modify an existing standard4 
that requires IBRs that respond to grid disturbances in an unexpected, unwarranted, and unreliable 
manner to identify, analyze, and mitigate performance issues that occur within the facility. This includes 
any types of protections or controls that result in abnormal performance issues within the plant, including 
abnormal performance resulting in anomalous behavior of active power output from the facility during 
events. Considerations may be needed for legacy facilities, but the root cause analysis of the abnormal 
performance and determination of any mitigating measures should be conducted. The IRPS also included 
the possibility of adding new or modifying existing NERC Glossary Terms, as the drafting team determines 
necessary, to ensure clarity in the standard. Battery energy storage resources, as generating resources, 
should also be included in the scope of this project. The SAR should be applicable to all BES inverter-based 
generating resources. 
Detailed Description (Describe the proposed deliverable(s) with sufficient detail for a drafting team to 
execute the project. If you propose a new or substantially revised Reliability Standard or definition, 
provide: (1) a technical justification5 which includes a discussion of the reliability-related benefits of 
developing a new or revised Reliability Standard or definition, and (2) a technical foundation document 
(e.g., research paper) to guide development of the Standard or definition): 
Rather than attempt to significantly modify PRC-004 and change the definition of Protection System, the 
IRPS believes the best approach is to develop a new NERC standard focused specifically on identifying, 
analyzing, and mitigating unexpected/abnormal performance issues at IBR facilities. The proposed 
standard does not intend to modify the existing Protection System definition or PRC-004 since the IRPS 
knows that this will be extremely complicated and could overcomplicate the matter. 
 
The NERC reports highlight the strong need for more proactive analysis of IBR performance issues by 
facility owners. The past few NERC disturbance reports have highlighted limited awareness and 
understanding by facility owners that abnormal performance has even occurred, and therefore 
identification of possible performance issues should be initiated by either the IBR facility owner/operator 
(i.e., the GO/GOP) or by the transmission entities with a wide-area view (i.e., the TOP, RC, or BA). 
However, the onus of analysis and development of mitigating actions should be on the asset owner to 
eliminate the possible risk of repeated abnormal performance issues. 
 
IRPS recognizes that legacy equipment may not be able to eliminate or fully mitigate performance issues 
at those facilities; however, analysis and determination of any possible mitigations should be explored 
and reported to the TOP, RC, and BA and documented by the GO/GOP. This will ensure that possible 
mitigating actions are fully explored and communicated to all necessary parties.  
 

                                                      
4 This is left up to the standard drafting team to ensure sufficient flexibility in developing an appropriate solution. IRPS recommends the 
creation of a new NERC Standard focused specifically on IBR-specific issues so as to avoid conflating these issues with conventional protection 
systems installed across transmission networks.  
5 The NERC Rules of Procedure require a technical justification for new or substantially revised Reliability Standards. Please attach pertinent 
information to this form before submittal to NERC. 
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INTERNAL 

Requested information 
IRPS believes that all BES IBR generating facilities should be applicable to this standard as these issues 
have been observed across generators of varying sizes (including numerous resources lower than the BES 
threshold). Therefore, it would not seem logical to raise the size threshold any higher than the BES 
definition for dispersed power producing resources.  
 
IRPS believes that the issues requiring analysis should include any protection or controls that result in 
abnormal or unexpected performance of the resource for any reason. While every possible abnormal 
performance issue may not be picked up by the GO, GOP, or any transmission entity, any abnormal 
performance issue identified could result in analysis and possible mitigation. Momentary cessation and 
IBR tripping for external grid faults should be included in this analysis. Delayed active power recovery 
following fault ride-through events beyond any applicable standard or mutually agreement should be 
included in this analysis. Abnormal IBR unit- or plant-level control actions should be included in this 
analysis. These are all considered unwanted, unexpected, and abnormal and should be explored for 
corrective actions. The causes of abnormal changes in power output during events (e.g., faults) should 
include any protections and controls within the IBR, the plant-level controller, and any protection systems 
within the plant.  
 
IRPS believes that the drafting team should have the flexibility to determine appropriate solutions (i.e., 
standards language) to codify these concepts in a new NERC Standard. The drafting team may want to 
explore reporting criteria that avoids unnecessary redundant reporting yet can adequately capture any 
new performance issues if/when they occur. 
 
IRPS would also like to point out that the NERC reports have highlighted that the protection/controls that 
“operate as they are programmed” does not necessarily mean correct operation as per interconnection 
requirements. When a plant trips off-line for an external fault for reasons that are not expected (or 
allowed per interconnection requirements) nor are likely modeled appropriately in planning assessments, 
these types of abnormal reductions (tripping, controls, or controller interactions) should be analyzed and 
mitigated by the GO/GOP in a timely manner. This will likely require the engagement of equipment 
manufacturers and adequate monitoring data to perform root cause analysis. 
 
Cost Impact Assessment, if known (Provide a paragraph describing the potential cost impacts associated 
with the proposed project):  
The new standard will require Generator Owners to analyze performance issues identified at their 
facilities, which may require some engineering and analytical capabilities and additional coordination with 
equipment manufacturers to determine possible mitigating measures. This type of activity is conducted 
by all transmission entities, and more commonly conducted by synchronous generator owners (due to 
the clear operation of an ac circuit breaker tripping a large amount of power with little to no automatic 
reconnection). Some additional monitoring equipment and capability may be needed at the GO facilities 
to determine root causes of abnormal performance. Due to the systemic nature of risks posed by these 
issues, the reliability benefits are expected to outweigh the costs for this effort. 
Please describe any unique characteristics of the BES facilities that may be impacted by this proposed 
standard development project (e.g., Dispersed Generation Resources): 
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INTERNAL 

Requested information 
The proposed standard project is focused specifically on identifying, analyzing, and mitigating reliability 
issues for BES inverter-based resources.  
To assist the NERC Standards Committee in appointing a drafting team with the appropriate members, 
please indicate to which Functional Entities the proposed standard(s) should apply (e.g., Transmission 
Operator, Reliability Coordinator, etc. See the most recent version of the NERC Functional Model for 
definitions): 
The Functional Entities that the proposed standard would apply to are the inverter-based resource 
Generator Owners. This standard will also give authority to the RC, TOP, or BA to initiate an analysis by a 
GO if abnormal performance issues are identified.  
 
Additional entities that may provide value to the standard drafting efforts include GOPs, RCs, BAs, TOPs, 
TPs, and PCs. 
Do you know of any consensus building activities6 in connection with this SAR?  If so, please provide any 
recommendations or findings resulting from the consensus building activity. 
This SAR was developed by the NERC IRPS, a consensus-based subcommittee of the NERC Reliability and 
Security Technical Committee (RSTC). The IRPS developed a white paper7 as a follow-up to the Odessa 
disturbance that highlighted the need for this SAR; that white paper was also approved by the RSTC.  
Are there any related standards or SARs that should be assessed for impact as a result of this proposed 
project?  If so, which standard(s) or project number(s)? 
N/A 
Are there alternatives (e.g., guidelines, white paper, alerts, etc.) that have been considered or could 
meet the objectives? If so, please list the alternatives. 
NERC disturbance reports have highlighted the need for improved analysis of systemic performance 
issues from inverter-based resources. NERC IRPS has published numerous guidelines and reports to 
support industry with recommended monitoring points, performance issues, etc. These activities have 
not addressed the risk that inverter-based resource owners are not identifying, analyzing, and mitigating 
abnormal performance issues. 

 
Reliability Principles 

Does this proposed standard development project support at least one of the following Reliability 
Principles (Reliability Interface Principles)? Please check all those that apply. 

 1. Interconnected bulk power systems shall be planned and operated in a coordinated manner 
to perform reliably under normal and abnormal conditions as defined in the NERC Standards. 

 2. The frequency and voltage of interconnected bulk power systems shall be controlled within 
defined limits through the balancing of real and reactive power supply and demand. 

 
3. Information necessary for the planning and operation of interconnected bulk power systems 

shall be made available to those entities responsible for planning and operating the systems 
reliably. 

                                                      
6 Consensus building activities are occasionally conducted by NERC and/or project review teams.  They typically are conducted to obtain 
industry inputs prior to proposing any standard development project to revise, or develop a standard or definition. 
7 https://www.nerc.com/comm/RSTC_Reliability_Guidelines/White_Paper_Odessa_Disturbance_Follow-Up.pdf 

Commented [A7]: John Stephens: 
As discussed at the September RSTC meeting, devices and issues 
will not be limited to BES generators and transmission. BES 
connected storage devices, distributed resources and controllable 
loads all have the potential to impact BES reliability through 
misoperation.  

Commented [A8R7]: Addressed with redline above. 
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https://www.nerc.com/comm/RSTC_Reliability_Guidelines/White_Paper_Odessa_Disturbance_Follow-Up.pdf
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Reliability Principles 
 4. Plans for emergency operation and system restoration of interconnected bulk power systems 

shall be developed, coordinated, maintained and implemented. 

 5. Facilities for communication, monitoring and control shall be provided, used and maintained 
for the reliability of interconnected bulk power systems. 

 6. Personnel responsible for planning and operating interconnected bulk power systems shall be 
trained, qualified, and have the responsibility and authority to implement actions. 

 7. The security of the interconnected bulk power systems shall be assessed, monitored and 
maintained on a wide area basis. 

 8. Bulk power systems shall be protected from malicious physical or cyber attacks. 
 

Market Interface Principles 
Does the proposed standard development project comply with all of the following 
Market Interface Principles? 

Enter 
(yes/no) 

1. A reliability standard shall not give any market participant an unfair competitive 
advantage. Yes 

2. A reliability standard shall neither mandate nor prohibit any specific market 
structure. Yes 

3. A reliability standard shall not preclude market solutions to achieving compliance 
with that standard. Yes 

4. A reliability standard shall not require the public disclosure of commercially 
sensitive information.  All market participants shall have equal opportunity to 
access commercially non-sensitive information that is required for compliance 
with reliability standards. 

Yes 

 
Identified Existing or Potential Regional or Interconnection Variances 

Region(s)/ 
Interconnection 

Explanation 

e.g., NPCC  
 
 

For Use by NERC Only 
 

SAR Status Tracking (Check off as appropriate). 

     Draft SAR reviewed by NERC Staff 
     Draft SAR presented to SC for acceptance 
     DRAFT SAR approved for posting by the SC 

     Final SAR endorsed by the SC 
     SAR assigned a Standards Project by NERC 
 SAR denied or proposed as Guidance 

document 
 
 
 

http://www.nerc.com/pa/Stand/Resources/Documents/Market_Principles.pdf
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3 February 22, 2019 Standards Information Staff Added instructions to submit via Help 
Desk 
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Reliability and Security 

Technical Committee Meeting 
December 6, 2022 

Reliability Guideline: Electromagnetic Transient Modeling and Simulation 

Action 
Request Action Without a Meeting For Approval to Post Reliability Guideline for Comment

Background 
When the RSTC endorsed the SAR regarding EMT modeling and studies in the FAC, MOD, and 
TPL Standards, RSTC also recommended that IRPS prioritize the development of EMT guidance 
materials to support industry in these endeavors.  

IRPS has been developing the Reliability Guideline: Electromagnetic Transient (EMT) Modeling 
and Simulation for BPS-connected resources. This guideline is intended to serve as a useful 
reference for TPs and PCs as they begin performing or coordinating EMT studies during the 
interconnection study process or during planning assessments.  The primary goal of the 
guideline is to enable TPs and PCs to obtain high-quality EMT models for BPS-connected 
inverter-based resources (IBR) so that they can perform applicable simulations when necessary 
to proactively identify and mitigate reliability risks.  The guideline can also serve as a useful 
reference for the EMT SAR development activities, and will serve as a foundation for future 
EMT modeling-related activities of the IRPS. 

Summary
IRPS is nearing completion of the draft guideline but was not prepared to meet the December 
RSTC meeting materials deadline. Therefore, IRPS would like to request authorization to 
conduct an email ballot to post for public comment once the guideline is ready in an effort to 
be agile and effective in getting this guideline out in a timely manner. Rather than waiting for 
authorization at the March 2023 RSTC meeting, IRPS would like to post as soon as ready so we 
can hopefully get the final version completed and ready for the March 2023 meeting for 
approval. 
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• Studying and derisking these is only possible with EMT models:
 Majority of grid faults are unbalanced
 Control instability and interaction with other IBRs
 Causes of IBR trip/output reduction from recent disturbance reports

o Instantaneous inverter AC overcurrent
o Instantaneous inverter AC overvoltage
o Inverter DC unbalance protection
o Unbalance current protection

• To address gaps identified in recent disturbance reports
o Models not matching facilities
o Inability to reproduce unreliable performance reported – trips, output reduction

Why EMT Guidelines?
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Reliability Guideline: EMT Modeling and Simulation - in 2 parts

Vol. 1: EMT Model Requirements and Quality Control
Enable TP, PC, GO obtain and verify high quality EMT models

- Modeling requirements
- Model quality assessment
- Screening for EMT study need: how to tell if EMT studies are needed
- Assess ride-through capability and performance
- Resourcing for EMT studies
- Different flavors of EMT models

Vol. 2: EMT Studies

- Scoping detailed EMT studies
- Building EMT study models
- Interconnection studies
- Transmission planning studies
- Material modification and model updates during interconnection study process and post COD



RELIABILITY | RESILIENCE | SECURITY5

Schedule for Vol 1 Publication

Vol 1 - Schedule

Key Dates Milestones

Dec 15, 2022 Consensus to post for public comment at IRPS monthly meeting 

Dec 16, 2022 Draft out to RSTC for review to authorize via email ballot posting for comment

Feb 2023 Incorporate comments

Mar 2023 RSTC final approval and publication
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• IRPS would like to request authorization to conduct an email 
ballot to post for public comment once the guideline is ready in 
an effort to be agile and effective in getting this guideline out in 
a timely manner.

Request for RSTC Action



RELIABILITY | RESILIENCE | SECURITY7



Agenda Item 9 
Reliability and Security Technical 

Committee Meeting 
December 6, 2022 

Technical Reference Document Load Composition Analysis 

Action 
Accept the Technical Reference Document and the retirement of the Reliability Guideline.

Background 
When the RSTC reviewed Reliability Guidelines in December2021, NERC 2020 Load Composition 
Guideline was viewed as a hybrid, meaning parts were a guideline and parts were a technical 
reference document. This guideline review is part of the RSTC Tranche 1, Guideline Evaluation. 

This Load Modeling Composition Technical Reference Document is a replacement of the NERC 
2020 Load Composition Guideline. NERC’s reliability standards were revised to require the use 
of dynamic load models in transmission planning studies. To comply with these standards, 
planners must use load models that explicitly represent the dynamic behavior of the different 
constituents of load at each load bus within their transmission planning models. The most 
important of these constituents are motor-driven and power electronics-based loads. 
Collectively, these representations are known as composite load models. In anticipation of the 
compliance date for the new standards, the NERC’s Load Modeling Task Force (LMTF), in 2019, 
initiated a field test of composite load models involving the regional reliability planning entities. 
In support of the field test, DOE and BPA researchers developed region-specific composite load 
models that could be assigned to each non-industrial and industrial load bus in the planning 
models for each of the North American interconnections. This Technical Reference Document 
provides a documentation of the development of these composite loads. 

Summary 
This Load Modeling Composition Technical Reference Document is a replacement of the NERC 
2020 Load Composition Guideline. It provides a documentation for the development of 
composite loads. 
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Synopsis 
 
In 2015, NERC’s Reliability Standards were revised to require the use of dynamic load models in transmission planning 
studies.1 To comply with the standards, planners must use load models that explicitly represent the dynamic behavior 
of the different constituents of load at each load bus within their transmission planning models. The most important 
of these constituents are motor-driven and power electronics-based loads. Collectively, these representations are 
known as composite load models (CLM).2 
 
In anticipation of the compliance date for the new standards, NERC’s Load Modeling Task Force (LMTF) initiated a 
field test of CLMs involving the regional reliability planning entities in 2019. In support of the field test, Department 
of Energy (DOE) and Bonneville Power Administration (BPA) researchers developed area-specific CLMs that could be 
assigned to each non-industrial load bus in the planning models for each of the North American Interconnections.3 
Separate models were developed for each hour of a summer peak day, a winter peak day, and a spring light-load day.  
 
This report is the technical documentation for the load composition analysis that was conducted to develop these 
non-industrial CLMs.  
 
 
  

                                                            
1 https://www.nerc.com/_layouts/15/PrintStandard.aspx?standardnumber=TPL-001-
4&title=Transmission%20System%20Planning%20Performance%20Requirements&jurisdiction=United%20States 
2 https://www.nerc.com/comm/PC/LoadModelingTaskForceDL/ 
Dynamic%20Load%20Modeling%20Tech%20Ref%202016-11-14%20-%20FINAL.PDF 
3 The industrial load bus models that were used in the field test were based on ones that had been previously developed for planners in the 
WI. 

https://www.nerc.com/_layouts/15/PrintStandard.aspx?standardnumber=TPL-001-4&title=Transmission%20System%20Planning%20Performance%20Requirements&jurisdiction=United%20States
https://www.nerc.com/_layouts/15/PrintStandard.aspx?standardnumber=TPL-001-4&title=Transmission%20System%20Planning%20Performance%20Requirements&jurisdiction=United%20States
https://www.nerc.com/comm/PC/LoadModelingTaskForceDL/Dynamic%20Load%20Modeling%20Tech%20Ref%202016-11-14%20-%20FINAL.PDF
https://www.nerc.com/comm/PC/LoadModelingTaskForceDL/Dynamic%20Load%20Modeling%20Tech%20Ref%202016-11-14%20-%20FINAL.PDF
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Introduction  
 
Transmission planning studies are conducted routinely to ensure that the bulk electric power system can be operated 
reliably under anticipated conditions. A special emphasis of these studies is to ensure continued operation following 
unexpected events, such as the unplanned loss of a large generator or transmission line. 
 
Following the 1996 blackouts on the West Coast, Transmission Planners (TP) found, among other things, that the 
models they had used to represent the behavior of loads in their studies were not accurate (see Kosterev, et al. 1999). 
They specifically found that their models did not fully capture the dynamic behavior of loads under stressed system 
conditions. This finding led TPs in the Western Interconnection (WI) to begin developing new load models that 
focused on the dynamic behavior of motors. 
 
The need for improvements in load modeling again became an issue for TPs in the 2000’s when it was observed that, 
contrary to expectations, system voltages sometimes did not recover instantaneously following normally cleared 
faults on the transmission system. Investigators determined that some faults were causing large numbers of single-
phase induction motors used in residential central air conditioners to stall and continue to depress system voltages 
locally until they shut-down. Although the phenomena had been documented in the past (see, for Willams, et al. 
1992) in the 2000’s, there was increased concern that “fault induced delayed voltage recovery” or fault-induced 
delayed voltage recovery (FIDVR) might lead to a cascading voltage collapse.  
 
Industry’s concern over this possibility led DOE to support a national initiative on the study of FIDVR. DOE and NERC 
held several workshops at which technical findings were presented and discussed.4 
 
In conjunction with these workshops and based on studies that DOE had sponsored, the TPs in the WI developed a 
new approach for modeling the dynamic behavior loads in their studies called the CLM; the distinguishing feature is 
the explicit representation of the dynamic behavior of the different constituents of load at each load bus within their 
transmission planning models. The most important of these constituents are motor-driven and power electronics-
based loads5.  
 
WECC, which is the regional reliability planning entity, began phased adoption of the CLM in 2011. The use of it is 
now an established practice for planners in the WI. WECC currently maintains libraries of CLMs that have been 
developed for each load bus within the Interconnection. These libraries are drawn upon routinely by TPs in the WI to 
conduct transmission planning studies. 
 
In 2015, NERC’s Reliability Standards were revised to require the use of the dynamic load models (i.e., the CLM) in 
transmission planning studies.6 The use of CLMs is a comparatively new practice for the majority of planners in the 
Eastern and Texas Interconnections. Currently, there are no Interconnection-wide libraries of CLMs available for 
these planners to use. 
 
In anticipation of the compliance date for the new standards, NERC’s Load Modeling Task Force (LMTF) initiated a 
field test in 2019 of CLMs that involved the regional reliability planning entities in the Eastern and Texas 
Interconnections. In support of the field test, DOE and BPA researchers developed area-specific CLMs that could be 
assigned to each non-industrial load bus in the planning models for the two Interconnections.7 Separate models were 
developed for each hour of a summer peak day, a winter peak day, and a spring light-load day.  

                                                            
4 https://certs.lbl.gov/initiatives/fidvr/ 
5 Report (Reliability Guideline Developing Load Model Composition Data 2017) 
6 https://www.nerc.com/_layouts/15/PrintStandard.aspx?standardnumber=TPL-001-
4&title=Transmission%20System%20Planning%20Performance%20Requirements&jurisdiction=United%20States 
7 The industrial load bus models that were used in the field test were based on ones that had been previously developed for planners in the 
WI. These models were reviewed and updated as appropriate for use in the Eastern and Texas Interconnections through a separate analysis. 

https://certs.lbl.gov/initiatives/fidvr/
https://www.nerc.com/comm/RSTC_Reliability_Guidelines/Reliability_Guideline_-_Load_Model_Composition_-_2017-02-28.pdf
https://www.nerc.com/_layouts/15/PrintStandard.aspx?standardnumber=TPL-001-4&title=Transmission%20System%20Planning%20Performance%20Requirements&jurisdiction=United%20States
https://www.nerc.com/_layouts/15/PrintStandard.aspx?standardnumber=TPL-001-4&title=Transmission%20System%20Planning%20Performance%20Requirements&jurisdiction=United%20States
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This report is the technical documentation for the load composition analysis that was conducted to develop these 
non-industrial CLMs. It is an application of methods that have been outlined previously by NERC8. 
 
This report is organized in four chapters following this introduction. Chapter 1: describes the role of load composition 
analysis in supporting the development of CMLs. Chapter 2: provides additional background on the CLMs and the 
analysis issues that must be addressed in developing these models for the Eastern and Texas Interconnections. 
Chapter 3: describes and provides documentation on each of the four main steps involved in the load composition 
analysis process that was used to develop CLMs for the field test. Appendix B: Weather Data documents the mapping 
of information used in the analysis across the various data sources. 
 

  

                                                            
8 Report (NERC Load Composition Guideline 2017) 

https://www.nerc.com/comm/RSTC_Reliability_Guidelines/Reliability_Guideline_-_Load_Model_Composition_-_2017-02-28.pdf
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Chapter 1: The Role of Load Composition Analysis in Supporting 
the Development of Composite Load Models  
 
Transmission planning studies are conducted with positive-sequence models that simulate the dynamic behavior of 
the electric power system under stressed conditions. The positive-sequence models are, in turn, supported by (or 
comprised of) a large number of individual models that represent the dynamic behaviors of each generator and each 
load. Each load is represented through use of a CLM. 
 
A CLM is a portfolio comprised of seven distinct types of load behaviors.9 A separate CLM is specified for each load 
bus (or feeder) within the transmission system at which load is withdrawn (or served). Therefore, developing CLMs 
involves specifying the relative proportions of each of the seven different types of load behaviors so that they are 
reflective of all loads served at each feeder collectively. 
 
For feeders at which a single (or group of similar) industrial customer(s) is served, there is already a large library of 
industry-specific CLMs that were developed for planners in the WI. These can be readily transferred and used to 
represent industrial feeders in the Eastern and Texas Interconnections. 
 
However, the vast majority of feeders in all Interconnections serve non-industrial loads; developing CLMs for them 
requires new methods because these loads can differ considerably from those in the WI. One important difference is 
climatic conditions that affect the magnitude of weather-sensitive loads, such as air conditioning (or space cooling) 
and space heating. Another important difference is electrification, which affects the magnitude of space heating, 
water heating, and cooking loads. 
 
Despite these differences, there are also important similarities among non-industrial loads in all of the 
Interconnections that facilitate the development of CLMs. First, they are comprised mainly of either residential or 
commercial buildings. Second, for any given type of residential or commercial building, there are many similarities in 
the systems each relies on to provide space cooling, space heating, water heating, cooking, lighting, refrigeration, 
etc. 
 
Both these differences and similarities in residential and commercial buildings’ uses of electricity have been studied 
systematically. In particular, forty years of demand-side management planning by utilities has led to the availability 
of a great deal of information on the uses of electricity in residential and commercial sectors. Much is now known 
about the variability (or sensitivity) of end-use loads on an hourly basis under different climatic conditions, such as 
space cooling and space heating. Similarly, much is also known about the degree or extent of electrification of certain 
end uses (space heating, water heating, and cooking) in different areas of North America.  
 
The industry draws from this base of information in order to develop CLMs for non-industrial feeders across North 
America through a process termed “load composition analysis.” 
 
 
 
 

                                                            
9 For descriptions of the seven types of load behaviors, see:  
https://www.nerc.com/comm/PC/LoadModelingTaskForceDL/Dynamic%20Load%20Modeling%20Tech%20Ref%202016-11-14%20-
%20FINAL.PDF   

https://www.nerc.com/comm/PC/LoadModelingTaskForceDL/Dynamic%20Load%20Modeling%20Tech%20Ref%202016-11-14%20-%20FINAL.PDF
https://www.nerc.com/comm/PC/LoadModelingTaskForceDL/Dynamic%20Load%20Modeling%20Tech%20Ref%202016-11-14%20-%20FINAL.PDF
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Chapter 2: Overview of the DOE/BPA Load Composition Analysis 
Process 
 
The objective of DOE/BPA load composition analysis is to develop CLMs that are reflective of composition of loads in 
each of the areas of the Eastern and Texas Interconnections. Separate models are developed for each hour of a 
summer peak day, a winter peak day, and a spring light load day. In the end, these models are developed for four 
types of feeders in 96 cities across North America. These 96 cities are selected due to their representation of climate 
zones and are referred to as weather cities in Appendix B: Weather Data for the purpose of developing the feeder 
load composition. 
 
Four Steps 
The load composition analysis process consists of four steps. See Figure 2.1. 
 

Step 1 involves the compilation and analysis of publicly available information on the uses of (or end uses for) 
electricity in the residential and commercial sector.  
 
Step 2 involves compilation and application of area-specific information on weather as well as on the 
discretionary uses of electricity (i.e., for space heating, water heating, cooking) to develop area-specific 
hourly loads for each building and end use. 
 
Step 3 involves mapping the area-specific hourly loads by building type and end use to the seven CLM load 
types. 
 
Step 4 involves the preparation of representative feeder models for each target area. 

 

 
Figure 2.1: Load Composition Analysis Process 
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The basic unit of analysis is a building type and the electric end uses within that building type. For the residential 
sector, a single representative building type comprised of 13 end uses was used. For the commercial sector, 11 
representative building types each comprised of 12 end uses were used. See Table 2.1. 
 

Table 2.1: Building Types and End Uses 
 
 
 

 

Building Category Building Type End Use 

Residential 
Single Family 

Heating – resistance 

Heating – heat pump 

Cooling 

Hot Water 

Oven 

Refrigeration 

Freezer 

Lighting 

Entertainment 

Computer 

Washer 

Dryer 

Plugs 

Other 

Commercial 

Large Office 

Small Office 

Retail 

Grocery 

Restaurant 

Lodging 

Health 

School 

Warehouse 

R f i d W h  

 

Heating 

Cooling 

Ventilation 

Water Heating 

Cooking 

Refrigeration 

Exterior Lighting 

Interior Lighting 

Office Equipment 

Miscellaneous 

Process 

Motors 

Air Compressor 

 
Step 1: Compilation and Analysis of Publicly Available Data 
The objective of Step 1 is to process and transform hourly metered information collected in one area of North America 
into a form that can be re-expressed or extrapolated to be representative of conditions in other areas of North 
America.  
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These methods require several assumptions: First, assume that size differences among buildings of a given type can 
be accounted for by first normalizing end-use load information collected from a group of building in one area by floor 
area and then later by multiplying the normalized values by the floor area of a different group of like buildings in 
another area (Step 1a, below). Second, assume that non-weather sensitive loads are common to all buildings of a 
given type across all areas (Step 1b, below). Third, assume that weather sensitive loads recorded in one area can be 
used to project weather sensitive loads in another area through the use of statistical correlations (called hourly 
weather sensitivity factors) that express hourly loads as a function of hourly measures of weather (Steps 1c, later in 
this step). 
 
The outputs from Step 1 are normalized for each building type, hourly non-weather sensitive loads, and hourly 
weather sensitivity factors for both heating and cooling. 
 
The load composition analysis process is based on end-use load information that has been collected for samples of 
hourly metered residential and commercial buildings. The information for residential buildings was collected by the 
North Energy Efficiency Alliance through the Residential Building Stock Assessment (RBSA) project in 2013–201410.. 
The RBSA project characterized the existing residential building stock in the Northwest based on data from a 
representative sample of homes. Within the RBSA project, the RBSA whole-house metering study covered most 
energy end uses in 101 homes in the Pacific Northwest. The information from the RBSA project was augmented by 
historic supervisory control and data acquisition (SCADA) information collected by BPA for a predominantly 
residential feeder near Vancouver, Washington, from 2015–2017.  
 
The information for commercial buildings was developed by the California Energy Commission through the California 
Commercial End-Use Survey (CEUS) project in 200211. CEUS was a comprehensive study of commercial sector energy 
use that was primarily designed to support the state’s energy demand forecasting activities. A stratified random 
sample of 2,800 commercial facilities was targeted from the service areas of Pacific Gas & Electric, San Diego Gas and 
Electric, Southern California Edison, Southern California Gas Company, and the Sacramento Municipal Utility District. 
Simulated energy use for each survey participant was calibrated to actual historical energy consumption from utility 
billing records. The software created end-use load profiles and electricity and natural gas consumption estimates by 
end-use for user-defined commercial market segments. 
 
Table 2.2 and Table 2.3 show the number and total floor area for each end use of residential homes and the total 
floor area of the commercial buildings whose metered or calibrated load shape information was used in the load 
composition analysis, respectively. 
 

Table 2.2: Residential End-Use Metered Data from the Residential Stock Building 
Assessment 

End Use Homes Metered Total Square Footage Metered 
Computer 73 158,351 
Dryer 85 180,009 
Entertainment 83 178,212 
Freezer 39 801,38 

                                                            
10 http://ecotope.com/project/residential-building-stock-assessment-metering-rbsam/ 

 
11 Itron, Inc. 2006. California Commercial End-Use Survey. CEC-400-2006-005. Prepared for California Energy 

Commission. March. https://ww2.energy.ca.gov/2006publications/CEC-400-2006-005/CEC-400-2006-
005.PDF 

 

http://ecotope.com/project/residential-building-stock-assessment-metering-rbsam/
https://ww2.energy.ca.gov/2006publications/CEC-400-2006-005/CEC-400-2006-005.PDF
https://ww2.energy.ca.gov/2006publications/CEC-400-2006-005/CEC-400-2006-005.PDF
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Table 2.2: Residential End-Use Metered Data from the Residential Stock Building 
Assessment 

End Use Homes Metered Total Square Footage Metered 
Hot Water 47 917,12 
Lighting 86 188,275 
Other 33 77,155 
Oven 56 111,877 
Plugs 90 195,081 
Refrigerator 89 193,885 
Washer 83 184,895 

 

Table 2.3: Total Floor Area of Commercial Buildings in the California Commercial End-Use 
Survey That Were Used to Develop End-Use Load Shapes 

 End Use College Grocery Health 
Large 
Office 

Lodging Misc. 
Refrig. 

Warehouse 
Restaurant Retail School 

Small 
Office 

Warehouse Total 

Heating 4,871 1,511 9,038 9,374 36,341 14,093 335 1,148 15,169 16,641 6,408 1,703 116,632 

Cooling 11,185 4,307 10,065 9,392 40,383 31,561 336 5,375 35,346 19,174 15,105 1,891 184,120 

Ventilation 11,732 4,585 10,069 9,392 40,573 33,871 339 5,375 36,247 19,678 15,105 1,891 188,857 

Water Heating 3,277 2,205 367 1,907 16,638 19,437 2,722 484 34,102 13,269 13,322 9,514 117,244 

Cooking 11,497 5,313 11,169 9,691 42,848 35,657 2,722 6,132 33,446 20,005 15,611 4,136 198,227 

Refrigeration 11,968 5,582 11,169 9,691 42,848 37,968 2,722 6,132 39,535 20,005 18,175 7,941 213,736 

Exterior Lighting 11,968 4,032 10,468 9,691 41,652 37,175 2,722 2,455 39,718 20,005 15,810 7,941 203,637 

Interior Lighting 11,968 5,582 11,169 9,691 42,848 39,342 2,722 6,132 44,597 20,005 18,469 15,307 227,832 

Office Equipment 11,968 5,582 11,169 8,648 42,848 38,989 2,722 6,132 44,066 20,005 18,449 14,432 225,010 

Miscellaneous 10,402 5,582 10,468 9,691 40,017 39,114 2,635 5,877 38,962 19,649 16,904 14,848 214,149 

Process 0 0 731 0 375 2,288 0 0 3,373 0 516 0 7,283 

Motors 9,786 3,604 6,350 5,991 37,604 24,461 2,722 1,950 15,442 10,327 4,951 2,588 125,776 

Air Compressors 10,908 0 7,086 3,232 14,832 13,282 416 0 10,597 3,274 2,586 4,058 70,271 

Segment Total 11,968 5,582 11,169 9,691 42,848 39,342 2,722 6,132 44,597 20,005 18,469 15,307 227,832 

 
Step 1a: Normalization of Load Information Using Building Floor Area 
For each building type, all hourly load information was first normalized by the floor area of the buildings from which 
the loads were collected. This was accomplished by summing the loads from all of the buildings of a given type 
separately for each end use and for each hour and then dividing each by the total floor area of the buildings from 
which loads had been metered. 
 
Step 1b: Development of Non-weather-sensitive Hourly Loads by Season 
Non-weather-sensitive load shapes were developed by averaging the normalized loads for each hour across all 
weekdays in each season (also excluding holidays) separately for each non-weather-sensitive end use. 
 
For the residential building analysis, summer hourly load shapes were developed from loads metered during the 
months of June through September. Winter hourly loads were developed from loads metered during the months of 
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December through February. Spring hourly loads were developed from loads metered during the months of April and 
May. 
 
For the commercial building analysis, summer hourly load shapes were developed from loads metered during the 
months of July through September. Winter hourly loads were developed from loads metered during the months of 
December through February. Spring hourly loads were developed from loads metered during the months of March 
through May.12 
Step 1c: Development of Hourly Weather Sensitivity Factors 
Hourly weather sensitivity factors were developed by statistically correlating hourly weather-sensitive loads to hourly 
measures of weather. A separate sensitivity factor was developed for each hour of the day. Hourly cooling and heating 
sensitivity factors were developed with hourly load and weather information from weekdays (excluding holidays) 
during the same summer and winter months used to develop non-weather sensitive loads. 
 
The hourly measure of weather is based on a well-established metric called the heat index [National Weather Service 
2020]. Equation 1 computes the non-linear combination of both dry bulb temperature and relative humidity. 
 

Equation 1: 
  

HI = -42.379 + 2.04901523*T + 10.14333127*RH - .22475541*T*RH - .00683783*T*T -.05481717*RH*RH + 
.00122874*T*T*RH + .00085282*T*RH*RH 

 – .00000199*T*T*RH*RH13  
 

HI – heat index; T – temperature (F);14 RH – relative humidity (%) 
 
To account for the effects of thermal lag, which is a form of heat storage in the physical mass of buildings, a weighted 
version of heat index is used in the past two hourly values of index are combined with the current hourly value. 
 

Equation 2: 

HIadj = (0.6 * HIt) + (0.3 * HIt-1) + (0.1 * HIt-2) 
 
The correlation between the hourly weighted heat index and hourly cooling or heating load is estimated by using a 
simple linear regression. The regression yields both a constant (or intercept term) and coefficient that depends on 
the hourly weighted heat index value. The constant and coefficient, taken together, are the hourly weather sensitivity 
factor. 
 
Hourly weather sensitivity factors for residential cooling and heating were developed with SCADA data collected by 
BPA from a predominantly residential feeder in Vancouver, Washington, in a four-step process: First, hourly SCADA 
data from a time of the year when little or no cooling or heating was expected was used to develop an hourly non-
weather sensitive feeder load (a “mild day” load). Second, this load was subtracted from hourly feeder loads on 

                                                            
12 The months from which spring hourly loads were developed differ between residential and commercial buildings because of the climates in 
which the original load shapes were developed or monitored. Spring in the Pacific Northwest, which was the source of load information for 
residential buildings, is generally concentrated in the months of April and May. Spring in California, the source of load information for 
commercial buildings, is generally concentrated in the months of March, April, and May.    
13 Note that this version of the equation applies only when the temperature is greater than 80 degrees F, and also when both the temperature 
is greater than 112 degrees F and the relative humidity is greater than 13%. For the equations that apply to other ranges of temperatures and 
relative humidity, see the following website: https://www.wpc.ncep.noaa.gov/html/heatindex_equation.shtml.  
14 Note that hourly Canadian weather, which is recorded in Centigrade, is first converted to Fahrenheit before applying this equation.   

https://www.wpc.ncep.noaa.gov/html/heatindex_equation.shtml
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selected days during the summer and winter months. See Figure 2.2 for an illustration of the steps involved in 
applying this process to estimate summer cooling loads. Third, the resultant hourly summer cooling and winter 
heating feeder loads were normalized by an estimate of the total floor area of residences in the feeder.15 Fourth, the 
hourly weighted heat index on these summer and winter days were regressed against the normalized summer cooling 
and winter heating loads, respectively. 
 

 
Figure 2.1: Substation Loads Used to Estimate Residential Cooling Loads (left); Estimated 

Residential Cooling Load (right) 
 
The hourly weather sensitivity factors for commercial building cooling and heating were developed by applying the 
same regression-based approach to the aggregated and normalized CEUS commercial buildings by type. The 
regressions relied on the hourly weighted heat indices and the hourly weekday loads drawn from the same months 
used to develop the non-weather sensitive loads for these building types, excluding holidays.  
 
Figure 2.3 presents examples of this analysis process for cooling loads in grocery stores for two different hours (4:00 
a.m. and 4:00 p.m.). Both charts displays the hourly normalized cooling loads that were measured along with the 
regression line that best correlates these loads with the weighted hourly heat index values. 
 

 
Figure 2.2: Cooling Load Versus Heat Index for Grocery at 4 AM (left); Cooling Load Versus 

Heat Index for Grocery at 4 PM (right) 
 
Step 2: Compilation and Application of Area-specific Information 
The outputs from Step 1 are hourly weather sensitivity factors for both cooling and heating as well as seasonal, 
normalized, and hourly non-weather sensitive loads for each building type. Step 2 applies area-specific information 
on hourly weather and on the discretionary use of electricity for space cooling, space heating, water heating, and 
cooking to adjust these outputs to develop area-specific hourly loads for all buildings and end uses. 

                                                            
15 The total floor area of the residences in the feeder was estimated by dividing the mild day load by the normalized non-weather sensitive 
loads estimated in Step 1b. 
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Step 2 involves identifying weather stations and developing representative hourly weather information for each area 
and then applying this information to the weather sensitivity factors to estimate hourly weather-sensitive loads (Step 
2a). It then involves developing information on the extent to which electricity is used for space cooling, space heating, 
water heating, and cooking in each area and then using this information to adjust the hourly load shapes for each of 
these end uses (Step 2b).  
 
The outputs from Step 2 are an area-specific and normalized set of hourly loads for a summer peak day, winter peak 
day, and spring light load day for each building type and for these end uses alone. Step 2 does not involve adjustments 
to any of the remaining end uses (i.e., those other than space cooling, space heating, water heating, and cooking). 
These remaining hourly normalized load shapes are simply passed directly from Step 1 on to Step 3. 
 
Step 2a: Estimation of Area-specific Hourly Weather-sensit ive Loads 
The estimation of area-specific hourly weather-sensitive loads involves three intermediate steps: First, representative 
weather cities were identified by TPs in each of the areas. Second, 20 years of historic weather information was 
reviewed and 24-hour heat index profiles were developed to be representative of summer peak day, winter peak 
day, and spring light load day conditions separately for each of weather cities. Third the hourly profiles for each 
weather city were applied to the weather sensitivity factors to produce unique hourly weather-sensitive loads for 
both cooling and heating that were also specific to each weather city. 
 
Leadership of the NERC LMTF met with representatives of each of the NERC regional reliability planning entities to 
identify cities (airports) whose weather would be best reflective of conditions across each area. A total of 96 weather 
cities were identified through this process. See Figure 2.4 and also the Appendix B: Weather Data 
 
For each weather city, 20 years of historic hourly weather information (from 1999–2018) was assembled from the 
National Centers for Environmental Information and Government of Canada Historical Climate Data [NCEI 2020, 
Government of Canada 2020], and the heat index was calculated for each hour. The identification of hourly weather 
for a representative summary peak, winter peak, and spring light load day is based on selecting the day from this 
historical record based on the following criteria. 
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Figure 2.3: North American Weather Cities Used in Load Composition Analysis 

 
For the summer peak day, the criteria were that the day had to be drawn from the months of July and August and 
that the highest daily hourly heat index value had to correspond to the 90th percentile across all highest daily hourly 
heat index values recorded over the 20-year record. For the winter peak day, the criteria were that the day had to be 
drawn from the period between December 15 and February 15 and that the lowest daily hourly heat index value had 
to correspond to the 90th percentile across all lowest daily hourly heat index values recorded over the 20-year record. 
See Figure 2.5. 
 

 
Figure 2.4: Identification of Summer Peak Day—example (left); Identification of Winter Peak 

Day—example (right) 
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For the spring light load day, the criteria were that the day had to be drawn from the months of April and May and 
that the highest daily hourly heat index value had to be between 68 and 72 degrees F. 
 
The 24-hour heat index values for the summer peak, winter peak, and spring light load day are lagged (see Equation 
2)above  and then combined with the weather sensitivity factors to yield 24 normalized hourly cooling and heating 
loads for each building type. 
 
Step 2b: Estimation of Area-specific Hourly Loads for Discretionary Electricity End Uses 
The estimation of area-specific hourly loads for space cooling, space heating, water heating, and cooking involves 
scaling the normalized hourly loads for these end uses by electrification factors that reflect the extent to which 
electricity is used for these end uses in each area.  
 
The electrification factors for the weather cities in the United States were taken from survey research conducted by 
the U.S. Energy Information Administration (EIA). The surveys relied on a statistically-based sampling procedure that 
produces electrification factors that are representative of each building type for each of nine census areas in the 
United States. See Figure 2.6. 
 

 
Figure 2.5: U.S. Census Areas 

 
The residential electrification factors were taken from the EIA Residential Energy Consumption Survey, U.S. EIA 2015. 
The Residential Energy Consumption Survey is a periodic study that provides detailed information about energy usage 
in U.S. residential homes. For the 2015 survey, which is the basis for the residential electrification factors, 
approximately 5,700 surveys were conducted. See Table 2.4. Note that the electrification factor for cooking is applied 
to the residential non-weather sensitive load shape for oven. 
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Table 2.4: Electrification Factors—U.S. Residential Homes 

Area 
Heat 
Pump 

Other Electric 
Heat 

Cooling 
Water 

Heating 
Cooking 

New England 3% 10% 75% 36% 59% 
Middle Atlantic 3% 11% 88% 31% 43% 
East North Central 3% 17% 92% 34% 57% 
West North Central 4% 18% 92% 40% 75% 
South Atlantic 24% 32% 95% 72% 78% 
East South Central 24% 39% 93% 76% 75% 
West South Central 8% 45% 95% 58% 71% 
Mountain 8% 19% 78% 31% 67% 
Pacific 7% 25% 66% 32% 53% 

 
The commercial electrification factors were taken from the Commercial Building Energy Consumption Survey, U.S. 
Energy Information Administration (EIA) 2012. The Commercial Building Energy Consumption Survey is a national 
sample survey that collects information on the stock of U.S. commercial buildings, including their energy-related 
building characteristics and energy usage data (consumption and expenditures). For the 2012 survey, which is the 
basis for the commercial electrification factors, approximately 6,700 surveys were conducted. See Table 2.5. 
 

Table 2.5: Electrification Factors—U.S. Commercial Buildings 

Area 
Heat 
Pump 

Other Electric 
Heat 

Cooling 
Water 

Heating 
Cooking 

New England 9% 2% 77% 45% 27% 
Middle Atlantic 9% 6% 89% 41% 31% 
East North Central 5% 8% 90% 39% 33% 
West North Central 7% 14% 87% 49% 32% 
South Atlantic 27% 20% 91% 62% 30% 
East South Central 17% 23% 88% 59% 31% 
West South Central 10% 30% 81% 47% 25% 
Mountain 10% 13% 84% 40% 31% 
Pacific 15% 21% 88% 51% 22% 

 
The electrification factors for the weather cities in Canada were provided by Canadian members of the Northeast 
Power Coordinating Council. See Table 2.6 and Table 2.7. 
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Table 2.6: Electrification Factors – Canadian Residential 
City Heating Cooling Water Heating Cooking 

Fredericton 67% 58% 93% 97% 
Halifax 56% 48% 50% 95% 
Ottawa 28% 88% 23% 86% 
Quebec City 77% 42% 88% 92% 
Thunder Bay 26% 88% 51% 81% 
Sudbury 15% 88% 21% 85% 
Montreal 77% 42% 88% 92% 
Rouyn Noranda 77% 42% 88% 92% 
Toronto 15% 88% 21% 85% 
SeptIles 77% 42% 88% 92% 
Calgary 8% 77% 13% 96% 

 
Table 2.7: Electrification Factors–Canadian Commercial 

City Heating Cooling Water Heating Cooking 
Fredericton 78% 56% 71% 0% 
Halifax 51% 63% 57% 19% 
Ottawa 17% 89% 89% 52% 
Quebec City 62% 84% 82% 63% 
Thunder Bay 19% 90% 25% 47% 
Sudbury 12% 89% 23% 50% 
Montreal 62% 84% 82% 63% 
Rouyn Noranda 62% 84% 82% 63% 
Toronto 12% 89% 23% 50% 
SeptIles 62% 84% 82% 63% 
Calgary 8% 77% 13% 96% 

 
Step 3: Mapping End Uses to the Composite Load Model 
Step 3 involves mapping (by building type) the seasonal, normalized, hourly end-use loads to the seven CLM load 
types used in transmission planning modeling studies.  
 
The outputs from Step 3 are, for each building type, an area-specific, normalized, set of hourly loads each of the seven 
CLM load types for a summer peak day, winter peak day, and spring light load day. 
 
The mapping is embodied in a series of “look-up” tables—one for each building type—that are known collectively as 
the Rules of Association. The original Rules of Association were developed by TPs and industry experts in the WI. In 
2019, aspects of the Rules of Association were updated by information from a recently completed DOE assessment 
of motor systems in the commercial and industrial sectors16.   
 

                                                            
16 Rao, P., P. Sheaffer, P. Scheihing. 2019. “Method for Assessing the U.S. Industrial and Commercial Motor 

Systems Markets.” ACEEE 2019 Industry Summer Study on Energy Efficiency. Portland, OR. August 12-
14. https://www.aceee.org/2019-industry-summer-study  

 

https://www.aceee.org/2019-industry-summer-study
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The DOE Motor System Market Assessment project was a field assessment of the current stock, electricity 
consumption, and cost-effective energy savings opportunity for motor systems in U.S. commercial buildings and 
industrial facilities. The assessment involved field surveys of over 300 industrial and 150 commercial facilities across 
the United States. The assessment documents the increased reliance on variable speed drives for many fan and 
pumping motors in the commercial sector (compared to what was indicated in the original Rules of Association). 
 
Table 2.8 through Table 2.11 present the updated Rules of Association used in the load composition analysis for all 
commercial, large office, lodging, and residential buildings, respectively. 

Table 2.8: Rules of Association for Commercial Buildings Except Large Offices and Lodging 
 Heating Cooling Vent Waterheat Cooking Refrig Ext. 

Light 
Int. 

Light 
Office 
Equip Misc Process Motors AirComp 

MotorA 0 0.65 0 0 0 0.8 0 0 0 0 0 0 1 

MotorB 0 0.05 0.7 0 0 0.1 0 0 0 0 0.3 1 0 

MotorC 0 0.1 0 0 0 0.1 0 0 0 0 0 0 0 

MotorD 0 0 0 0 0 0 0 0 9 0 0 0 0 

PWREL 0 0.2 0.3 0 0 0 0 0 1 0 0.3 0 0 

CONST-R 1 0 0 1 1 0 0 0 0 1 0.4 0 0 

Cost-1 0 0 0 0 0 0 1 1 0 0 0 0 0 

 
Table 2.9: Rules of Association for Large Office 

 Heating Cooling Vent Waterheat Cooking Refrig Ext. 
Light 

Int. 
Light 

Office 
Equip Misc Process Motors AirComp 

MotorA 0 0 0 0 0 0.8 0 0 0 0 0 0 1 

MotorB 0 0.6 0.5 0 0 0.1 0 0 0 0 0 1 0 

MotorC 0 0.15 0 0 0 0.1 0 0 0 0 0 0 0 

MotorD 0 0 0 0 0 0 0 0 9 0 0 0 0 

PWREL 0 0.25 0.5 0 0 0 0 0 1 0 1 0 0 

CONST-R 1 0 0 1 1 0 0 0 0 1 0 0 0 

Cost-1 0 0 0 0 0 0 1 1 0 0 0 0 0 

 
Table 2.10: Rules of Association for Lodging 

 Heating Cooling Vent Waterheat Cooking Refrig Ext. 
Light 

Int. 
Light 

Office 
Equip Misc Process Motors AirComp 

MotorA 0 0.35 0 0 0 0 0 0 0 0 0 0 1 

MotorB 0 0.15 0.9 0 0 0 0 0 0 0 0.3 1 0 

MotorC 0 0.1 0 0 0 0 0 0 0 0 0 0 0 

MotorD 0 0.35 0 0 0 1 0 0 0 0 0 0 0 

PWREL 0 0.05 0.1 0 0 0 0 0 1 0 0.3 0 0 

CONST-R 1 0 0 1 1 0 0 0 0 1 0.4 0 0 

 
Table 2.11: Rules of Association for Residential Buildings 

 Heating Cooling Vent Waterheat Cooking Refrig Ext. 
Light 

Int. 
Light 

Office 
Equip Misc Process Motors AirComp 

MotorA 0 0 0 0 0 0 0 0 0 0 0 0 0 

MotorB 0 0.1 0 0 0 0 0 0 0 0 0.1 0 0 

MotorC 0 0.1 0 0.4 0 0 0 0 0 0 0 0 1 

MotorD 0.1 0.8 0 0 0 1 0 0 0 0 0 1 0 

PWREL 0 0 1 0 0 0 0 0 0.5 0 0.1 0 0 
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CONST-R 0.9 0 0 0.6 1 0 1 1 0.5 1 0.8 0 0 

Cost-1 0 0 0 0 0 0 0 0 0 0 0 0 0 

 
 

Step 4: Developing Area-specific Feeder Models 
Step 4 involves developing area-specific feeder models that are representative of different “economic” activities that 
are used to distinguish non-industrial feeders from one another.  
 
The outputs from Step 4 are CLMs for feeders for 96 area-specific sets of hourly loads for a summer peak day, a winter 
peak day, and a spring light load day.  
 
Four distinct feeder models were developed. Each feeder model is comprised of a floor-area weighted combination 
of the normalized hourly loads for different combinations of building types. 
 
The first feeder model, RES, is representative of a feeder serving loads in a suburban area. This model is comprised 
largely of residential buildings. However, it also contains a variety of low-rise non-residential buildings (e.g., small 
office, retail, grocery, restaurants, schools, hospitals). See Table 2.12. 
 

Table 2.12: Composition of Suburban or RES Feeder 
Building Type Number Avg. SqFt/Building Total SqFt % 
Residential Home 4,000 1,500 6,000,000 81.2% 
College 0 500,000 0 0.0% 
Grocery 2 45,000 90,000 1.2% 
Health 4 10,000 40,000 0.5% 
Large Office 0 700,000 0 0.0% 
Lodging 0 50,000 0 0.0% 
Miscellaneous 1 10,000 10,000 0.1% 
Refrigerated Warehouse 0 50,000 0 0.0% 
Restaurant 20 5,000 100,000 1.4% 
Retail 30 20,000 600,000 8.1% 
School 4 100,000 400,000 5.4% 
Small Office 0 50,000 0 0.0% 
Warehouse 3 50,000 150,000 2.0% 

 
The second feeder model, COM, is representative of a feeder serving loads in a downtown urban area. This model 
features, uniquely among the four feeder models, large high-rise offices, which feature central high voltage 
alternating current plants. In contrast to low-rise buildings, which rely on composite load motor Type A for cooling, 
high-rise buildings rely on composite motor Type B for cooling. See Table 2.13. 
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Table 2.1: Composition of Downtown Urban or COM Feeder 
  

Building Type Number SqFt/Building Total SqFt % 
Residental Home 0 1,500 0 0.0% 
College 0 500,000 0 0.0% 
Grocery 2 45,000 90,000 1.5% 
Health 4 10,000 40,000 0.6% 
Large Office 6 700,000 4200,000 68.1% 
Lodging 20 50,000 1000,000 16.2% 
Miscellaneous 1 10,000 10,000 0.2% 
Refrigerated Warehouse 0 50,000 0 0.0% 
Restaurant 25 5,000 125,000 2.0% 
Retail 30 20,000 600,000 9.7% 
School 0 100,000 0 0.0% 
Small Office 2 50,000 100,000 1.6% 
Warehouse 0 50,000 0 0.0% 

 

The third feeder model, MIX, is a hybrid that combines as aspects of both the RES and COM feeder models. It is 
representative of feeders serving transition zones between largely residential suburban areas and dense high-rise 
urban areas. It contains fewer residential buildings than RES but does not contain large offices, which are prominent 
in COM. See Table 2.14. 

Table 2.14: Composition of Hybrid or MIX Feeder  
Building Type Number SqFt/Building Total SqFt % 
Res. Home 2,000 1,500 3,000,000 49.9% 
College 0 500,000 0 0.0% 
Grocery 3 45,000 135,000 2.2% 
Health 6 10,000 60,000 1.0% 
Large Office 0 700,000 0 0.0% 
Lodging 6 50,000 300,000 5.0% 
Miscellaneous 2 10,000 20,000 0.3% 
Refrigerated Warehouse 2 50,000 100,000 1.7% 
Restaurant 40 5,000 200,000 3.3% 
Retail 40 20,000 800,000 13.3% 
School 4 100,000 400,000 6.7% 
Small Office 12 50,000 600,000 10.0% 
Warehouse 8 50,000 400,000 6.7% 

The fourth feeder model, RUR, is representative of feeders serving rural areas. Like RES, it contains a significant 
amount of residential buildings. But, it differs from RES in the variety and proportions of non-residential buildings. 
See Table 2.15. 
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Table 2.15: Composition of Rural or RUR Feeder 
Building Type Number SqFt/Building Total SqFt % 
Res. Home 400 1,500 600,000 43.5% 
College 0 500,000 0 0.0% 
Grocery 1 45,000 45,000 3.3% 
Health 0 10,000 0 0.0% 
Large Office 0 700,000 0 0.0% 
Lodging 1 50,000 50,000 3.6% 
Miscellaneous 0 10,000 0 0.0% 
Refrigerated Warehouse 0 50,000 0 0.0% 
Restaurant 5 5,000 25,000 1.8% 
Retail 3 20,000 60,000 4.3% 
School 1 100,000 100,000 7.2% 
Small Office 0 2,000 0 0.0% 
Warehouse 10 50,000 500,000 36.2% 
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Chapter 3: Representative Outcomes from the Load Composition 
Analysis 
 
The outputs from the load composition analysis are CLMs for four sets of feeders for 96 area-specific sets of hourly 
loads for a summer peak day, a winter peak day, and a spring light load day. Figure 3.1 shows how the hourly loads 
vary over the hours of the summer peak day for the RES and MIX feeder models for a single area/weather-city 
(Atlanta). Figure 3.2 shows how the CLM proportions vary at the time of summer peak demand for these same four 
feeders. 
 

 
Figure 3.1: Summer Peak Day, Atlanta—RES Feeder (left); Summer Peak Day, Atlanta—MIX 

Feeder (right) 
 
 

 
Figure 3.2: Summer Peak Hour (4 pm), Atlanta—RES Feeder (left); Summer Peak Hour (4 

pm), Atlanta—MIX Feeder (right) 
 
Figure 3.3 shows how the hourly loads vary over the hours of the summer peak, winter peak, and spring light load 
day for the MIX feeder model in a different area/weather-city (Toronto). Figure 3.4 shows how the CLM proportions 
vary at the time of peak demand for these three seasons. 
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Figure 3.3: MIX Feeder, Toronto, Summer Peak Day (top left); MIX Feeder, Toronto, Winter 

Peak Day (top right); MIX Feeder, Toronto, Spring Light Load Day (bottom) 
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Figure 3.4: MIX Feeder, Toronto, Summer Peak Hour (4:00 p.m.) (top left); MIX Feeder, 

Toronto, Winter Peak Hour (8:00 a.m.) (top right); MIX Feeder, Toronto, Spring Light Load 
Hour (3:00 a.m.) (bottom) 
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Appendix B: Weather Data 
 
This appendix documents the mapping of information, for each Regional Entity, used in the analysis across the various 
data sources. Specifically, Table A.1 links the weather cities used to develop hourly weather sensitive loads for each 
area to the U.S. census areas and Canadian provinces that were used to develop electrification factors for space 
heating, space cooling, water heating, and cooking. 
 

Table B.1: Areas, Weather Cities, and U.S. Census Areas/Canadian Provinces 
Area Weather City Airport Code U.S. Census Area/Canadian 

Province 
ERCOT Abilene, TX ABI West South Central 

 Austin, TX AUS  
 Corpus Christy, TX CRP  
 Dallas, TX DFW  
 Houston, TX IAH  
 Midland, TX MAF  
 San Antonio, TX SAT  
 Tyler, TX TYR  
 Wichita Falls, TX SPS  

MRO Duluth, MN DLH West North Central 
 Fargo, ND FAR  
 Minneapolis, MN MSP  
 Omaha, NE OMA  
 Green Bay, WI GRB East North Central 
 Madison, WI MSN  

NPCC Bangor, ME BGR New England 
 Bridgeport, CT BDR  
 Boston, MA BOS  
 Burlington, VT BTV  
 Concord, NH CON  
 Hartford, CT BDL  
 Portland, ME PWM  
 Providence, RI PVD  
 Worcester, MA ORH  

 Albany, NY ALB Middle Atlantic 
 

 Buffalo, NY BUF  
 New York City, NY JFK  
 Plattsburgh, NY PBG  
 Rochester, NY RST  
 Syracuse, NY SYR  
 Utica, NY UCA  
 Fredericton, NB YFC Prov. of New Brunswick 
 Halifax, NS YHZ Prov. of Nova Scotia 
 Ottawa, ON YOW Prov. of Ontario 
 Sudbury, ON YSB  
 Thunder Bay, ON YQT  
 Toronto, ON YYZ  
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Table B.1: Areas, Weather Cities, and U.S. Census Areas/Canadian Provinces 
Area Weather City Airport Code U.S. Census Area/Canadian 

Province 
 Montreal, QC YUL Prov. of Quebec 
 Quebec City, QC YQB  
 Rouyn Noranda, QC YUY  
 Sept Iles, QC YZV  

PJM Chicago, IL ORD East North Central 
 Cleveland, OH CLE  
 Detroit, MI DTW  
 Milwaukee, WI MKE  
 Philadelphia, PA PHL Middle Atlantic 
 Pittsburgh, PA PIT  
 Baltimore, MD BWI South Atlantic 
 Charleston, WV CRW  

SERC Atlanta, GA ATL South Atlantic 
 Charleston, SC CHS  
 Charlotte, NC CLT  
 Elizabeth City, NC ECG  
 Jacksonville, FL JAX  
 Miami, FL MIA  
 Tampa, FL TPA  
 Louisville, KY SDF East South Central 
 Montgomery, AL MGM  
 Nashville, TN BNA  

 Little Rock, AK LIT West South Central 
 

 New Orleans, LA MSY  
 St. Louis, MO STL West North Central 

SPP Kansas City, MO MCI West North Central 
 Wichita, KS ICT  

 Amarillo, TX AMA West South Central 
 

 Oklahoma City, OK OKC  
WECC Cheyenne, WY CYS Mountain 

 Denver, CO DEN  
 Phoenix, AZ PHX  
 Salt Lake City UT SLC  

 Bakersfield, CA BFL Pacific 
 

 Los Angeles, CA LAX  
 Ontario, CA ONT  
 Portland, OR PDX  
 Riverside, CA RAL  
 Sacramento, CA SMF  
 San Diego, CA SAN  
 San Francisco, CA SFO  
 Seattle, WA SEA  
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Table B.1: Areas, Weather Cities, and U.S. Census Areas/Canadian Provinces 
Area Weather City Airport Code U.S. Census Area/Canadian 

Province 
 Spokane, WA GEG  
 Calgary, AB YYC Prov. of Alberta 
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Preface  
 
Electricity is a key component of the fabric of modern society and the Electric Reliability Organization (ERO) Enterprise 
serves to strengthen that fabric. The vision for the ERO Enterprise, which is comprised of NERC and the six Regional 
Entities, is a highly reliable, resilient, and secure North American bulk power system (BPS). Our mission is to assure 
the effective and efficient reduction of risks to the reliability and security of the grid.  
 

Reliability | Resilience | Security 
Because nearly 400 million citizens in North America are counting on us 

 
The North American BPS is made up of six Regional Entity boundaries as shown in the map and corresponding table 
below. The multicolored area denotes overlap as some load-serving entities participate in one Regional Entity while 
associated Transmission Owners/Operators participate in another. 

 
 

MRO Midwest Reliability Organization 

NPCC Northeast Power Coordinating Council 

RF ReliabilityFirst 

SERC SERC Reliability Corporation 

Texas RE Texas Reliability Entity 

WECC Western Electricity Coordinating Council 
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Executive Summary 
The NERC standard TPL-001 requires the development and use of transient voltage response (TVR) criteria. The 
purpose served by the TVR criteria is to provide a simple and a direct means of identifying potential reliability issues 
when conducting positive sequence simulation studies of the disturbances that are directed by TPL-001 (P1 through 
P7). This white paper offers guidance on how to establish TVR criteria and—importantly—to identify reliability issues 
that planning entities may wish to consider when applying it. This paper does not direct adoption of specific numerical 
TVR criteria. Moreover, none of the recommendations in this paper should be interpreted as a directing, much less 
requiring, a particular action or response when applying TVR criteria. 
 
Historically, TVR criteria have focused on confirming the rapid and sustained recovery of voltages subsequent to the 
first power swing during the initial transient period following a transmission system fault. In addition, TVR criteria 
have focused on confirming that load loss caused by a fault will be minimal.  
 
The composite load model that is coming into widespread use can model fault-induced delayed voltage recovery. 
Inclusion of this model in system simulations can cause indicated voltages to recover much more slowly than they 
did when earlier, less sophisticated load models were used. In light of the availability of improved dynamic load 
models, it is appropriate to review and consider revisions to TVR criteria.  
 
The review needs to examine whether existing criteria have become too stringent (albeit unintentionally) as the result 
of improvements in load modeling that have changed the character of voltage transients indicated by grid 
simulations. In many cases, where there are no indications of consequent events, an extended voltage recovery 
period may not pose any significant risk to the system. In addition to improved load modeling, many utilities today 
model system protection devices as part of their grid simulations. This addition can provide a more accurate picture 
of the risks of cascading, further indicating the need for revisions to TVR criteria. 
 
TVR criteria assist in the task of distinguishing between simulations that indicate acceptable contingency response of 
the bulk electric system (BES) and those that do not. The contingencies of concern are described in general terms in 
NERC standard TPL-001. “Acceptable response is when the power system continues to operate stably within 
allowable bands of frequency and voltage.” The examination of a simulation run to determine if it indicates 
acceptable behavior requires consideration of large numbers of signals in relation to a range of aspects of system 
behavior. The following are examples of the signals that should be examined: 

• Generator real and reactive power outputs and generator bus voltages 

• Synchronous generator excitation voltages and currents 

• Voltage at load serving buses 

• Voltage at major substation buses 

• Apparent impedances seen by distance relays 

• Voltage at electronic elements including high-voltage direct current (HVDC) converters 

 
Key aspects of BES behavior that must be recognized from examination of the simulation signals include the 
following: 

• Maintenance or loss of synchronism of individual generators (transient stability) 

• Loss of synchronism between sections of the BES (out-of-step, system separation) 

• Maintenance of voltage at BES load-serving buses that ensures that end-use supply voltages are within 
statutory and locally determined acceptable limits 
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• Disconnection of load by undervoltage relays 

• Tripping of generators as a consequence of low station bus or auxiliary bus voltages 

• Stalling of customer’s motor loads and associated delay in voltage recovery 

• Operating mode transitions of electronic elements including HVDC converters, inverter-based generation, 
and electronically controlled loads 

• Maintenance of minimum voltages at BES buses at the end of the transient time-frame such that system 
remains stable due to normal secondary control actions 

 
A TVR criterion is a surrogate for the broad range of signals and aspects of system behavior that must be examined 
to draw a sound conclusion from a simulation run. It is not necessarily a firm performance criterion. Rather, BES 
voltages should be used as surrogates because long experience has shown that they are well correlated with key 
aspects of BES behavior: loss of synchronism is closely associated with short-term dips of voltage after clearance of 
transmission faults, delays of voltage recovery for several seconds after fault clearance are a “signature” consequence 
of the stalling of air conditioner motors, and prolonged oscillations are associated with instability of controls or 
unacceptable inter-area power swings.  
 
TVR criteria aid in the recognition of the many and varied risks that arise from the approximations that are inevitable 
in simulations of large, complex, and constantly evolving systems. The voltage thresholds in a TVR criterion should 
reflect engineering judgements, regional practices, and regional experiences.  
 
The guidance on the NERC standard TPL-001 provided in this white paper is general in nature, as TVR criteria are 
system specific and cannot be applied universally to all systems. This white paper has identified boundary conditions, 
based on voltage levels and timing, that should be considered in order to develop practical TVR criteria.  
 
TVR criteria should be reviewed periodically in relation to the evolution of power system equipment, power system 
behavior, and the characteristics of simulation tools. It is anticipated that the evolution of the power system and of 
simulation tools results in behavior, both real and in simulation, will require on-going review of standing TVR criteria.  
 
Figure ES.1 provides a visual summary of the phases of a simulated voltage recovery for which the considerations 
described in this white paper could be addressed by a TVR criterion. 
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Figure ES.1 Establishing TVR criteria 
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Introduction  
 
The NERC standard TPL-001 requires the development and use of the TVR criteria. The purpose served by the TVR 
criteria is to provide a simple and a direct means to identify potential reliability issues when conducting positive 
sequence simulation studies of the disturbances that are directed by TPL-001 (P1 through P7). 
 
Historically, TVR criteria have focused on confirming the rapid and sustained recovery of voltages subsequent to the 
first power swing during the initial transient period following a disturbance. The obvious concern here is that the 
system may cascade if voltages do not recover. See Figure I.1.1 
 

 
Figure I.1: Malin Voltage, June 14, 2004, West Wing Disturbance 

 
In addition, TVR criteria also have focused on minimizing load loss caused by a disturbance. The composite load model 
that is coming into widespread use can model FIDVR. See Figure I.2. Including this model in system simulations can 
cause indicated voltages to recover much more slowly than they did when earlier, less sophisticated load models 
were used. 
 
In light of the availability of improved dynamic load models, it is appropriate to review and consider revisions to TVR 
criteria. The review needs to examine whether existing criteria have now become too stringent (albeit 
unintentionally) due to improvements in load modeling that have changed the character of voltage transients 
indicated by grid simulations. In many cases, an extended voltage recovery period may not pose any significant risk 
to the system if there are no associated consequential events. In addition to improved load modeling, many utilities 
today include system protection device modeling in their grid simulations. This can provide a more accurate picture 
of the risks that provide further support for revisions to TVR criteria in turn. 
 
This white paper has been prepared to support Transmission Planner (TP) and Planning Coordinator (PC) reviews of 
TVR criteria; it illustrates the importance of reviewing/revising the TVR criteria in the light of evolving power system 
equipment, improving modeling and simulation capabilities, and providing sound engineering judgement that is 
informed by past experiences. 
 

                                                            
1 Agrawal, B. and D. Kosterev. 2007 Model Validation Studies for a Disturbance Event that Occurred on June 14, 2004, in the Western 
Interconnection. 2007 IEEE Power Engineering Society General Meeting. 24–28 June. Tampa, FL. Available Online: 
https://ieeexplore.ieee.org/abstract/document/4275978  
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Figure I.2: 500 Kilovolt (kV) Bus Plot for a Three-phase Fault on August 5, 1997 

 
Chapter 1 reviews the TPL-001 standard and requirement R5, which directs the development of TVR criteria. This 
chapter describes the original purposes served by TVR criteria that were necessitated by the then-current state of 
the modeling tools and computational methods available to study short-term voltage stability issues. This discussion 
highlights the importance of pacing and guiding review and revisions to TVR criteria in accordance with improvements 
in the understanding of the reliability risks posed by TVR and the capabilities of the tools and methods available to 
support assessments of them. 
 
Chapter 2 describes the principal generation and transmission reliability risks that have been associated with 
transient voltage phenomena. There is now a wealth of experience with the reliability impacts they have caused. As 
noted, these experiences have led to the development of improved modeling and study approaches in order to assess 
them with greater confidence. These experiences also have emphasized the importance of understanding the system-
specific circumstances in which they arise. 
 
Chapter 3 describes modeling considerations for simulating actions of line protective relays as well as generator and 
generator auxiliary protection when dynamic load models are used to study FIDVR reliability impacts. To derive 
appropriate conclusions from FIDVR studies, it is important to pay special attention to the fidelity with which these 
actions are simulated.  
 
Chapter 4 describes the TVR criteria that are used by the Western Electricity Coordinating Council (WECC) and ISO 
New England (ISO-NE). These examples illustrate how the development of TVR criteria have been driven by the need 
to study specific, identified reliability risks. The examples also illustrate how the actions triggered by simulation 
findings depend on engineering judgement based on experience and past studies and are informed by standards and 
local practices regarding acceptable reliability performance. 
 
Chapter 5 concludes the paper by providing a high-level overview of the development and application of TVR criteria. 
The discussion is, of necessity, generic. As recognized by R5 (and as is emphasized throughout this white paper), 
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sound engineering judgement must guide the development and application of TVR criteria. The generic process is 
organized around identification of specific time frames within which voltage deviations will be assessed by the 
criteria. The time frames and voltage thresholds associated with them vary according to the reliability risks that are 
under consideration, the known behavior of the system, and the capabilities of the tools that are used.  
 
Appendix A provides background for this white paper by first locating the types of reliability issues that are studied 
with transient simulations with positive sequence dynamic simulation tools within the broader pantheon of power 
system stability issues in general and voltage stability issues in particular.  
 
Appendix B documents some major system low voltage events.  
 
Appendix C reproduces WECC’s discussion of the considerations that may be relied on to establish TVR voltage 
thresholds that address load loss and Distributed Resources (DR) tripping on neighboring systems.  
 
Appendix D discusses distribution reliability risks. 
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Chapter 1: The TPL-001 Standard and the Origins of R5  
 
This chapter reviews the NERC TPL-001 Reliability Standard and Requirement R5, which direct the development of a 
TVR criteria. It also describes the original purposes served by transient voltage recovery criteria that were 
necessitated by the then-current state of the tools and computational methods available to study short-term voltage 
stability issues. This discussion reinforces the importance of pacing and guiding review and revisions to TVR criteria 
in accordance with improvements in the understanding of reliability risks that are associated with the TVR and the 
capabilities of the tools and methods available to support assessments of them. 
 

NERC Standard TPL-001 and Requirement R5 
The purpose of NERC Standard TPL-001 is to prevent adverse reliability impact2 to the BES. The standard prescribes 
performance requirements in response to Planning Events (P1 through P7). Table 1 (Steady State and Stability 
Performance Planning Events) of the TPL-001 standard defines the fault type, either three-phase or single-line-to-
ground, and whether or not non-consequential load loss is allowed for the different planning events. Non-
consequential load loss is load loss other than the following: loads lost consequential to the outage, load loss due to 
response of voltage sensitive loads, and loads disconnected by end-user equipment. 
 
Implicit in these expectations for system performance are trade-offs that must be made between the disturbance 
frequency and the severity of the consequences that might ensue when disturbances occur. Some events occur 
frequently, but because they are not severe in nature, they are ones that should be managed without loss of non-
consequential customer loads. In contrast, other events are comparatively rare, but when they do occur, they 
represent severe threats to reliability. Disconnection of non-consequential customer load, while regrettable in these 
circumstances, can be a necessary action in order to preserve the integrity of the interconnection. 
 
Requirement R5 in NERC Reliability Standard TPL-001 directs each TP and PC to have criteria for acceptable transient 
voltage response, including a low-voltage level and a maximum length of time that transient voltages may remain 
below that level. 
 
The following is stated in R5: 

“Each Transmission Planning and Planning Coordinator shall have criteria for acceptable System steady state 
voltage limits, post-Contingency voltage deviations, and the transient voltage response for its System. For 
transient voltage response, the criteria shall at a minimum, specify a low voltage level and a maximum length 
of time that transient voltages may remain below that level.”  

 
In practice, the TVR criteria are used to screen simulation studies to inform assessment of compliance with the TPL-
001 standard. If the thresholds specified by the criteria are not crossed, then planners can conclude that the study 
demonstrates compliance with the standard.  
 
The issues that must be considered when reviewing TVR criteria are the actions that are indicated by a simulation 
finding that a TVR threshold has been crossed. Review of the historic circumstances and practices that led to the 
original formulation of TVR criteria by TPs, which is discussed in the next subsection, helps to frame these issues for 
the present discussion. 

                                                            
2 Defined in the NERC Glossary as “The impact of an event that results in Bulk Electric System instability or cascading” 
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History of Simulation Tools and Approaches for Studying Power System 
Reliability 
In the era when computing power was limited, transmission planning studies were primarily conducted with the 
system representation terminating at intermediate voltage (usually 66–110 kV) buses depending upon the 
geographical location in the North American interconnection. The loads in these instances were represented at the 
lowest voltage bus represented. In some instances, as late as the mid-1990s, even large Interconnections like WECC 
had only very sparse representations of load buses below 230 kV. Given this limitation, it was critical to be sure that 
low voltages at the buses that were included in simulations would not result in load interruptions in lower voltage 
portions of the systems where the load is physically located. Early TVR criteria were used to identify buses where 
depressed voltage was likely to result in trouble in the unrepresented parts of the system. 
 
As early as 1985,3 there was serious concern in WECC about the low voltage phenomenon that affected irrigation 
pumps and motor load at customer locations as well as the loss of generation due to tripping of auxiliary station 
loads. The basis for the WECC regional performance criterion4 was discussed in a white paper dealing with reliability 
criteria for planning purposes.5 Among other things, the white paper suggests that WECC base cases have only sparse 
representation of load buses below 230 kV and, as such, simulations cannot adequately represent the impact of 
system contingencies on lower voltage buses because they are not represented in WECC cases for the most part. 
Furthermore, since the high voltage buses represented in WECC cases are so remote from load, the white paper 
argued that a voltage-limit criteria (0.8 per unit [pu], for example) would be inadequate; the paper suggested, as an 
alternative, use of a percent voltage dip criteria to better represent the performance impact at lower voltage buses. 
Regardless of the relative merit of a voltage dip versus a hard limit performance criterion, the representation of lower 
voltage buses in recent WECC base cases is far superior to the practice in 1994. For example, in a 2013 case, just over 
one-half the modeled buses were below 100 kV. To a large extent, the drawbacks with limited system representation 
are rendered moot by a more detailed representation of the system. 
 
As an example, the low voltage criteria were typically aimed at addressing the issue of loss of coolant due to the 
stalling of cooling water induction motor driven pumps in nuclear plants. This issue is also addressed in NERC’s 
reliability guideline, Reactive Power Planning, which states “WECC transient voltage dip criteria is based, in part, on 
a need to maintain a margin for nuclear unit auxiliary undervoltage protection and load transfer. A more general 
application is found in the setting guidelines of load transfer devices in IEEE Standard 446-1995(R2000).”  
 
System studies have shown that short-term voltage stability is significantly affected by motor loads. The interaction 
between real and reactive power supply and motor load demand can manifest as a slow voltage recovery. In other 
cases, when power is transferred over long distances the interaction between real and reactive power supply and 
demand could manifest as voltage swings in the post-disturbance time frame. This indicates that load dynamics play 
an important role in the voltage performance of a system. Inability to meet the real and reactive power demands of 
the loads could lead to short-term voltage instability.  
 

                                                            
3 NERC. 2016. Reliability guideline, Reactive Power Planning, December: Available Online 
4 WECC. 2015. Transmission System Planning Performance Proposed Transient Voltage Response Rationale for CRT Requirements R1.3 and 
R1.4. WECC-0100 Drafting Team. July 24: https://www.wecc.org/Reliability/WECC-0100%20Posting%203%20TPL-001-WECC-
3%20White%20Paper%20on%20Requirement%20R1%203%20and%20R1%204%20-%20Not%20for%20Comment.doc 
5 WECC. 1994. Supporting Document for Reliability Criteria for Transmission Planning. August: 
https://www.wecc.org/Reliability/Reliability%20Criteria%20Supporting%20Document%20Aug%2094%20pdf%20-
%20provided%20to%20WECC-100%201-24-2014.pdf 

https://urldefense.com/v3/__https:/www.wecc.org/Reliability/WECC-0100*20Posting*203*20TPL-001-WECC-3*20White*20Paper*20on*20Requirement*20R1*203*20and*20R1*204*20-*20Not*20for*20Comment.doc__;JSUlJSUlJSUlJSUlJSUlJQ!!IKRxdwAv5BmarQ!JgI4JCyZt1guG9xHGs_wMCN4mnfQ_d800FUCJEgFpiLJM2Cq1QALiCbqrezzsoJmbK4$
https://urldefense.com/v3/__https:/www.wecc.org/Reliability/WECC-0100*20Posting*203*20TPL-001-WECC-3*20White*20Paper*20on*20Requirement*20R1*203*20and*20R1*204*20-*20Not*20for*20Comment.doc__;JSUlJSUlJSUlJSUlJSUlJQ!!IKRxdwAv5BmarQ!JgI4JCyZt1guG9xHGs_wMCN4mnfQ_d800FUCJEgFpiLJM2Cq1QALiCbqrezzsoJmbK4$
https://www.wecc.org/Reliability/Reliability%20Criteria%20Supporting%20Document%20Aug%2094%20pdf%20-%20provided%20to%20WECC-100%201-24-2014.pdf
https://www.wecc.org/Reliability/Reliability%20Criteria%20Supporting%20Document%20Aug%2094%20pdf%20-%20provided%20to%20WECC-100%201-24-2014.pdf
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It has been recognized that system loads and distributed resources contribute significantly to the voltage 
performance of the BPS. In the past, loads were modeled as a combination of constant impedance, current, and 
power. This type of representation of loads is not realistic, as it is overly simplified and does not capture the dynamics 
of motor loads. Benchmarking of system events with simulation tools confirmed that the ZIP type of load modeling 
cannot replicate FIDVR type responses that have been observed, thus indicating the importance of modeling the 
motor loads in greater detail to understand their impact on the BPS. Findings such as these led directly to revisions 
to the TPL standards, which now require the use of dynamic load models.  
 

Implications for the Review and Application of TVR Criteria 
For transmission planning studies to be meaningful, it is imperative to consider the accuracy and level of detail that 
can be achieved in studying a given reliability risk as well what may be required. TVR criteria play a crucial role in this 
process because they embody judgements that establish when one set of studies alone may (or may not) be sufficient 
to assess a given reliability risk. In the previous subsection, the criteria were used to signal instances when limitations 
in the amount of information that could be saved from a positive sequence simulation run indicated that further 
study, possibly with different tools, was required to assess a given risk conclusively. 
 
Simulation tools and the standards that rely on them are not static. They have co-evolved as both the understanding 
of the causes of past reliability events grows and computing technology improves. For example, the introduction of 
the CML was a direct result of forensic investigations of the Western blackouts in the summer of 1996 that, among 
other things, identified shortcomings in the representation and characterization of load behaviors in the then-current 
generation of power system modeling tools. In addition, the ability to conduct simulation studies with dynamic load 
models has been greatly facilitated by the dramatic advances in computing technology that have taken place over 
the past three decades. 
 
It is a given that the tool capabilities will lag behind and follow the pace experiences in identifying new and previously 
unstudied causes of power system reliability events. The corollary is that standards (e.g., NERC’s TPL standards, which 
depend on modeling studies to assess compliance) will be limited in what they can require because they can only 
refer explicitly to those events that have been experienced (and studied). Hence, even with these experiences and 
understandings, what can be studied practically will be limited by the sophistication and capabilities of present 
computing technologies to model and simulate the phenomena meaningfully.  
 
Industry activities to address the issues that have emerged from the Blue Cut Fire event are only the latest example 
of a new found reliability risk that is necessitating enhancements to current modeling practices. Efforts to address 
the practical issues associated with conducting large-scale Electromagnetic Transients Program (EMTP) simulations 
are a principal focus. 
 
Consequently, based on experiences (which have been repeated throughout the industry’s history) and despite our 
best efforts to reduce management of transmission reliability risks to a series of prescribed simulation studies, the 
industry should expect to continue to be surprised by finding/experiencing new ways that the power system can fail.  
 
The origins of R5 are reflective of this evolution and these understandings. It is a direct descendent of the practices 
that were used when computing limitations made it impossible to model all of the relevant detail in a simulation. 
Selected results were saved as proxies for related variables that for practical reasons could not be modeled. Industry 
should note that the behavior of proxy variables in relation to performance criteria indicates the need for further 
investigation in order to make a definitive finding.  
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Thus, the TVR criteria are best understood as embodying judgements that planners have made regarding design 
choices, which can (and cannot) be assessed prudently, based solely on the results of positive sequence simulation 
studies. These judgements necessarily strike a balance between what can be studied with the present generation of 
positive sequence load flow simulation tools and what must be studied either by enhancing the use of these tools or 
by using other tools.  
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Chapter 2: Reliability Risks  
 
This chapter describes the principal generation and transmission reliability risks that have been associated with 
transient voltage phenomena. There is now a wealth of experience with the reliability impacts they have caused. As 
noted, these experiences have led to the development of improved modeling and study approaches that enable them 
to be assessed with greater confidence. These experiences have also emphasized the importance of understanding 
the system-specific circumstances in which they arise. 
 
Voltage performance has a significant impact on the security and reliability of a power system. Depressed voltages in 
the transient stability time frame or steady state time frame may cause widespread collapse of a power system. Low 
voltages at BES buses may cause transmission lines to trip due to encroachment of the measured impedance into its 
zone of protection and lead to cascading. Generator station-service loads that are comprised mostly of induction 
motors are dependent on system voltages for proper operation of a generating station. Low system voltages could 
trip critical station service loads that lead to shutdown of a generating station. Inverter-based resources are also 
sensitive to voltage and could trip during a low voltage excursion. High-voltage, direct current (HVDC) links are also 
dependent on adequate voltage support for proper operation of the converters. Low voltages at HVDC buses could 
cause commutation failures and could lead to tripping of these links. Furthermore, interruption of electrical service 
to loads due to operation of end-user protection is also a concern.  
 

Generation and Transmission Risks Associated with Fault Induced Delayed 
Voltage Recovery 
FIDVR is a reliability concern that affects both transmission and distribution systems. It refers to the unexpected delay 
in the recovery of voltage to its nominal value following the fault clearing. Stalled residential air conditioning units 
(powered by single-phase induction motors) are the main cause of FIDVR. FIDVR events are common in utility 
distribution systems, and in some cases, they can impact the reliability of the bulk transmission system. The focus of 
this discussion is on transmission system impacts. There are numerous historical events that demonstrated a slow 
voltage recovery on the transmission system that led to a large amount of load loss. Appendix B provides a summary 
of recorded FIDVR events. 
 
Figure 2.1 shows a 500 kV voltage plot for a three-phase fault on the 500 kV system in the Southern California Edison 
(SCE) control area on August 5, 1997; a total of 59 distribution circuits tripped, disconnecting approximately 3,500 
megawatts (MW) of load. System voltages recovered slowly at first, but then they went too high as tripping brought 
the load below the pre-event level. 
 
Figure 2.2 shows the 115 kV valley substation voltage for the above fault. Voltages close to 0.75 pu were recorded 
for this fault. The voltage recovered to 1.0 pu after 25 second(s).  
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Figure 2.1: 500 kV Bus Voltage for a Three-Phase Fault Cleared in Two Cycles 
 
 

 
Figure 2.2: 500 and 115 kV Bus Voltage for a Three-Phase Fault Cleared in Two Cycles 

 
In assessing the transmission reliability risks posed by FIDVR, there are two phases of FIDVR events. Phase 1 is 
depressed voltages that persist until residential air conditioners trip due to internal thermal protection. Phase 2 is 
high voltages that immediately follow the loss of residential air conditioning load. Each phase may create reliability 
risks for the transmission system.  
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Regarding Phase 1, it is now recognized that FIDVR events occur with some regularity. When they originate from 
faults on the transmission system, local transmission system voltages will be depressed. Low voltages may cause 
nearby generators to trip. Loss of generation and the local voltage support they provide are a cause for concern. 
 
Regarding Phase 2, high voltages after residential air-conditioning units have disconnected are recognized as 
representing two distinct reliability threats. The first threat involves capacitor banks switching and locking out. When 
this occurs, voltage control following the eventual restart and resumption of loads from residential air conditioners 
represents a localized risk to the continuity of supply for the customers served on these feeders. The second threat 
involves nearby generators that are operating at close to their maximum excitation capability. Prolonged low voltages 
before residential air conditioners trip could cause generation auxiliaries to trip, and the system could start to 
collapse. In this instance, review of generation settings and operational procedures must be included in a review in 
order to fully understand the reliability risks that may be involved and solutions that may be warranted. 
 

Low Voltage Transients have Caused Generators and Auxiliaries to Trip 
and Contributed to Cascading Failures 
Tripping of generator auxiliaries on low voltages has been known to contribute to cascading power system events. 
The Final Report on the August 14, 2003, Blackout in the United States and Canada: Causes and Recommendations 
stated that a number of critical generating units tripped on undervoltage protection.6 Nuclear plants have a sizable 
amount of station-service loads and are mostly comprised of three-phase induction motors. These motors are 
sensitive to voltage fluctuations as they supply feed water pumps, coolant pumps, and other loads that are critical to 
the operation of a nuclear station. When voltage levels at auxiliary load buses that feed station service loads reach a 
certain low level, motors can stall and cause tripping. The function of the undervoltage protection is to transfer loads 
to the backup auxiliary power supply and protect the unit operation during low voltages. 
 
IEEE Standard 741-2017 provides information on the protection of Class 1E power systems and equipment in nuclear 
power generating stations. Most nuclear station-service buses are equipped with voltage relays that operate upon 
detection of low voltages at their station-service auxiliary buses. The standard recommends two levels of 
undervoltage detection: One is the degraded voltage relay (DVR) settings, and the other is low voltage relay (LVR) 
settings. The degraded voltage settings are more of an alarm, and this indicate a possibility of reactor shutdown. 
These settings are specific to each nuclear units. Usually, the DVR time settings are in excess of 10s and have higher 
voltage set points than the LVR settings. The LVR voltage settings, on the other hand, are much lower than the DVR 
settings and have shorter trip times. The LVR setting is a voltage setting that prevents motors from stalling and 
subsequent tripping. Violation of the LVR trip settings could lead to disconnection of the station-service loads from 
the preferred power supply and transfer to on-site back-up supply. These trip settings are unique to every nuclear 
unit, and hence, effort should be made to obtain information on them from the unit owner. In the absence of detailed 
models for station-service loads, it is prudent to consider a reasonable TVR criterion for nuclear units in simulation 
studies, taking into consideration the potential for alarms and unit trip due to activation of these undervoltage 
settings.  
 
The other issue that needs to be considered is tripping of nuclear units for main bus voltages between 0.9 and 
0.95 pu.7 These voltage set points are obtained through engineering studies that support the nuclear plant and safe 

                                                            
6 https://www.energy.gov/sites/default/files/oeprod/DocumentsandMedia/BlackoutFinal-Web.pdf 
7 NERC. 2015. Considerations for Power Plant and Transmission System Coordination, Technical Reference Document – Revision 2. System 
Protection and Control Subcommittee. July: 
https://www.nerc.com/comm/PC/System%20Protection%20and%20Control%20Subcommittee%20SPCS%2020/SPCS%20Gen%20Prot%20Co
ordination%20Technical%20Reference%20Document.pdf  

https://www.energy.gov/sites/default/files/oeprod/DocumentsandMedia/BlackoutFinal-Web.pdf
https://www.nerc.com/comm/PC/System%20Protection%20and%20Control%20Subcommittee%20SPCS%2020/SPCS%20Gen%20Prot%20Coordination%20Technical%20Reference%20Document.pdf
https://www.nerc.com/comm/PC/System%20Protection%20and%20Control%20Subcommittee%20SPCS%2020/SPCS%20Gen%20Prot%20Coordination%20Technical%20Reference%20Document.pdf
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shutdown process, and these plants are required during licensing. Therefore, knowledge of these voltage set points 
are valuable in developing a TVR criterion for nuclear plants. 
 
IEEE standard C37.102 section 4.5.7 describes the purpose of an ac generator under a voltage protection function 
(27).  
 
Generators are usually designed to operate continuously at a minimum voltage of 95% of their rated voltage while 
delivering rated power at rated frequency. Operating a generator with terminal voltage lower than 95% of its rated 
voltage may result in undesirable effects, such as reduction in stability limit, import of excessive reactive power from 
the grid to which it is connected, and malfunctioning of voltage sensitive devices and equipment. The undervoltage 
is detected either by definite time or inverse time and is usually designed to alarm and not trip the unit. 
 
As mentioned above, the undervoltage protection is usually set to alarm, rather than to trip the unit. Annex A of IEEE 
standard C37.102 provides sample calculations for setting a generator’s undervoltage protection function. Also, 
sustained low terminal voltages below 0.87 pu could damage a generator.  
 

Voltage Transients have Caused Inverter-Based Resources to Misoperate 
Three major events that have caused inverter-based resources to trip are the Canyon 2 Fire event in 2017,8 the Blue 
Cut Fire event in 2016,9 and the San Fernando Disturbance in June of 2020.10 Approximately 900 MW, 1,200 MW, 
and 205 MW, respectively, of inverter-based resources tripped due to these events. One of the key findings from the 
post-mortem analysis of the Canyon 2 Fire event was regarding the use of the PRC-024-2 curve for tripping inverter-
based resources. The report recommends that the inverter trip settings be based on the actual physical limitations of 
the inverter rather than solely on the PRC-024-2 no-trip-zone boundaries. In the Blue Cut Fire event, a portion of the 
inverters went into momentary cessation due to voltages reaching low-voltage ride-through settings for these 
inverters. This caused a momentary loss of 450 MW. It is now widely recognized that voltage transients can cause 
large numbers of PV inverters to disconnect due to low voltages.  
 

System Swings: Distance Relay Characteristics, Tripped Critical Lines, and 
Contributed to Cascading Failures 
Following a disturbance, power swings do occur, causing the voltages at buses and currents flowing in transmission 
lines to vary. Detecting power swings and blocking distance relays from operating is critical for maintaining security 
and reliability of a power system. Inadvertent operation of distance relays due to power swings or due to overloading 
of transmission lines could have widespread impact. Depressed voltages could cause the impedance to encroach 
upon the relay characteristics and trip even if a fault is not present on the transmission line.11 Such inadvertent 
operation could contribute to cascading failures. One of the findings of the 2003 Blackout study team was that many 

                                                            
8 NERC and WECC. 2018. 900 MW Fault Induced Solar Photovoltaic Resource Interruption Disturbance Report. February: 
https://www.nerc.com/pa/rrm/ea/October%209%202017%20Canyon%202%20Fire%20Disturbance%20Report/900%20MW%20Solar%20Pho
tovoltaic%20Resource%20Interruption%20Disturbance%20Report.pdf 
9 NERC. 2017. 1,200 MW Fault Induced Solar Photovoltaic Resource Interruption Disturbance Report. June: 
https://www.nerc.com/pa/rrm/ea/1200_MW_Fault_Induced_Solar_Photovoltaic_Resource_/1200_MW_Fault_Induced_Solar_Photovoltaic_
Resource_Interruption_Final.pdf 
10 NERC and WECC. 2020. San Fernando Disturbance Report. November: 
https://www.nerc.com/pa/rrm/ea/Documents/San_Fernando_Disturbance_Report.pdf  
11 https://www.energy.gov/sites/default/files/oeprod/DocumentsandMedia/BlackoutFinal-Web.pdf  

https://www.nerc.com/pa/rrm/ea/October%209%202017%20Canyon%202%20Fire%20Disturbance%20Report/900%20MW%20Solar%20Photovoltaic%20Resource%20Interruption%20Disturbance%20Report.pdf
https://www.nerc.com/pa/rrm/ea/October%209%202017%20Canyon%202%20Fire%20Disturbance%20Report/900%20MW%20Solar%20Photovoltaic%20Resource%20Interruption%20Disturbance%20Report.pdf
https://www.nerc.com/pa/rrm/ea/1200_MW_Fault_Induced_Solar_Photovoltaic_Resource_/1200_MW_Fault_Induced_Solar_Photovoltaic_Resource_Interruption_Final.pdf
https://www.nerc.com/pa/rrm/ea/1200_MW_Fault_Induced_Solar_Photovoltaic_Resource_/1200_MW_Fault_Induced_Solar_Photovoltaic_Resource_Interruption_Final.pdf
https://www.nerc.com/pa/rrm/ea/Documents/San_Fernando_Disturbance_Report.pdf
https://www.energy.gov/sites/default/files/oeprod/DocumentsandMedia/BlackoutFinal-Web.pdf
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critical lines tripped on Zone 3 protection that operated on overloads rather than on faults on transmission lines. The 
inadvertent tripping of distance relays on Zone 3 was one of the causes contributing to the 2003 Blackout.12  
 
One of the requirements in the TPL-001 standard (4.3.1.3) is to include tripping of transmission lines based on actual 
or generic relay models in transient stability simulation studies. The purpose of this requirement is to detect power 
swings that could inadvertently operate distance relays and cause cascading failures. Typical protection operating 
times for Zone 2 operation is between 0.2–0.3 s; Zone 3 is about 1–1.5 s. Thus, the voltage performance of a power 
system has a direct impact on transmission line protection and system reliability.  
 

System Swings: Commutation Failures and Loss of HVDC Converter 
Stations 
Commutation failure in HVDC converter stations is a prime example of a transmission reliability risk that is situation 
dependent. At the end of extreme risk to an interconnection are HVDC converter stations responsible for major 
transfers of power across long distances (e.g., the Pacific dc intertie). At the other end of risk to an interconnection 
are the small back-to-back dc ties that connect interconnections to one another.  
 
HVDC converter stations require adequate voltage support to be able to transfer power through the HVDC link. A low 
voltage excursion leading to reduction in voltage support can cause commutation failures and could lead to tripping 
of the HVDC link. The approximate voltage dip that can cause commutation failures is about 20%.13 Voltages below 
0.8 pu for a few seconds could lead to tripping of the HVDC link. Some HVDC links also can have trip settings as high 
as 0.9 pu for one second.14 The lack of actual voltage trip setting information would necessitate the need for a 
reasonable TVR criterion for HVDC buses that could be used as a proxy for detecting possible commutation failures 
and loss of HVDC links.  
 

Net Load may Increase Suddenly Due to DER tripping or Momentary 
Cessation 
With higher penetration of distributed energy resources (DER), load performance characteristics may be significantly 
impacted by the DER voltage control strategies in aggregation. The DERs may affect the load response in many ways, 
such as active voltage control, megawatt reduction and ramping, momentary cessation, and tripping. Tripping and 
momentary cessation are of interest as both can have major impacts on the flows and voltage profile of both the 
distribution and transmission systems.  
 
In a recent event (San Fernando disturbance) that occurred in Southern California on July 7, 2020, SCE observed an 
increase in net load at the time of the fault events in areas with a high DER penetrations. The net load increases were 
identified at two sub-transmission systems fed directly from 230 kV buses located relatively close to the fault location. 
Figure 2.3 shows the load increases observed on the sub-transmission. Net load increased by about 60 MW and 20 
MW at these two sub-transmission buses. 

                                                            
 
13 Thio, C. V., J. B. Davies, and K. L. Kent. 1996. “Commutation Failures in HVDC Transmission Systems.” IEEE Transactions on Power Delivery 
11(2), 946–957. April. 
14 NERC. 2020. BPS-Connected Inverter-based Resource Modeling and Studies. May: 
https://www.nerc.com/comm/PC/InverterBased%20Resource%20Performance%20Task%20Force%20IRPT/IRPTF_IBR_Modeling_and_Studie
s_Report.pdf.  

https://www.nerc.com/comm/PC/InverterBased%20Resource%20Performance%20Task%20Force%20IRPT/IRPTF_IBR_Modeling_and_Studies_Report.pdf
https://www.nerc.com/comm/PC/InverterBased%20Resource%20Performance%20Task%20Force%20IRPT/IRPTF_IBR_Modeling_and_Studies_Report.pdf
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Figure 2.3: SCE Load Increase Due to DER Tripping 
 
The net load increase persisted for about five to seven minutes, which is indicative of DER tripping and an automatic 
reconnection time specified in the legacy IEEE 1547 standards. The areas where net load increases were observed 
included high penetrations of residential rooftop solar installations, commercial installations, and utility-scale solar 
photovoltaic (PV) plants in the 1–10 MW range.15 A sudden increase in loads leads to additional reactive power 
requirements and may lead to voltage collapse. 
 

Concluding Thoughts on R5 and Reliability Risks 
It is important to point out that this chapter has not been a discussion of BES reliability risks; it is a review of the 
known reasons why transmission voltage excursions have been linked to or associated with tripping or non-continuity 
of specific power system components. Viewed from this perspective, R5 can be understood as a means for signaling 
when a simulation result may exhibit such behavior.  
 
The voltage thresholds contained in R5 reflect engineering judgements and regional practices that indicate initial 
simulation findings may warrant further investigation. They are, in this instance, best thought of as representing 

                                                            
15 NERC and WECC. 2020. San Fernando Disturbance Southern California Event: July 7, 2020. November: 
https://www.nerc.com/pa/rrm/ea/Documents/San_Fernando_Disturbance_Report.pdf  

https://www.nerc.com/pa/rrm/ea/Documents/San_Fernando_Disturbance_Report.pdf
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“margins” that, when crossed, call for increased scrutiny. However, past experiences may also support actions that 
target the voltage excursion directly. In these instances, the TVR criteria are now understood to represent 
performance criteria. Regional practices vary. 
 
In summary, TVR criteria should reflect engineering judgement informed by past experiences and studies as well as 
regional practices and preferences. Typically, these practices will indicate the need for additional study with more 
specialized analysis tools in order to inform appropriate steps to address the risks that may be indicated. 
 
Lastly, a simulation in which all voltages “meet” a TVR criterion must not be taken as confirmation that the power 
system is secure or that no dynamic performance issues need to be addressed. A TVR criterion must be an aide to 
the exercise of professional judgement and not a substitute. 
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Chapter 3: Modeling Considerations 
 
This chapter describes modeling considerations for simulating the actions of line protective relays and generator 
auxiliary protection when dynamic load models are used to study the reliability impacts of FIDVR. To derive 
appropriate conclusions from studies of FIDVR, it is important to pay special attention to the fidelity with which these 
actions are simulated.  
 
As discussed in Chapter 2, FIDVR events result from a high demand for reactive power, and the severity of the 
depressed voltage is contained within the transmission and the sub-transmission system more often. One of the 
major concerns about the transmission system is the advertent or inadvertent operation of protection devices that 
may be susceptible to sustained low voltages. Tripping of protection devices can cause cascaded impacts that may 
not be captured if protection systems are not modeled in simulation studies. However, modeling protection devices 
is not a standard practice among some utilities (due to the added complexity) so has been cited as a cause for concern 
while performing simulation studies. Another concern during FIDVR studies is if generators are located in areas 
experiencing sustained degraded voltages. During this condition, it is important to model the generator protection 
as well as any auxiliary system protection that may cause the generator to trip. The modeling of protection should 
incorporate limiters as well as tripping elements.  
 

Line protective relay modeling considerations 
An FIDVR condition is characterized by depressed system voltages with a significant amount of current being drawn 
by the stalled motors that is predominantly inductive in nature. Such conditions on transmission lines can result in 
an operation of phase distance relays that result in a possibility of a cascaded system event. These relays can operate 
in 0.2 to 0.3 seconds after the detection of a high current condition so need to be considered while performing 
dynamic studies. For the most part, it can be assumed that these relays are not at the risk of operation if the voltages 
recover within the utility set TVR criteria limits. As such, the TVR criteria implicitly screens the contingency conditions 
that can push the system in an area susceptible to further cascading due to relay operation. However, depending on 
the loading, some lines can be susceptible to trip during a FIDVR event even if the voltages recover within a time 
frame that is acceptable by the local TVR criteria. As such, a uniform TVR criteria may not be sufficient for all buses 
in the system, and modeling the protection device on such lines can provide a more realistic view of the progression 
of the FIDVR event in the system. The operation of phase distance relays in the context of transient voltage response 
is discussed in this section. 
 
The depressed voltages and high reactive power flow during a FIDVR event might appear as a high impedance fault 
to phase distance relays on heavily loaded lines. Operation of these relays can lead to cascading outages. NERC 
standard PRC-024-316 specifies that the transmission line relays should be set such that they do not operate at 150% 
of their highest seasonal loading based on the four-hour emergency rating. To meet this requirement, the impedance 
setting Zrelay can be calculated with Equation 1: 
 
Equation 1 

𝑍𝑍𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 30 =
0.85 ∗ 𝑉𝑉𝑟𝑟−𝑟𝑟

1.5 ∗ √3 ∗ 𝐼𝐼4 𝐻𝐻𝐻𝐻 
, 

 

 

where 𝑍𝑍𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 30 = 𝑍𝑍𝑀𝑀𝑀𝑀𝑀𝑀 ∗ 𝐶𝐶𝐶𝐶𝐶𝐶(𝑀𝑀𝑀𝑀𝑀𝑀 − 30), and MTA is the maximum torque angle. 

                                                            
16 NERC. No date. PRC-023-4 Transmission Relay Loadability: https://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-023-4.pdf  

https://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-023-4.pdf
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Furthermore, the PRC-023-4 R1.2 standard requires that the relays should be set such that they do not operate below 
115% of the 15-minute emergency rating. To meet this requirement, the impedence setting Zrelay can be calculated 
with Equation 2: 
 
Equation 2 

𝑍𝑍𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 30 =
0.85 ∗ 𝑉𝑉𝑟𝑟−𝑟𝑟

1.15 ∗ √3 ∗ 𝐼𝐼15𝑚𝑚𝑚𝑚𝑚𝑚 
. 

 

 

These requirements are in place to ensure that the relays do not limit the loadability of the line by tripping 
inadvertently. However, the voltage levels can dip as low as 0.5 pu and remain below 0.85 pu for almost 20 seconds 
after the initial fault during FIDVR events. Assuming a power factor angle of 30 degrees, the loadability limits of the 
relay can be significantly reduced, as shown in Table 3.1.17 
 

Table 3.1: Variation of Loadability of Phase Distance Relay with Reduced Terminal Voltage 
Per Unit 
Voltage 

Power Factor 
Angle 

Loadability of the Relay in Terms 
of the 4-hr Emergency Limit (%) 

Loadability of the Relay in Terms of 
the 15-min Emergency Limit (%) 

0.85 30 150 115 
0.8 30 141 108 

0.75 30 132 101 
0.7 30 124 95 

0.65 30 115 88 
0.6 30 106 81 

0.55 30 97 74 
0.5 30 88 68 

 
Furthermore, due to the increased inductive current demand during FIDVR, the power factor angle may increase. This 
can cause the loadability of the lines to reduce further. Assuming a terminal voltage of 0.85 pu and maximum torque 
angle of 75 degrees, the loadability limits of the relay for different power factor angles is shown in Table 3.2. 
 
Table 3.2: Variation of Loadability of Phase Distance Relay with Increased Power Factor Angle 

Per Unit 
Voltage 

Power Factor 
Angle 

Loadability of the Relay in Terms 
of the 4-hr Emergency Limit (%) 

Loadability of the Relay in Terms of the 
15-min Emergency Limit (%) 

0.85 30 150 115 
0.85 35 138 106 
0.85 40 129 99 
0.85 45 122 94 
0.85 50 117 90 
0.85 55 113 87 

 
Thus, a combination of reduced voltage and decreased power factor angle during an FIDVR event can cause the phase 
distance relay of a heavily loaded line to operate in Zone 2 or Zone 3 if the bus voltage takes more than a few seconds 

                                                            
17 NERC. 2009. A Technical Reference Paper: Fault-Induced Delayed Voltage Recovery, Version 1.2. Transmission Issues Subcommittee and 
System Protection and Controls Subcommittee. June.  
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to recover above 0.85 pu. The typical protection operation time for Zone 2 is 0.2–0.3 s, and for Zone 3 is 1–1.5 s,18 
which is in the time frame of the FIDVR phenomenon, so the relays connected to the lines originating or terminating 
at this bus are at the risk of operating and, in this case, the TVR criteria will fail to screen this condition as critical even 
though the bus voltage recovery may be acceptable under a uniform TVR criteria. Therefore, transmission planners 
need to be cognizant of such impacts and appropriately model phase distance relays for heavily loaded lines in 
areas/zones susceptible to FIDVR for better characterization of the possible consequences. Note that, even though 
most relays also have blinders that increase their loadability, such relays can also be affected by FIDVR, but to a lesser 
extent. 
 
Another point of concern is power swings. Most of these relays have a power swing block feature that prevents the 
relay from operating during a stable power swing. Therefore, in most cases, the relays will not operate during a 
transient power swing. However, with increased penetration of inverter-based resources (IBRs), the rate of power 
swing measured at certain lines close to the IBRs is high enough to mislead the relay into operation,19 so relays on 
lines close to IBRs might also have to be considered. Most of the other relays do not raise any significant concern 
from a modeling perspective during FIDVR conditions. 
 

Generator Modeling Considerations 
If a conventional generator is located at a bus that is close to a load area experiencing FIDVR or has a significant 
amount of motor loads in electrical proximity, it is important that simulation models adequate represent various 
generator protections that might operate under degraded voltage conditions. Specifically, attention should be given 
to the following: 

• Generator Protection 

 Stator over current protection 

 Field winding protection 

 Under and over voltage protection 

• Generator Auxiliary System Protection 

 Lubrication pumps 

 Feedwater pumps 

 Forced draft/induced draft/primary air fans 

 Circulating water pumps 
 
Implementing models to capture the effect of these protection devices is important since, in reality, these protection 
devices may operate under degraded voltage, tripping the generator and worsening the degrading event. If such 
devices are modeled appropriately, the evolution of a FIDVR event can be captured more accurately. NERC standard 
PRC-019-2 requires coordination of generator protection elements and excitation limiters.  
The generator protection functions listed above can be implemented in the commonly used simulation programs. 
The auxiliary system protection functions listed above are equally important but can be tricky to implement in some 
cases. Presently, the PRC-024-320 standard does not require the plant auxiliary system protection to conform with 
                                                            
18 Samaan, N. A., J. E. Dagle, Y. V. Makarov, R. Diao, et al. 2016. “Modeling of protection in dynamic simulation using generic relay models 
and settings.” Proc. of 2016 IEEE PES GM. July. Boston, Massachusetts. 
19 https://www.cce.umn.edu/documents/CPE-Conferences  
20 PRC-024-2 Generator Frequency and Voltage Protective Relay Settings: https://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-
024-2.pdf#search=prc%2D024%2D2 

https://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-024-2.pdf#search=prc%2D024%2D2
https://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-024-2.pdf#search=prc%2D024%2D2


Chapter 3: Modeling Considerations 
 

NERC | White Paper on Transient Voltage Response Criteria | December 2022 
21 

the “no-trip” zone as identified in the standard. However, the tripping of a plant auxiliary motor, such as a lubrication 
pump, can cause the entire plant to shut down that will result in further cascaded impacts. While the no-trip zone 
indicated in the PRC-024-3 can be modeled with the (LHVRT/VTGTPAT relay in GE PSLF™ and PSS®E, respectively), or 
based on a voltage level and time duration-based screening, it should be confirmed that vulnerable generators are 
indeed able to ride through without disruption within the limits set by PRC-024-3. If the plant auxiliaries are expected 
to trip in the “no-trip” area defined in PRC-024-3, the screening method used (either using LHVRT relay or voltage 
level-time duration-based screening) should be adjusted to account for this based on sound engineering judgement. 
Furthermore, these relay models can be set in alarm mode as well as in trip mode. Planners are advised to use 
judgement in employing these options so they can screen and study these problems appropriately. 
 
In addition to the protection systems discussed above, it is important to recognize the effects of excitation limiters 
of generators that are in an area experiencing FIDVR or have a significant amount of motor loads in near proximity. 
When motors decelerate in response to a voltage disturbance, they consume an increased amount of reactive power. 
The capabilities of local voltage support resources, such as synchronous generators, can affect the voltage recovery 
of the system significantly. Excluding excitation limiter models can result in a generator supplying an unrealistic level 
of reactive power and overloading its field and stator circuits. Figure 3.1, shows the overload capability of the 
generator stator and field circuits as given in standard ANSI C50.13 21 Modeling the excitation limiters will cause the 
field current to be restricted within allowable limits; they will restrict the reactive power output of the machine. 
Reduction in reactive power can result in loss of voltage support and made worse a voltage disturbance.22  
 

 
Figure 3.1: Generator Stator and Field Overload Capability

                                                            
21 IEEE C50.13-2014 - IEEE Standard for Cylindrical-Rotor 50 Hz and 60 Hz Synchronous Generators Rated 10 MVA and Above: 
https://standards.ieee.org/standard/C50_13-2014.html  
22 Undrill, J. M. 2009. Generation Side of FIDVR. Presented at the 2009 NERC-DOE Fault Induced Delayed Voltage Recovery (FIDVR) 
Workshop. September. 

https://standards.ieee.org/standard/C50_13-2014.html
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Chapter 4: WECC and ISO-NE TVR Criteria 
 
This chapter describes the TVR criteria used by WECC and ISO-NE. These examples illustrate how the development of 
TVR criteria have been driven by the need to study identified reliability risks. The examples also illustrate how the 
actions triggered by simulation findings depend on engineering judgement based on experience and past studies as 
well as being informed by standards and local practices regarding acceptable reliability performance. 
 

WECC23 
WECC revised its TVR criteria in 2015,24 and the rationale for the revision was twofold. First, WECC acknowledged 
that its former TVR criteria25 was based on a proxy for loss of voltage sensitive load in the absence of dynamic load 
modeling. WECC then observed that it was now using dynamic load models that more explicitly model the dynamic 
behavior of loads in simulations. WECC concluded that these more complex composite load models make the 
applicability of the present WECC regional performance criteria obsolete. Second, WECC also observed that, with 
approval of TPL-001, the general philosophy of the TPL criterion had changed from no loss of load due to voltage dips 
for planning contingencies to maintaining the integrity of the BES, recognizing that loss of voltage sensitive loads or 
loads tripped by end-user equipment cannot be prevented.  
 
WECC’s revised TVR criteria have two parts. The first part addresses faults that cause FIDVR; the second part 
addresses faults that do not cause FIDVR. 
 
Referring to faults that cause FIDVR, the criteria require that “transient stability voltage response at applicable BES 
buses serving load (with no intermediate connection) shall recover to at least 80% of pre-contingency voltage within 
20 seconds of the initiating event for all P1–P7 category events.” The stated purpose is to specify a recovery voltage 
that allows enough time to recover during an FIDVR event. See 4.1.  
 

                                                            
23 WECC. 2016. WECC Criterion. TPL-001-WECC-CRT-3.1. September: https://www.wecc.org/Reliability/TPL-001-WECC-CRT-3.1.pdf 
24 WECC. 2015. WECC-0100 TPL-001-WECC-CRT-3 (CRT), Transmission System Planning Performance, proposed transient voltage 
response rationale for CRT requirements R1.3 and R1.4. July: https://www.wecc.org/Reliability/WECC-0100%20Posting%203%20TPL-001-
WECC-3%20White%20Paper%20on%20Requirement%20R1%203%20and%20R1%204%20-%20Not%20for%20Comment.doc 
25 WECC. Table W-1 of the WECC Regional Criteria, TPL-001-WECC-CRT-3.2, System Performance (TPL). https://www.wecc.org/Reliability/TPL-
001-WECC-CRT-3.2.pdf  

https://www.wecc.org/Reliability/TPL-001-WECC-CRT-3.1.pdf
https://www.wecc.org/Reliability/WECC-0100%20Posting%203%20TPL-001-WECC-3%20White%20Paper%20on%20Requirement%20R1%203%20and%20R1%204%20-%20Not%20for%20Comment.doc
https://www.wecc.org/Reliability/WECC-0100%20Posting%203%20TPL-001-WECC-3%20White%20Paper%20on%20Requirement%20R1%203%20and%20R1%204%20-%20Not%20for%20Comment.doc
https://www.wecc.org/Reliability/TPL-001-WECC-CRT-3.2.pdf
https://www.wecc.org/Reliability/TPL-001-WECC-CRT-3.2.pdf


Chapter 4: WECC and ISO-NE TVR Criteria 
 

NERC | White Paper on Transient Voltage Response Criteria | December 2022 
23 

 

Figure 4.1: Delayed Response Voltage Parameters 
 
For faults that do not cause FIDVR, the criteria requires that “for voltage swings subsequent to fault clearing and the 
first voltage recovery above 80%, voltage dips at each applicable BES bus serving load (with no intermediate buses) 
shall not dip below 70% of pre-contingency voltage for more than 30 cycles or remain below 80% of pre-contingency 
voltage for more than 2 seconds for all P1-P7 category.” The purpose is both to confirm that voltage has, in fact, 
recovered (i.e., the system will not cascade) and to provide “a reasonable expectation of minimal load loss.” See 
Figure 4.2. 

 

 

Figure 4.2: Normal Response Voltage Parameters 
 
In describing the development of its revised TVR criteria, WECC is explicit in referencing the engineering judgement 
involved. The following is stated by WECC: 
 

“Even though there is no hard technical justification for 80%, it is widely understood that if the voltage did 
not recover to at least 80%, there could be unintended consequences such as protection system misoperation 
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which could result in cascading. In addition, recovering in a maximum of 20seconds seems like a reasonable 
time to recover during a FIDVR event based on experience and engineering judgment. Since the TPL-001 is 
new, and there remains to be much research to be done regarding the FIDVR phenomena and related 
dynamic load modeling practices, these parameters should be revisited as better information becomes 
available.” 

 
WECC’s criteria also recognizes that subsequent voltage dips due to power swings could cause load loss that may 
occur on neighboring systems. WECC’s criteria seeks to minimize this potential impact on other loads by the limiting 
voltage dips subsequent to recovery of the first swing. Appendix C provides a discussion of loss of load considerations 
that may be relied on to establish these thresholds. 
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ISO-NE26 
The intent of the ISO-NE Transient Voltage Sag Guideline is “to avoid uncontrolled islanding and significant load 
shedding that may lead to unintended system performance, such as widespread voltage collapse.” ISO-NE has also 
used the guideline as a measure of system stability because it is concerned that a post fault voltage sag event could 
lead to either potential tripping of generators by low voltage based on tripping of auxiliary loads, or  potential tripping 
of transmission lines during power swings due to relay actuation.  
 
ISO-NE’s Transient Voltage Sag Guideline is stated as follows (also see Figure 4.3): 

 

Figure 4.3: ISO-NE’s Voltage Sag Guideline Parameters 
 
The minimum post-fault positive sequence voltage sag must remain above 70% of nominal voltage and must not 
exceed 250 ms below 80% of nominal voltage within 10 seconds of following a fault. ISO-NE further notes that these 
limits are supported by the typical sag tolerances shown in Figures C.5 to Figure C.10 in IEEE Standard 1346-1998. 
This is more of a screening criteria to prevent unintended system performance. 
 
ISO-NE also notes that, while its Voltage Sag Guideline covers conditions that occur after the voltage reaches 80% 
post-fault clearing, it does not cover delayed voltage recovery (e.g., FIDVR), which is more of a concern during 
summer peak conditions. To address delayed voltage recovery, ISO-NE has developed the following criterion:27 
 

“At BES buses that are a part of the pool transmission facility (PTF) and that serve load or are connected to 
load-serving transformers, the voltage shall not stay below 0.8 p.u. for longer than 10 seconds for Planning 
Events under NERC TPL-001. At all other BES buses, no transient voltage recovery criteria are applied.” 

 
In developing this TVR criterion, ISO-NE acknowledges that there is no industry standard for a low voltage threshold 
at BES buses, such as 0.8 pu during a transient condition. Nevertheless, ISO-NE states that it is concerned that 
sustained voltages below 0.8 pu could lead to cascading outages based on protection system misoperation. ISO-NE is 

                                                            
26 https://www.iso-ne.com/static-assets/documents/2022/04/transmission_planning_technical_guide_rev7_3.pdf 
27 pp3_r8.pdf (iso-ne.com) 

https://www.iso-ne.com/static-assets/documents/2022/04/transmission_planning_technical_guide_rev7_3.pdf
https://www.iso-ne.com/static-assets/documents/2017/10/pp3_r8.pdf
https://www.iso-ne.com/static-assets/documents/2022/04/transmission_planning_technical_guide_rev7_3.pdf
https://www.iso-ne.com/static-assets/documents/2022/04/transmission_planning_technical_guide_rev7_3.pdf
https://www.iso-ne.com/static-assets/documents/2017/10/pp3_r8.pdf
https://www.iso-ne.com/static-assets/documents/2017/10/pp3_r8.pdf
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explicit in recognizing that it is basing this criterion on its engineering judgement. Accordingly, ISO-NE also states that 
it is leaving open the possibility for revisiting the criteria as more experience is gained with the dynamic load models.  
 
In addition to the above criterion, the voltages at the BES buses that are a part of the PTF must not violate the post-
contingency, pre-switching low voltage limits at the end of the transient simulation. This is to ensure that the system 
can stably transition into a steady-state time frame without any voltage collapse. 
 
With the use of dynamic load model in TPL studies, the transient voltage recovery phenomenon is sensitive to each 
load model type, including their protection settings. The composite load model includes models of three-phase 
motors, single-phase motors, and electronic and static loads, along with their associated voltage protection settings. 
Contingency simulations with the composite load model could lead to load being disconnected. Excessive 
disconnection of load could lead to significant changes in power flow within the New England system and across the 
tie lines to neighboring areas. To reduce the impact of load disconnection on system performance, ISO-NE restricts 
the net loss of load for planning events to 1,200 MW.  
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Chapter 5: Guidance for Setting up TVR Criteria 
The purpose of a TVR criteria is to assist in the task of distinguishing between simulations that indicate acceptable 
response of the BES to contingencies and those that do not. The contingencies of concern are described in general 
terms in NERC standard TPL-001. Acceptable response is when the power system continues to operate stably within 
allowable bands of frequency and voltage. The examination of a simulation run to determine if it indicates acceptable 
behavior requires consideration of large numbers of signals in relation to a range of aspects of system behavior. 
Examples of the signals that should be examined are as follows: 

• Generator real and reactive power outputs and generator bus voltages 

• Sychronous generator excitation voltages and currents 

• Voltage at load serving buses 

• Voltage at major substation buses 

• Apparent impedances seen by distance relays 

• Voltage at electronic elements including HVDC converters  
 
Key aspects of BES behavior that must be recognized from examination of the simulation signals include the 
following: 

• Maintenance or loss of synchronism of individual generators (transient stability) 

• Maintenance of voltage at BES load-serving buses that ensures that end-use supply voltages are within 
statutory and locally determined acceptable limits 

• Loss of synchronism between sections of the BES (out-of-step, system separation) 

• Disconnection of load by under-frequency or undervoltage relays 

• Tripping of generators as a consequence of low auxiliary bus voltages 

• Stalling of customer’s motor loads and subsequent disconnection 

• Operating mode transitions of electronic elements, including HVDC converters, inverter-based generation, 
and electronically controlled loads 

 
A TVR criterion is a surrogate for the broad range of signals and aspects of system behavior that must be examined 
to draw a sound conclusion from a simulation run. BES voltages are used as surrogates because long experience has 
shown that they are well correlated with key aspects of BES behavior: loss of synchronism is closely associated with 
short-term dips of voltage after clearance of transmission faults, delays of voltage recovery for several seconds after 
fault clearance are a “signature” consequence of the stalling of air conditioner motors, and prolonged oscillations are 
associated with instability of controls. There are many more such associations. 
 
When used in combination with sound engineering judgement, a TVR criterion aids in the recognition of risks that 
arise from the approximations that are inevitable in simulations of large, complex, and constantly evolving systems. 
 
To be useful, a TVR criterion must recognize the physical facts of power system behavior and the practices by which 
the BES and distribution systems are built and operated. It must also recognize the capabilities and limitations of the 
simulation tools with which it will be used. Key aspects of BES behavior—discussed below—are associated with both 
the size of voltage variations and the time frames over which they occur. This is illustrated by Figure 5.1 and Figure 
5.2. 
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Figure 5.1: Simulated Response of Voltage for Fault Close to a Block of Generation 
 

 
Figure 5.2: Simulated Response of Voltage in a Load Area 

 
Rotor Angle Dynamics and Transient Stability: The timescale of behavior related to rotor angle stability and 
maintenance of synchronism is typically about zero to two seconds. Figure 5.1 shows a bus voltage from three 
simulations of a transmission fault close to a synchronous generator. With strong transmission, after clearance of the 
fault, voltages recover quickly to 0.7 per unit (pu) and continue to reach their pre-event levels in less than 1.0 second 
(see both the red and dashed lines).  
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With weaker transmission, clearance of the fault allows voltage to recover to 0.7 pu but then, as generator rotors 
swing in relation to one another, voltage dips back down to 0.63 pu (see the blue line). Such a transient dip of voltage 
after an initial recovery is a good indicator that parts of the BES are close to going out of synchronism (out-of-step) 
with one another. This may be because a single synchronous generator pulls out of step or because large parts of the 
BES have separated. Details of the out-of-step behavior would be revealed by examination of signals, such as 
generator speed, generator power, or the apparent impedances seen by distance relays.  
 
Consequently, a TVR criterion could be set up to detect this behavior by allowing post fault voltage to go and/or 
remain below 0.8 pu for as long as 0.5 second, but not longer. With such voltage and time thresholds, the two 
simulations with good ability to maintain synchronism (i.e., the red and dashed lines) would meet the TVR criterion, 
but the marginal case would not (i.e., the blue line). 
 
However, in a situation such as this, it should be preferable to apply a MW or clearing time margin against the 
generation MW level or clearing time at which point the system loses synchronism rather than relying on a TVR 
criterion from which one cannot know precisely how near the loss of synchronism is in any given case. 
 
Delayed Voltage Recovery: The timescale of delayed voltage recovery events can range up to 15 seconds. Figure 5.2 
shows voltages indicated by three simulations of a part of the system where load behavior is a concern. Real power 
transfers into the load region are moderate, and maintenance of synchronism is not an issue. In this case, the fault 
depresses voltage to a level at which a large amount of a single-phase motor load stalls. The stalled motors present 
the system with a significant increase in reactive power load above the pre-event level; this high reactive load causes 
the voltage to recover slowly, and complete recovery is achieved only when thermal cut-outs in the motors 
disconnect them from their supplies. The disconnection of load allows voltage to go above the pre-event level after 
the slow recovery. 
 
A TVR criterion that addresses delayed voltage recovery behavior must recognize that the threshold voltage levels 
and time tolerances that are effective in regard to short-term synchronism transients can represent an impractical 
performance objective with regard to delayed voltage recovery. Accordingly, a TVR criterion that recognizes slow 
voltage recovery behavior such as that shown in Figure 5.2 could, for example, simply require that the rate of change 
of voltage be positive. 
 
Essential Service Loads: Regardless of consideration of system behavior at load buses, a TVR criterion should 
recognize the essential nature of power plant auxiliary loads. A TVR criterion may need to use special criteria (e.g., 
different voltage threshold and tolerance time) for buses serving generating plant auxiliary loads (such as lubricating 
oil and hydraulic control fluid pumps). 
 
Post-event System Condition: At the end of a simulation run, the system should be operating stably in a quasi-steady 
state condition that can be maintained for an extended period. A TVR criterion does not need to require voltages to 
be completely restored to normal, or to be ideal for long-term operation, but it should require them to be in a range 
such that normal secondary control actions (such as regulator tap changes or capacitor switching) can restore normal 
conditions.  
 
Figure 5.3 provides a visual summary of the phases of a simulated voltage recovery for which the considerations 
described in this section could be addressed by a TVR criterion.  
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Figure 5.3: Considerations for Establishing TVR Criteria 

 
TVR criteria should be reviewed periodically in relation to the evolution of power system equipment, power system 
behavior, and the characteristics of simulation tools. It is not unreasonable to anticipate that the evolution of the 
power system or of simulation tools results in behavior, both real and in simulation, that causes a standing TVR 
criterion to be excessively stringent in its requirements. 
 
Transient voltage response criteria are primarily intended to indicate potential transmission reliability risks following 
a disturbance. The voltage thresholds contained in R5 reflect engineering judgements and regional practices that 
indicate when it is prudent to recognize that initial simulation findings may warrant further investigation. They are, 
in this instance, best thought of as representing “margins” that, when crossed, call for increased scrutiny. However, 
past experiences may also support actions that target the voltage excursion directly. In these instances, the TVR 
criteria are now understood to represent performance criteria. 
 
The guidance on the NERC TPL-001 R5 requirement provided in this document is general in nature as these criteria 
are system specific and cannot be applied universally to all systems. It defines certain boundary conditions based on 
voltage levels that must be respected in order to develop a practical TVR criteria. It provides a means for determining 
the voltage levels corresponding to the boundary conditions that satisfies one of the requirements as stated in R5 of 
TPL-001 standard. The other requirement regarding the time duration below which the voltage levels can remain is 
system specific and is left to the planner to decide based on sound engineering judgement. 
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Appendix A: Large-Disturbance, Short-Term Voltage Stability is 
the Focus of TPL-001 FIDVR 
 
This appendix provides background for this white paper by first locating the types of reliability issues that are studied 
with transient simulations with positive sequence load flow tools within the broad pantheon of power system stability 
issues in general and voltage stability issues in particular.  
 
An IEEE/CIGRE Joint Task Force on Stability presented a detailed classification and definition of stability problems in 
power systems.28 Recently the document developed by the task force was revised29 to include the impact of inverter 
interfaced resources. In this revised document, power system stability is classified as shown in the Figure A.1 below.30  
 

 
Figure A.1: Classification of Power System Stability 

 
The classification of voltage stability pertains to the discussion in this white paper. The incidence of voltage stability 
can occur due to both large and small disturbances. The small-disturbance instability primarily manifests itself as a 
slow voltage collapse. This collapse is handled with steady state analysis techniques and is well documented in 
literature. The topic is addressed in this white paper is voltage instability due to large disturbances. Large-disturbance 
voltage stability can be further divided into short-term phenomena and long-term phenomena. Short-term voltage 
stability involves dynamics of fast acting load components, such as induction motors, electronically controlled loads, 
HVDC links as well as inverter interfaced generators and synchronous generators. The topic addressed in this white 
paper is short-term voltage stability. 
 
The short-term voltage problem can be further subdivided into oscillatory voltage stability and non-oscillatory voltage 
stability. Oscillatory voltage stability primarily occurs in conjunction with power swings initiated by large 
disturbances, and synchronous generators swing against each other consequently. As a result, the voltages at 
locations in the transmission circuit connecting the synchronous generators oscillate. At the electrical center between 
the groups of oscillating generators, the voltage deviations can become zero.31 This phenomenon is well described in 
examining the operation of out-of-step relays and results in tripping of transmission lines, HVDC pole tripping, or 

                                                            
28 Kundur, P., J. Paserba, V. Ajjarapu, G. Andersson, A. Bose, C. Canizares, N. Hatziargyriou, D, Hill, A. Stankovic, C. Taylor, T. Van Cutsem, and 
V. Vittal. 2004. “Definition and Classification of Power System Stability, IEEE/CIGRE Joint Task Force on Stability Terms and Definitions Report.” 
IEEE Transactions on Power Systems 19(3), 1387–1401. August.  
29 Pourbeik, P., J. Sanchez-Gasca, A. Stankovic, T. Van Cutsem, V. Vittal, C. Vournas. 2021. “Definition and Classification of Power System Stability 

– Revisited & Extended.” IEEE Transactions on Power Systems 36(4), 3271–3281. July. 
30 Ibid. 
31 E. W. Kimbark. 1950. Power System Stability Vol II, (Chapter X). John Wiley and Sons, Inc. New York.  
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synchronous generator tripping. Non-oscillatory short-term voltage stability is primarily driven by the load (largely 
single-phase induction motors) and manifests as a slow voltage recovery following a large disturbance. Typically, this 
fault-induced delayed voltage recovery (FIDVR) phenomenon results in disconnection of customer load and power 
quality issues. 
 
The time frame for assessing short-term voltage stability is about 10–20 seconds. In this time frame, the 
comparatively fast dynamics of generators and their control systems, HVDC, FACTS devices, inverter-based 
generators and loads, determine system stability. After this time frame, slower voltage control devices like under-
load tap changers and automatically switched shunts start to operate to raise or lower system voltages within a set 
operating band. Accordingly, a study of short-term voltage stability is conducted using simulation models. NERC TPL-
001 is formulated entirely around transient simulation studies conducted initially using positive sequence load flow 
tools. 
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Appendix B: Major System Events 
 
This appendix reviews some actual system events characterized by depressed system voltages for varying periods 
following a system disturbance. Generation outages, inadvertent protection device operation, and human error 
exacerbated these depressed system voltages conditions. FIDVR events result in a high demand for reactive power 
within the transmission and the sub-transmission system. The following are some salient features of FIDVR events: 

• Slow recovery of voltages on transmission and distribution load buses 

• Significant disconnection of load due to delayed voltage recovery 

 Normally cleared faults and multiple faults lead to load disconnection 

 Tripping of several generating units 

 High voltage seen on transmission buses leading to automatic cap bank switching and locking out 
 
The following sections detail some causes and impacts of significant events in various areas of the North American 
Interconnection.  
 
August 22, 1987, Tennessee Valley Authority Event 
The Tennessee Valley Authority event was one of the first FIDVR events to be identified. The initial cause of this event 
was a 115 kilovolt (kV) switch phase-to-phase flashover during operation.32 Due to the protection scheme, the 
duration of the fault allowed motor loads to stall and draw large amounts of reactive power after clearing of the 
fault.33 The long fault clearing duration resulted in a depressed voltage condition on both the 161 kV and 500 kV 
systems. These depressed voltages resulted in cascading that eventually tripped the 161 kV source for several 
substations, resulting in the loss of 700 MW of load.34 Much of the load lost resulted from thermal and overload 
protection on individual pump and air conditioning loads. Tennessee Valley Authority lost an additional 565 MW of 
load after thirteen 161 kV substations were de-energized. 
 
August 22, 1987, Tennessee Valley Authority Event 

• Failure of a 115 kV switch leading to a delayed fault clearing 

• Depressed 161 kV and 500 kV system voltages led to 700 MW of load disconnection 

• Additional 565 MW of load was disconnected due to protective action 
 
August 18, 1988, Florida Power & Light Event 
Eight severe outage events occurred on the Florida Power & Light System during the 10-year period up to 1988, when 
normally cleared fault events in Southeast Florida caused a significant drop in customer load. In some of these events, 
distribution feeder breakers protection operated time overcurrent relays; however, most of the load was loss due to 
operation of customer device protection. The August 18, 1988, event caused the most concern because it took more 
than 10 seconds for the transmission voltage to recover to prefault levels.35 There was concern that a surge in reactive 
load experienced following the fault isolation for this event could cause transient stability problems for fault in more 

                                                            
32 Cascading Voltage Collapse in West Tennessee. August 22, 1987. Gary C. Bullock, Tennessee Valley Authority. 
33 Ibid 
34 Ibid 
35 John W. Shaffer. August 18, 1988. Florida Power & Light Event. 
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critical transmission circuits. Field tests have shown that normally cleared faults will cause residential air condition 
compressor motors to stall if the supply voltage is below 60% of normal during the fault.36 
August 18, 1988, Florida Power & Light Event 

• A three-phase fault on a 230 kV bus cleared in 3.5 cycles 

• 825 MW of load disconnected 
 
August 5, 1997, Southern California Edison Event  
An airplane accident caused multi-phase-phase fault in two 500-kV lines in Southern California. Figure B.1 and Figure 
B.2 shows the 500 kV bus voltage at Adelanto and the bus frequency at the Palo Verde generating station. The fault 
resulted in FIDVR with delayed voltage recovery lasting about 15 seconds, and it caused intermittent disconnection 
of 3,525 MW of load by end-use controls and distribution protection. 
 

 

Figure B.1: Adelanto 500 kV Bus Voltage 
 

                                                            
36 Ibid. 
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Figure B.2: Palo Verde Bus Frequency 
 

July 30, 1999, Southern Company Union City Event 
Southern Company’s southern balancing area experienced a FIDVR due to multiple faults. Seven units with a total 
output of approximately 1,065 MW tripped during the event or minutes after it. As a result, approximately 1,900 MW 
of load was dropped. Less than 100 MW of the load lost was due to utility breaker operations. The vast majority of 
load lost was due to induction motor protection. 

 
July 28, 2003, Hassayampa and Pinnacle Peak Event 
Prior to the disturbance, there were two faults caused by contaminated insulators at Arlington Valley Substation on 
the Hassayampa 500 kV line. The Hassayampa to Arlington Valley 500-kV line was removed from service to clean the 
contaminated insulators. Figure B.3 is a fault diagram of the affected facilities. At about 6:54 p.m., local time, the 500 
kV breaker was closed and the 500 kV grounding switch remained in the closed position. This action created a three-
phase fault on the Hassayampa to Arlington Valley 500 kV line. The 500 kV breaker tripped in three cycles (50 
milliseconds), clearing the fault from the system.37 
 

                                                            
37 Bo Gong and Andreas Schmitt. “LMWG Presentation Hassayampa Event.” July 2020 and November 2020. 
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Figure B.3: Hassayampa Fault Diagram 
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Table B.1 shows the generation loss, and Figure B.4 illustrates the FIDVR effect on voltage. 
 

Table B.1: 2003 Hassayampa Event Generation Loss38 
Units Tripped Generation Loss (MW) Cause 

Palo Verde Unit #3 1,252 SSO Relay 
Redhawk CT#1 & CT#3 760 Over Frequency (incorrectly) 
West Phoenix CT #5 490 Over Excitation Relay( incorrectly) 
Harquahala CT #2 185 Loss of Auxiliary Power (incorrectly 

   
Total Generation Loss 2,687  

APS 1,799  
SRP 219  
EPE 198  
SCE 198  
PNM 128  
SCPA 74  
LDWP 71  

 
 

 

Figure B.4: 2003 Hassayampa Event Voltage Recovery39 
 
  

                                                            
38 Ibid. 
39 Ibid. 
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July 28, 2003, Hassayampa and Pinnacle Peak Event 
The Hassayampa Event is a three phase fault on the 500 kV system cleared in three cycles. The following are details 
that occurred with the event. 

• FIDVR occurred, leading to 440 MW of load disconnection and 90,000 customers losing power 

• 2,687 MW of generation tripped due to a protective relaying issue and not connected to FIDVR 

• 1,000 MW of load disconnection due to FIDVR 
 
September 8, 2011, Arizona Southern California Event 
On the afternoon of September 8, 2011, an outage of the Arizona Public Service’s (APS) Hassayampa-N. Gila 500 kV 
line (H-NG) initiated an 11-minute system disturbance in the Pacific Southwest, leading to cascading outages that left 
approximately 2.7 million customers without power. These outages affected parts of Arizona, Southern California, 
and Baja California, Mexico. The entire San Diego area lost power with nearly one-and-a-half million customers losing 
power, some for up to 12 hours. Millions went without air conditioning on a hot day. 
 
The loss of the 500 kV transmission line initiated the event, but it was not the sole cause of the widespread outages. 
The system is designed and should be operated to withstand the loss of a single line. The affected line—the APS 
H-NG)—is a segment of the Southwest Power Link (SWPL), a major transmission corridor that transports power in an 
east-west direction from generators in Arizona through the service territory of the Imperial Irrigation District and into 
the San Diego area. This transmission line had tripped on multiple occasions without causing cascading outages. With 
the SWPL’s major east-west corridor broken by the loss of H-NG, power flows instantaneously redistributed 
throughout the system, increasing flows through lower voltage systems to the north of the SWPL, as power continued 
to flow into San Diego on a hot day during hours of peak demand. These increased flows on the lower voltage circuits 
caused extensive depressed voltages and delayed clearing.40 
 
September 8, 2011, Arizona Southern California Event  

• San Diego Gas & Electric lost 4,293 MW of firm load, affecting approximately 1.4 million customers.  

• The Comisión Federal de Electricidad, in Mexico, lost 2,150 MW of net firm load, affecting approximately 1.1 
million customers. 

• Imperial Irrigation District lost 929 MW of firm load, affecting approximately 146,000 customers. 

• Arizona Public Service (APS) lost 389 MW of firm load, affecting approximately 70,000 customers.  

• The Western Area Power Administration, Lower Colorado Region lost 74 MW of firm load, 64 MW of which 
affected APS’s customers. The remaining 10 MW affected 5 Western Area Power Administration customers. 

 
Southern California Edison Summary of FIDVR Events 
Southern California Edison has had a number of FIDVR events over the past few decades; they are summarized 
below:  

• 1988 and 1989: First delayed voltage events observed at SCE (Devers and Antelope)  

• 1990: Valley (June)—impacted a 1,000 square mile service area 

• 1997: Lugo plane crash—lost 3,500 MW (August 5)  

                                                            
40 FERC and NERC. 2012. Arizona-Southern California Outages Staff Report on September 8, 2011: Causes and Recommendations. April. 
https://www.nerc.com/pa/rrm/ea/September%202011%20Southwest%20Blackout%20Event%20Document%20L/AZOutage_Report_01MAY
12.pdf. 

https://www.nerc.com/pa/rrm/ea/September%202011%20Southwest%20Blackout%20Event%20Document%20L/AZOutage_Report_01MAY12.pdf
https://www.nerc.com/pa/rrm/ea/September%202011%20Southwest%20Blackout%20Event%20Document%20L/AZOutage_Report_01MAY12.pdf
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• 2004: Four events at Valley/Devers  

• 2005: Three events at Valley/Devers  

• 2006: Thirty-seven events at Valley, Devers, Antelope, Rector, and Villa Park  

• 2007: Six events at Rector, Antelope, and Valley  
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Appendix C: WECC Loss of Load and DR Tripping Considerations 
for TVR Criteria 
 
WECC’s TVR criteria account for the fact that subsequent voltage dips due to power swings can cause load loss and 
DR tripping on neighboring systems.41 This appendix reproduces WECC’s discussion of the considerations that may 
be relied on to establish TVR voltage thresholds that address these considerations. 
 
The IEEE Standard 1668 (IEEE Trial Use Recommended Practice for Voltage Sag and Short Interruption Ride-Through 
Testing for End-Use Electrical Equipment Rated Less than 1,000 V)42 defines a recommended practice for voltage-sag 
ride-through performance testing for electrical and electronic equipment connected to low-voltage power systems. 
This includes minimum voltage-sag immunity requirements based on actual voltage-sag data. The ride-through 
voltage and times specified in the IEEE standard give a reasonable expectation for voltage ride-through of loads 
connected to distribution systems. The IEEE standard classifies voltage-sag into three types: Type I and Type II cover 
single-phase and two-phase faults as well as Type III covers three-phase faults. For Type I and Type II tests, 
recommended parameters are as follows: 

• 50% for 12 cycles 

• 70% for 0.5 seconds 

• 80% for 2 seconds 

For Type III tests, recommended parameters are as follows: 

• 50% for 3 cycles 

• 70% for 6 cycles 

• 80% for 2 seconds 
 

Since the majority of faults that occur on the BES are single-phase faults, it is reasonable to assume that a voltage dip 
defined by the Type I and II parameters above is appropriate.  
 
These parameters also seem unlikely to cause excessive tripping of DR. The IEEE Standard 1547 (IEEE Standard for 
Interconnecting Distributed Resources with Electrical Power Systems) provides technical specifications and 
requirements for interconnection of distributed resources within an area electric power system. In the IEEE standard 
there is a section that specifies the response of DR to abnormal conditions. Response to abnormal voltages specifies 
maximum clearing times for DR to cease energizing the area for reasons of safety and protection of equipment. The 
responses to abnormal low voltages listed in the IEEE standard are as follows: 

• V < 50%, clearing time 0.16 seconds 

• 50% < V < 88%, clearing time 2.00 seconds. 
 
The 80% for 2.00 seconds parameter at BES busses serving load falls within the upper end of the voltage range for DR 
clearing time of 2.00 seconds. 

                                                            
41 WECC. 2015. WECC-0100 TPL-001-WECC-CRT-3 (CRT) Transmission System Planning Performance Proposed Transient Voltage 
Response Rationale for CRT Requirements R1.3 and R1.4. July 23: https://www.wecc.org/Reliability/WECC-0100%20Posting%203%20TPL-
001-WECC-3%20White%20Paper%20on%20Requirement%20R1%203%20and%20R1%204%20-%20Not%20for%20Comment.doc 
42 IEEE Standard 1668™-2014, IEEE Trial-Use Recommended Practice for Voltage Sag and Short Interruption Ride-Through Testing for End-Use 
Electrical Equipment Rated Less than 1000 V. [4] IEEE Standard 1557™-2003, IEEE Standard for Interconnecting Distributed Resources with 
Electric Power Systems. 

https://www.wecc.org/Reliability/WECC-0100%20Posting%203%20TPL-001-WECC-3%20White%20Paper%20on%20Requirement%20R1%203%20and%20R1%204%20-%20Not%20for%20Comment.doc
https://www.wecc.org/Reliability/WECC-0100%20Posting%203%20TPL-001-WECC-3%20White%20Paper%20on%20Requirement%20R1%203%20and%20R1%204%20-%20Not%20for%20Comment.doc
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Appendix D: Distribution Reliability Risks  
 
This appendix describes the general configuration of electricity distribution systems, strategies for maintaining their 
reliability, and factors that can threaten their reliable operation. A distribution system is formed by distribution 
feeders originating at distribution substations that are operated radially or in a network configuration. Distribution 
feeders typically range in operating voltage from 4 kV to 35 kV in either a single-phase or three-phase configurations. 
Distribution feeders provide power to service transformers as well as in either a single-phase or three-phase 
configurations, which step down the voltage to anywhere from 120 volts to 480 volts.  
 
To serve customers in a radial system, distribution operators can frequently reconfigure the system by connecting or 
disconnecting feeders to each other. For this reason, the layout and topology of the distribution system can be 
changed more frequently as compared to the transmission system. The feeders are typically geographically 
distributed to serve each individual customer. It is common to have clustered distribution lines in high density 
commercial and residential areas but with longer distance radial lines to connect between them. Often, the 
distribution feeders are built along the roads or canals as well as buried underground. Depending on the geographic 
characteristic of a certain area, it can show a more visually complicated connection topology, such as curves and 
zigzags. Figure C.1 shows a distribution system that is comprised of feeders (colored red, blue, green, and magenta). 
The underground section is shown as a dashed line, and the overhead lines are solid lines.  
 

 

Figure C.1: Distribution Feeder 
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In contrast to the transmission system, where voltage is an important reliability issue, maintaining satisfactory 
distribution system voltage is more often a power quality concern for distribution planning and operation. Sustained 
low or high voltage and voltage flickers are among the primary concerns. In general, distribution voltage is highly 
dependent on the voltage of the transmission substation to which it is connected. For this reason, distribution 
planning and operation take a “passive” role in planning and maintaining its service voltage. “Passiveness” can be 
interpreted from the following two aspects: 

• Distribution voltage planning focused on steady state voltage  

• Distribution voltage planning assumes a constant transmission voltage  
 
Two commonly used devices that help to regulate distribution voltages are load tap changers (LTC) and switching 
shunt capacitors. In general, LTCs are used to regulate distribution voltage, and switching shunt capacitors are used 
to correct power factors. Both devices operate with long delay times, ranging from five seconds to minutes, they 
often lead to a step change to the voltage magnitude and when triggered.  
 
Figure D.1 shows a typical demand curve for a distribution feeder measured at the feeder head (12.47 kV side of the 
12/69 kV transformer). The reactive power, shown by the red curve, was periodically regulated by switching shunt 
capacitors so the total demand was near unity power factor. Each switching action can cause a step change to the 
feeder reactive power demand. LTC taps were constantly adjusted, as shown by the green curve, to compensate for 
the variation of substation voltage, which followed a pattern similar to that of the real power demand (blue curve).  
 

 

Figure D.1: Distribution Feeder MW, MVAR and LTC Tap Position 
 
For distribution operation, both LTCs and switching shunt capacitors are operated in a slow switching mode (typically 
45 seconds or longer for the initial switching) for consistency with steady state requirements. Operating in this 
manner helps to reduce wear and tear of the switching equipment and avoids competing with the primary voltage 
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control from the transmission system. These steady state requirements include power factor requirements, voltage 
magnitude requirement, voltage harmonics requirement, and voltage flicker requirement. Detailed requirements can 
be varied from utility to utility, or from substation to substation. 
 
For planning studies, it is uncommon for distribution planning to perform dynamic simulation for several reasons: 

• Transient stability impacts from the transmission system are not taken into consideration and will not provide 
any accurate system response without modeling the transmission system. 

• Distribution systems mainly serve loads that do not actively control voltage quickly.  
 
Another notable assumption used in distribution voltage planning is that voltage on the transmission side is relatively 
constant. Under this assumption, distribution feeders are modeled as if they connect to a constant voltage source. 
Voltage control devices are planned to compensate for any voltage variation of +/- 10% at the transmission level or 
variation contributed by the peak/light power flow demand along the feeder. Fast voltage control devices commonly 
used with transmission systems, such as generators and static var compensators, are rarely adopted on the 
distribution system. Note that with the increasing penetration of DERs, the assumption of constant voltage at the 
transmission level may no longer hold  
 
Even though the voltage impacts on the distribution system have been primarily viewed as power quality concerns, 
the reliability risk in the transient time frame should not be neglected. Distribution voltage problems can lead to 
numerous reliability and safety concerns, including service interruption, equipment failure fatigue or damage, 
unexpected protection action, fault induced delayed voltage recovery, large load increases due to DER tripping, and 
even voltage collapse. It can adversely impact transmission system reliability. 
 
Industrial and commercial loads are mostly made up of three-phase induction motors. IEEE Standard C37-96-200043 
states that a typical undervoltage trip setting time for three-phase induction motors is about two to three seconds. 
A typical sustained voltage level below which three-phase induction motors stall is about 0.7 pu. Residential loads 
like computers and televisions are more sensitive to voltage fluctuations and cannot withstand low voltages beyond 
a few cycles. Figure D.2 and Figure D.3 below show the ITIC and SEMI F47 voltage sag tolerance curve. The SEMI F47 
standard shown in Figure D.3 is the voltage sag immunity standard applicable to semiconductor processing 
equipment. Note that the voltage sag mentioned in Figure D.2 applies only to single-phase-to-neutral or single-phase-
to-phase disturbances. 
 

                                                            
43 IEEE. Standard C37-96-2000, IEEE Guide for AC Motor Protection. 
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Figure D.2: ITIC Curve 

 
 

 
Figure D.3: SEMI F47 Curve for Voltage Sags 
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Appendix E: Examples of Transient Voltage Response Criteria 
 
Some Examples of Transient Voltage Response Criteria 

• For all P1 through P7 events, voltage shall recover to 80% of the pre-contingency voltage within 20 seconds. 
For voltage dip, when voltage recover above 80%, voltage at bus serving load shall neither dip below 70% of 
pre-contingency voltage for more than 30 cycles nor remain below 80% of pre-contingency voltage for more 
than two seconds. 

• The voltage can be below 0.8 pu for 10 s at load buses. 

•  The voltage following fault clearing shall not dip below 0.7 p.u. for more than 2.5 seconds. 

• For transmission buses, following the successful clearing of a fault (normal clearing = 6 cycles):  

 The voltage magnitudes should be no less than 70% of their nominal values.  

 Within 20 cycles following the clearing of a fault, the voltage magnitudes should be no less than 80% 
of their nominal values.  

 Within 0.5 seconds following the clearing of a fault, the voltage magnitudes should be no less than 
90% of their nominal values.  

 Within 1.5 seconds following the clearing of a fault, the voltage magnitudes should be no less than 
the steady-state voltage minimum, typically 92–95% of nominal.  

• Voltage must remain above 70% and must not remain below 80% of nominal voltage for more than 250 
milliseconds within 10 seconds following a fault.  

• Post-contingency voltage responses must be within 0.7 pu < Vtransient < 1.2 pu and recover to the steady 
state limits within 20 seconds. 

• For buses 100 kV and above, the transient voltage response criterion is a recovery to 0.9 pu by five seconds 
after the fault has cleared. 

• The transient voltage response criteria is a recovery to 0.9 pu by one second after the fault has cleared.  

• Voltage recovery at transmission buses above 0.8 p.u in 2 s after fault clearing. 

• Bus voltages on the BES shall recover above 0.70 per unit in 2.5 seconds after the fault is cleared. Bus voltages 
shall not swing above 1.20 per unit after the fault is cleared unless affected transmission system elements 
are designed to handle the rise above 1.2 per unit.   

• For P1, voltage shall recover to 0.90 p.u within five seconds after clearing the fault. For P2 through P7, the 
voltage shall recover to 0.90 p.u within ten seconds after clearing the fault.  

• Some entities have transient voltage criteria for generator buses only.   

• Some entities have transient voltage criteria for generators and load bus. 
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Preface  
 
Electricity is a key component of the fabric of modern society and the Electric Reliability Organization (ERO) Enterprise 
serves to strengthen that fabric. The vision for the ERO Enterprise, which is comprised of the North American Electric 
Reliability Corporation (NERC) and the six Regional Entities, is a highly reliable, resilient, and secure North American 
bulk power system (BPS). Our mission is to assure the effective and efficient reduction of risks to the reliability and 
security of the grid.  
 

Reliability | Resilience | Security 
Because nearly 400 million citizens in North America are counting on us 

 
The North American BPS is made up of six Regional Entity boundaries as shown in the map and corresponding table 
below. The multicolored area denotes overlap as some load-serving entities participate in one Regional Entity while 
associated Transmission Owners/Operators participate in another. 

 
 

MRO Midwest Reliability Organization 

NPCC Northeast Power Coordinating Council 

RF ReliabilityFirst 

SERC SERC Reliability Corporation 

Texas RE Texas Reliability Entity 

WECC WECC 
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Preamble 
 
The NERC Reliability and Security Technical Committee (RSTC), through its subcommittees and working groups, 
develops and triennially reviews reliability and security guidelines in accordance with the procedures set forth in the 
RSTC Charter. Reliability and security guidelines include the collective experience, expertise, and judgment of the 
industry on matters that impact BPS operations, planning, and security. Reliability and security guidelines provide key 
practices, guidance, and information on specific issues critical to promote and maintain a highly reliable and secure 
BPS. 
 
Each entity registered in the NERC compliance registry is responsible and accountable for maintaining reliability and 
compliance with applicable mandatory Reliability Standards. Reliability and security guidelines are not binding norms 
or parameters nor are they Reliability Standards; however, NERC encourages entities to review, validate, adjust, 
and/or develop a program with the practices set forth in this guideline. Entities should review this guideline in detail 
and in conjunction with evaluations of their internal processes and procedures; these reviews could highlight that 
appropriate changes are needed, and these changes should be done with consideration of system design, 
configuration, and business practices.  
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Executive Summary 
Cargo theft, lost or damaged equipment, and malicious tampering are unfortunate realities in today’s world. This 
guideline summarizes best practices for entities to address supply chain risks that could occur to equipment during 
its shipment, handling, delivery, and storage.  
 
Choosing the security measures that are most suitable for shipped equipment should be based on the likelihood that 
it might be compromised, the criticality of its function and placement in the system, and the probability that a 
compromise would be discovered before the device is placed into service. Enhanced controls should be considered 
for devices that are both critical to the operation and difficult to inspect, to include storage that protects critical 
equipment from being tampered with before it is commissioned for use.  
 
A focus on security in-transit presents several options for mitigating the risk of receiving compromised equipment. 
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Introduction  
 
The objective of this security guideline is to 
distribute key practices and information on 
specific issues critical to promote and maintain a 
highly reliable and secure Bulk Electric System 
(BES). Security guidelines are not binding norms 
or parameters to the level that compliance to 
NERC’s Reliability Standards is monitored or 
enforced. Rather, their incorporation into 
industry practices is strictly voluntary. 
 
An important element of an organization’s Supply Chain Risk Management Program is safeguarding the 
transportation of “information systems and components, or applicable system and communications interfaces.”1 
Guidance in ISO/IEC 27002:2022 cites the need to help ensure that “the delivered information and communication 
technology products are functioning as expected without any unexpected or unwanted features.”2 This guideline 
highlights some of the aspects and potential controls to consider regarding secure transportation and delivery of 
systems and components from the authorized origin to your loading dock and storage location. 
 
This document summarizes best practices for entities to secure their supply chain concerning equipment deliveries 
and storage. 

• When assessing risk to the supply chain, it is important to weigh the cost of security against the risk of 
compromise. Equipment that is critical in placement and function deserve more scrutiny and should have 
equivalent procedures in place. Shipping, handling, and storage should be reflected in these procedures. 

• Equipment can be delivered in different ways and with different levels of security, so ensure that important 
deliveries use the available security options that courier services offer. It is important to keep track of the 
chain of custody, especially for critical equipment. 

• Once equipment is delivered, it is important for storage procedures to properly protect critical equipment to 
ensure it cannot be stolen or tampered with. Regular inspections and secure facilities reduce the risk to 
stored equipment. 

 

                                                             
1 NIST SP 800-161: https://csrc.nist.gov/publications/detail/sp/800-161/final 
2 ISO/IEC 27002:2022: https://www.iso.org/standard/75652.html 

• What type of equipment is being transported? 
• What level of operation does it impact? 
• What is the equipment’s function and potential to 

impact the operation within the total system? 
• How might the equipment be compromised? 

https://csrc.nist.gov/publications/detail/sp/800-161/final
https://www.iso.org/standard/75652.html
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Chapter 1: Assessing Risk  
 
Risk management starts with a clear understanding of the BES risks that might be experienced should a product be 
compromised when received. First evaluate the nature of the equipment, the sensitivity of the operation for which 
the equipment is intended to take part, and its ability to affect networks and other elements of the system. 
 
Consider possible methods by which the device can be compromised and how easily this might be discovered at 
incoming inspection. For example, if compromise would require disassembly of the device and reprogramming chips, 
the security risks will be different from a device that can be reprogrammed through a communications interface. 
Industry stakeholders that support the reliable operations, planning and security of the BES should include in 
procurement language that all stakeholders  must have processes in place to address supply chain risk, including 
incident response and secure delivery where appropriate. 
 
The risk presented by the device is a combination of the likelihood that it might be compromised, the criticality of its 
function and placement in the system, and the probability that a compromise would be discovered before the device 
is placed into service. Enhanced controls for shipping, handling, and storage should be considered for devices that 
are both critical to the operation and difficult to inspect.  This guideline suggests a few enhanced controls to consider 
such as tamper evident packaging, tracking versus chain of custody and incoming inspections beginning on page 3.   
 

 
 
Cost Benefit 
A cost-effective strategy for secure equipment delivery must consider risk and the cost to secure the equipment in 
question. If the security cost outweighs the potential impact a compromised product would have on the BES, other 
strategies should be considered. 
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Chapter 2: Transportation Decisions 
 
Choose the carrier and the services you require to ensure the appropriate level of security. Maintain a list of carriers 
that meet the requirements for transport of particular components or systems. 
 
Enhanced Packaging 
Risk can be further reduced through enhanced security measures, such as tamper evident tape, security inks, 
truck/trailer serialized steel bands or security seals, Radio Frequency Identification (RFID) tracking, and blister or 
clamshell packaging.  Are there process and procedures in place to address actions and notifications necessary if a 
seal is broken or the package is damaged?   See Chapter 3 for suggestions on performing incoming inspections.  
 

 
 
Tracking vs. Chain of Custody 
Based on the analysis discussed above, the equipment can be tracked by using available tracking options provided by 
most carriers and courier services or you can require additional chain-of-custody procedures. 
 
While tracking records the movement of a package from facility to facility, the chain of custody provides evidence of 
the identity of each person or entity who had access to it during its movement. This helps to ensure that equipment 
remains in the same condition from the moment it was sealed in the container at origin until the moment it was 
released into the receipted custody of another and provides accountability for discrepancies.  A link3 has been 
provided at the bottom of this page to the Cybersecurity & Infrastructure Security Agency Insights for Chain of 
Custody and Critical Infrastructure Systems paper to explore the topic in more detail. 
 

 
 

                                                             
3 Chain of Custody: https://www.cisa.gov/sites/default/files/publications/cisa-insights_chain-of-custody-and-ci-systems_508.pdf 

https://www.cisa.gov/sites/default/files/publications/cisa-insights_chain-of-custody-and-ci-systems_508.pdf
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Chapter 3: Delivery and Storage 
 
Security does not end once the equipment is delivered 
to its destination; consider incoming inspections and 
processes, secure storage facilities, and internal chain-
of-custody through deployment of the equipment. 
 
 
 
 

Incoming Inspection 
Incoming inspection provides an opportunity to formalize awareness and reduce risk by applying 
simple checks and recording evidence of findings, including careful documentation of exceptions. 
The receiving inspection procedure should dictate whom the receiving operator should contact 
for further scrutiny of the package if any damage or other compromise is detected. For freight 
deliveries, it is advised to take several photos of the unopened package while the product is still 
in the truck when any damage or possible compromise is found. 

 
Inspection records should be retained as they may become of interest if the subject item is involved in an incident. 
The following are some inspection steps to consider: 

• Is the carrier the one(s) normally used by the vendor? 

• Was there any unexpected delay between shipment by the vendor and receipt of the item? 

• Was the packaging and its condition consistent with other shipments from the same vendor? 

• Was there any evidence on the packaging or the device indicating it may have been opened?  

• Identify features of the product that may help offset the risk that it was tampered with; did you receive what 
you expected? 

• In the case of equipment, is the unit in the expected state when first powered up? Do logs show unexpected 
events? Do the logs indicate the expected version(s)? The expected state should be noted for a new vendor 
or product and those expectations be made part of incoming inspection. 

• If the shipment includes software media, is it packaged as expected? 
 
Secure Facilities and Staff 
Restricted access to receiving and warehouse facilities is among the best controls for maintaining the integrity of the 
equipment prior to installation to the BES. Based on risk, additional measures may be warranted, such as secure cages 
and video monitoring.  
 
Another additional measure to consider is assessing and implementing training and awareness required for each 
warehouse position. Include training on protecting information about the equipment order. Be on the lookout for 
well-crafted email phishing or social engineering attempts designed to gather information. Open warehouse docks 
and storage areas make it easy to become a target by allowing a bad actor easy physical access.  
 

• Facility of origin product and packing list details 
• Enhanced packaging details 
• Location, date and time of release 
• Signatures (released by, received by) 
• Description of the package (visual inspection) 
• Receiver comments or observations  



 

NERC | Security Guideline - Supply Chain Secure Equipment Delivery | XXX xx, 2022 DRAFT 
4 

Chapter 4: Incident Management 
 
Consider establishing processes to be followed if a shipment is damaged when received, if it appears to be tampered 
with as may be indicated during your incoming inspection or if a shipment is lost. Procedures for logging incident 
management activities, handling of evidence, communication, and escalation should be documented and clearly 
communicated to management and other applicable personnel, and those procedures should be followed when an 
incident occurs. Where appropriate, post-incident analysis should be conducted in coordination with the vendor and 
the carrier. Detailed guidance on information security incident management can be found in ISO/IEC 27035-1:20164, 
ISO/IEC 27035-2:20165 and NIST SP 800-161.6 
 
Working with your Vendor 
As part of the overall contract process, during the initial qualification stage and contract updates, establish confidence 
in each vendor’s policies and procedures for supply chain security incident management processes.  Be sure to include 
their transportation service providers. If the transportation service provider delivering or picking up the equipment 
has changed without notification, contact the vendor to verify it is an authorized change. Know your preferred 
vendors’ processes for handling shipments that appear to have been tampered with or damaged. Provide clear and 
timely communication regarding enhanced security requirements for any given shipment. 
 

                                                             
4 ISO/IEC 27035-1:2016: https://www.iso.org/standard/60803.html  
5 ISO/IEC 27035-2:2016: https://www.iso.org/standard/62071.html  
6 NIST SP 800-161: https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-161r1.pdf  

https://www.iso.org/standard/60803.html
https://www.iso.org/standard/62071.html
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-161r1.pdf
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Chapter 5: Conclusion 
 
An important element of an organization’s Supply Chain Risk Management Program is safeguarding the 
transportation of “information systems and components, or applicable system and communications interfaces.”7  
 
The following are key points to consider: 

• Risk is a combination of the likelihood that the equipment might be compromised, the criticality of its 
function, and the probability that a compromise would be discovered before the equipment is placed into 
service. 

• Options for secure delivery include choosing a reliable carrier, enhanced packing, and requesting additional 
chain of custody procedures versus just tracking pickup and delivery points. 

• Security does not end once the equipment is delivered; also consider incoming inspections processes, secure 
storage facilities, and internal chain-of-custody procedures. 

• Consider controls for having secure facilities and staff that have ongoing security training. 

• Work with your vendor to establish confidence in their policies and procedures.  
 
Cargo theft, lost or damaged equipment, and malicious tampering are unfortunate realities in today’s world and can 
negatively impact the reliable operations, planning and security of the BES; however, an increasing focus on security 
in-transit presents several options for mitigating the risk of receiving compromised equipment.  
 
Additional topics and guidance for supply chain security can be found on the Supply Chain Risk Mitigation Program 
page.8 
 
 

 
 

                                                             
7 NIST SP 800-161 https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-161r1.pdf 
8 https://www.nerc.com/pa/comp/Pages/Supply-Chain-Risk-Mitigation-Program.aspx 

https://www.nerc.com/pa/comp/Pages/Supply-Chain-Risk-Mitigation-Program.aspx
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Metrics 
 
Pursuant to the Commission’s Order on January 19, 2021, North American Electric Reliability Corporation, 174 FERC 
¶ 61,030 (2021), reliability guidelines shall now include metrics to support evaluation during triennial review 
consistent with the RSTC Charter.  
 
Baseline Metrics 
All NERC reliability and security guidelines include the following baseline metrics: 

• BPS performance prior to and after a reliability guideline as reflected in NERC’s State of Reliability Report and 
reliability assessments (e.g., Long Term Reliability Assessment and seasonal assessments) 

• Use and effectiveness of a reliability and security guideline as reported by industry via survey 

• Industry assessment of the extent to which a reliability and security guideline is addressing risk as reported 
via survey 

 
Specific Metrics 
The RSTC or any of its subcommittees can modify and propose metrics specific to the guideline in order to measure 
and evaluate its effectiveness, listed as follows:  

• The SCWG will use survey responses to evaluate the extent to which industry is using the recommendations 
from this security guideline to reduce the risks associated with equipment delivery, analyzing whether the 
measures that it describes are improving the secure transportation and delivery of critical BPS components.  

• SCWG Security Guidelines will be reviewed, updated as needed and sent out for industry comments every 
three years. Comments will be reviewed and addressed prior to requesting RSTC approval. 
 

Effectiveness Survey 
On January 19, 2021, FERC accepted the NERC proposed approach for evaluating reliability and security guidelines. 
This evaluation process takes place under the leadership of the RSTC and includes:  

• Industry survey on effectiveness of reliability and security guidelines 

• Triennial review with a recommendation to NERC on the effectiveness of a reliability or security guideline 
and/or whether risks warrant additional measures 

• NERC’s determination whether additional action might be appropriate to address potential risks to reliability 
in light of the RSTC’s recommendation and all other data within NERC’s possession pertaining to the relevant 
issue.  

 
NERC is asking entities who are users of reliability and security guidelines to respond to the short survey provided in 
the link below. 
 
Guideline Effectiveness Survey 
 

https://www.surveymonkey.com/r/SCSED
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Preface  35 

 36 
Electricity is a key component of the fabric of modern society and the Electric Reliability Organization (ERO) Enterprise 37 
serves to strengthen that fabric. The vision for the ERO Enterprise, which is comprised of the North American Electric 38 
Reliability Corporation (NERC) and the six Regional Entities, is a highly reliable, resilient, and secure North American 39 
bulk power system (BPS). Our mission is to assure the effective and efficient reduction of risks to the reliability and 40 
security of the grid.  41 
 42 

Reliability | Resilience | Security 43 
Because nearly 400 million citizens in North America are counting on us 44 

 45 
The North American BPS is made up of six Regional Entity boundaries as shown in the map and corresponding table 46 
below. The multicolored area denotes overlap as some load-serving entities participate in one Regional Entity while 47 
associated Transmission Owners/Operators participate in another. 48 

 49 
 50 

MRO Midwest Reliability Organization 

NPCC Northeast Power Coordinating Council 

RF ReliabilityFirst 

SERC SERC Reliability Corporation 

Texas RE Texas Reliability Entity 

WECC WECC 
 51 
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Preamble 52 

 53 
The NERC Reliability and Security Technical Committee (RSTC), through its subcommittees and working groups, 54 
develops and triennially reviews reliability and security guidelines in accordance with the procedures set forth in the 55 
RSTC Charter. Reliability and security guidelines include the collective experience, expertise, and judgment of the 56 
industry on matters that impact BPS operations, planning, and security. Reliability and security guidelines provide key 57 
practices, guidance, and information on specific issues critical to promote and maintain a highly reliable and secure 58 
BPS. 59 
 60 
Each entity registered in the NERC compliance registry is responsible and accountable for maintaining reliability and 61 
compliance with applicable mandatory Reliability Standards. Reliability and security guidelines are not binding norms 62 
or parameters nor are they Reliability Standards; however, NERC encourages entities to review, validate, adjust, 63 
and/or develop a program with the practices set forth in this guideline. Entities should review this guideline in detail 64 
and in conjunction with evaluations of their internal processes and procedures; these reviews could highlight that 65 
appropriate changes are needed, and these changes should be done with consideration of system design, 66 
configuration, and business practices.  67 
 68 
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Executive Summary 69 

Cargo theft, lost or damaged equipment, and malicious tampering are unfortunate realities in today’s world. This 70 
guideline summarizes best practices for entities to address supply chain risks that could occur to equipment during 71 
its shipment, handling, delivery, and storage.  72 
 73 
Choosing the security measures that are most suitable for shipped equipment should be based on the likelihood that 74 
it might be compromised, the criticality of its function and placement in the system, and the probability that a 75 
compromise would be discovered before the device is placed into service. Enhanced controls should be considered 76 
for devices that are both critical to the operation and difficult to inspect, to include storage that protects critical 77 
equipment from being tampered with before it is commissioned for use.  78 
 79 
A focus on security in-transit presents several options for mitigating the risk of receiving compromised equipment. 80 
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Introduction  81 

 82 
The objective of this security guideline is to 83 
distribute key practices and information on 84 
specific issues critical to promote and maintain a 85 
highly reliable and secure Bulk Electric System 86 
(BES). Security guidelines are not binding norms 87 
or parameters to the level that compliance to 88 
NERC’s Reliability Standards is monitored or 89 
enforced. Rather, their incorporation into 90 
industry practices is strictly voluntary. 91 
 92 
An important element of an organization’s Supply Chain Risk Management Program is safeguarding the 93 
transportation of “information systems and components, or applicable system and communications interfaces.”1 94 
Guidance in ISO/IEC 27002:2022 cites the need to help ensure that “the delivered information and communication 95 
technology products are functioning as expected without any unexpected or unwanted features.”2 This guideline 96 
highlights some of the aspects and potential controls to consider regarding secure transportation and delivery of 97 
systems and components from the authorized origin to your loading dock and storage location. 98 
 99 
This document summarizes best practices for entities to secure their supply chain concerning equipment deliveries 100 
and storage. 101 

• When assessing risk to the supply chain, it is important to weigh the cost of security against the risk of 102 
compromise. Equipment that is critical in placement and function deserve more scrutiny and should have 103 
equivalent procedures in place. Shipping, handling, and storage should be reflected in these procedures. 104 

• Equipment can be delivered in different ways and with different levels of security, so ensure that important 105 
deliveries use the available security options that courier services offer. It is important to keep track of the 106 
chain of custody, especially for critical equipment. 107 

• Once equipment is delivered, it is important for storage procedures to properly protect critical equipment to 108 
ensure it cannot be stolen or tampered with. Regular inspections and secure facilities reduce the risk to 109 
stored equipment. 110 

 111 

                                                           
1 NIST SP 800-161: https://csrc.nist.gov/publications/detail/sp/800-161/final 
2 ISO/IEC 27002:2022: https://www.iso.org/standard/75652.html 

• What type of equipment is being transported? 
• What level of operation does it impact? 
• What is the equipment’s function and potential to 

impact the operation within the total system? 
• How might the equipment be compromised? 

https://csrc.nist.gov/publications/detail/sp/800-161/final
https://www.iso.org/standard/75652.html
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Chapter 1: Assessing Risk  112 

 113 
Risk management starts with an estimate clear ofunderstanding of the BES risks that might be  shouldexperienced 114 
should a product be compromised when received. First evaluate the nature of the equipment, the sensitivity of the 115 
operation for which the equipment is intended to take part, and its ability to affect networks and other elements of 116 
the system. 117 
 118 
Consider possible methods by which the device can be compromised and how easily this might be discovered at 119 
incoming inspection. For example, if compromise would require disassembly of the device and reprogramming chips, 120 
the security risks will be different from a device that can be reprogrammed through a communications interface. 121 
Industry stakeholders that support the reliable operations, planning and security of the BES should include in 122 
procurement language that all stakeholders the vendor must have processes in place to address supply chain risk, for 123 
component vendors, including incident response and secure delivery where appropriate. 124 
 125 
The risk presented by the device is a combination of the likelihood that it might be compromised, the criticality of its 126 
function and placement in the system, and the probability that a compromise would be discovered before the device 127 
is placed into service. Enhanced controls for shipping, handling, and storage should be considered for devices that 128 
are both critical to the operation and difficult to inspect.  This guideline suggests a few enhanced controls to consider 129 
such as tamper evident packaging, tracking versus chain of custody and incoming inspections beginning on page 3.   130 
 131 

 132 
 133 
Cost Benefit 134 
A cost-effective strategy for secure equipment delivery must consider risk and the cost to secure the equipment in 135 
question. If the security cost outweighs the potential impact a compromised product would have on the BES, other 136 
strategies should be considered. 137 
 138 
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Chapter 2: Transportation Decisions 139 

 140 
Choose the carrier and the services you require to ensure the appropriate level of security. Maintain a list of carriers 141 
that meet the requirements for transport of particular components or systems. 142 
 143 
Enhanced Packaging 144 
Risk can be further reduced through enhanced security measures, such as tamper evident tape, security inks, 145 
truck/trailer serialized steel bands or security seals, Radio Frequency Identification (RFID) tracking, and blister or 146 
clamshell packaging.  Are there process and procedures in place to address actions and notifications necessary if a 147 
seal is broken or the package is damaged?   See Chapter 3 for suggestions on performing incoming inspections.  148 
 149 

 150 
 151 
Tracking vs. Chain of Custody 152 
Based on the analysis discussed above, the equipment can be tracked by using available tracking options provided by 153 
most carriers and courier services or you can require additional chain-of-custody procedures. 154 
 155 
While tracking records the movement of a package from facility to facility, the chain of custody provides evidence of 156 
the identity of each person or entity who had access to it during its movement. This helps to ensure that equipment 157 
remains in the same condition from the moment it was sealed in the container at origin until the moment it was 158 
released into the receipted custody of another 3 and provides accountability for discrepancies.  A link4 has been 159 
provided at the bottom of this page to the Cybersecurity & Infrastructure Security Agency Insights for Chain of 160 
Custody and Critical Infrastructure Systems paper to explore the topic in more detail. 161 
 162 

 163 
 164 

                                                           
3 Chain of Custody: https://www.cisa.gov/sites/default/files/publications/cisa-insights_chain-of-custody-and-ci-systems_508.pdf 
4 Chain of Custody: https://www.cisa.gov/sites/default/files/publications/cisa-insights_chain-of-custody-and-ci-systems_508.pdf 

https://www.cisa.gov/sites/default/files/publications/cisa-insights_chain-of-custody-and-ci-systems_508.pdf
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Chapter 3: Delivery and Storage 165 

 166 
Security does not end once the equipment is delivered 167 
to its destination; consider incoming inspections and 168 
processes, secure storage facilities, and internal chain-169 
of-custody through deployment of the equipment. 170 
 171 
 172 
 173 
 174 

Incoming Inspection 175 
Incoming inspection provides an opportunity to formalize awareness and reduce risk by applying 176 
simple checks and recording evidence of findings, including careful documentation of exceptions. 177 
The receiving inspection procedure should dictate whom the receiving operator should contact 178 
for further scrutiny of the package if any damage or other compromise is detected. For freight 179 
deliveries, it is advised to take several photos of the unopened package while the product is still 180 
in the truck when any damage or possible compromise is found. 181 

 182 
Inspection records should be retained as they may become of interest if the subject item is involved in an incident. 183 
The following are some inspection steps to consider: 184 

• Is the carrier the one(s) normally used by the vendor? 185 

• Was there any unexpected delay between shipment by the vendor and receipt of the item? 186 

• Was the packaging and its condition consistent with other shipments from the same vendor? 187 

• Was there any evidence on the packaging or the device indicating it may have been opened?  188 

• Identify features of the product that may help offset the risk that it was tampered with; did you receive what 189 
you expected? 190 

• In the case of equipment, is the unit in the expected state when first powered up? Do logs show unexpected 191 
events? Do the logs indicate the expected version(s)? The expected state should be noted for a new vendor 192 
or product and those expectations be made part of incoming inspection. 193 

• If the shipment includes software media, is it packaged as expected? 194 
 195 
Secure Facilities and Staff 196 
Restricted access to receiving and warehouse facilities is among the best controls for maintaining the integrity of the 197 
equipment prior to installation to the BES. Based on risk, additional measures may be warranted, such as secure cages 198 
and video monitoring.  199 
 200 
Another additional measure to consider is aAssessing and implementing training and awareness required for each 201 
warehouse position. Include training on protecting information about the equipment order. Be on the lookout for 202 
well-crafted email phishing or social engineering attempts designed to gather information. Open warehouse docks 203 
and storage areas make it easy to become a target by allowing a bad actor easy physical access.  204 
 205 

• Facility of origin product and packing list details 
• Enhanced packaging details 
• Location, date and time of release 
• Signatures (released by, received by) 
• Description of the package (visual inspection) 
• Receiver comments or observations  
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Chapter 4: Incident Management 206 

 207 
Consider establishing processes to be followed if a shipment is damaged when received, if it appears to be tampered 208 
with as may be indicated during your incoming inspection or if a shipment is lost. Procedures for logging incident 209 
management activities, handling of evidence, communication, and escalation should be documented and clearly 210 
communicated to management and other applicable personnel, and those procedures should be followed when an 211 
incident occurs. Where appropriate, post-incident analysis should be conducted in coordination with the vendor and 212 
the carrier. Detailed guidance on information security incident management can be found in ISO/IEC 27035-1:20165, 213 
ISO/IEC 27035-2:20166 and NIST SP 800-161.7 214 
 215 
Working with your Vendor 216 
As part of the overall contract process, during the initial qualification stage and contract updates, eEstablish 217 
confidence in each vendor’s policies and procedures for supply chain security incident management processesduring 218 
the initial qualification stage.  Be sure to i, includeing their transportation service providers. If the transportation 219 
service provider delivering or picking up the equipment has changed without notification, contact the vendor to verify 220 
it is an authorized change. Know your preferred vendors’ processes for handling shipments that appear to have been 221 
tampered with or damaged. Provide clear and timely communication regarding enhanced security requirements for 222 
any given shipment. 223 
 224 

                                                           
5 ISO/IEC 27035-1:2016: https://www.iso.org/standard/60803.html  
6 ISO/IEC 27035-2:2016: https://www.iso.org/standard/62071.html  
7 NIST SP 800-161: https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-
161r1.pdfhttps://csrc.nist.gov/publications/detail/sp/800-161/final  

https://www.iso.org/standard/60803.html
https://www.iso.org/standard/62071.html
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Chapter 5: Conclusion 225 

 226 
An important element of an organization’s Supply Chain Risk Management Program is safeguarding the 227 
transportation of “information systems and components, or applicable system and communications interfaces.”8  228 
 229 
The following are key points to consider: 230 

• Risk is a combination of the likelihood that the equipment might be compromised, the criticality of its 231 
function, and the probability that a compromise would be discovered before the equipment is placed into 232 
service. 233 

• Options for secure delivery include choosing a reliable carrier, enhanced packing, and requesting additional 234 
chain of custody procedures versus just tracking pickup and delivery points. 235 

• Security does not end once the equipment is delivered; also consider incoming inspections processes, secure 236 
storage facilities, and internal chain-of-custody procedures. 237 

• Consider controls for having secure facilities and staff that have ongoing security training. 238 

• Work with your vendor to establish confidence in their policies and procedures.  239 
 240 
Cargo theft, lost or damaged equipment, and malicious tampering are unfortunate realities in today’s world and can 241 
negatively impact the reliable operations, planning and security of the BES; however, an increasing focus on security 242 
in-transit presents several options for mitigating the risk of receiving compromised equipment.  243 
 244 
Additional topics and guidance for supply chain security can be found on the Supply Chain Risk Mitigation Program 245 
page.9 246 
 247 
 248 

 249 
 250 

                                                           
8 NIST SP 800-161 https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-161r1.pdf: 
https://csrc.nist.gov/publications/detail/sp/800-161/final 
9 https://www.nerc.com/pa/comp/Pages/Supply-Chain-Risk-Mitigation-Program.aspx 

https://www.nerc.com/pa/comp/Pages/Supply-Chain-Risk-Mitigation-Program.aspx
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Metrics 261 

 262 
Pursuant to the Commission’s Order on January 19, 2021, North American Electric Reliability Corporation, 174 FERC 263 
¶ 61,030 (2021), reliability guidelines shall now include metrics to support evaluation during triennial review 264 
consistent with the RSTC Charter.  265 
 266 
Baseline Metrics 267 
All NERC reliability and security guidelines include the following baseline metrics: 268 

• BPS performance prior to and after a reliability guideline as reflected in NERC’s State of Reliability Report and 269 
reliability assessments (e.g., Long Term Reliability Assessment and seasonal assessments) 270 

• Use and effectiveness of a reliability and security guideline as reported by industry via survey 271 

• Industry assessment of the extent to which a reliability and security guideline is addressing risk as reported 272 
via survey 273 

 274 
Specific Metrics 275 
The RSTC or any of its subcommittees can modify and propose metrics specific to the guideline in order to measure 276 
and evaluate its effectiveness, listed as follows:  277 

• The SCWG will use survey responses to evaluate the extent to which industry is using the recommendations 278 
from this security guideline to reduce the risks associated with equipment delivery, analyzing whether the 279 
measures that it describes are improving the secure transportation and delivery of critical BPS components.  280 

• SCWG Security Guidelines will be reviewed, updated as needed and sent out for industry comments every 281 
three years. Comments will be reviewed and addressed prior to requesting RSTC approval. 282 
 283 

Effectiveness Survey 284 
On January 19, 2021, FERC accepted the NERC proposed approach for evaluating reliability and security guidelines. 285 
This evaluation process takes place under the leadership of the RSTC and includes:  286 

• Industry survey on effectiveness of reliability and security guidelines 287 

• Triennial review with a recommendation to NERC on the effectiveness of a reliability or security guideline 288 
and/or whether risks warrant additional measures 289 

• NERC’s determination whether additional action might be appropriate to address potential risks to reliability 290 
in light of the RSTC’s recommendation and all other data within NERC’s possession pertaining to the relevant 291 
issue.  292 

 293 
NERC is asking entities who are users of reliability and security guidelines to respond to the short survey provided in 294 
the link below. 295 
 296 
Guideline Effectiveness Survey 297 
 298 

https://www.surveymonkey.com/r/SCSED
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Preface 
 
Electricity is a key component of the fabric of modern society and the Electric Reliability Organization (ERO) Enterprise 
serves to strengthen that fabric. The vision for the ERO Enterprise, which is comprised of the North American Electric 
Reliability Corporation (NERC) and the six Regional Entities, is a highly reliable, resilient, and secure North American 
bulk power system (BPS). Our mission is to assure the effective and efficient reduction of risks to the reliability and 
security of the grid. 
 

Reliability | Resilience | Security 
Because nearly 400 million citizens in North America are counting on us 

 
The North American BPS is made up of six Regional Entity boundaries as shown in the map and corresponding table 
below. The multicolored area denotes overlap as some load-serving entities participate in one Regional Entity while 
associated Transmission Owners/Operators participate in another. 

 
 

MRO Midwest Reliability Organization 

NPCC Northeast Power Coordinating Council 

RF ReliabilityFirst 

SERC SERC Reliability Corporation 

Texas RE Texas Reliability Entity 

WECC WECC 
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Preamble 
 
The NERC Reliability and Security Technical Committee (RSTC), through its subcommittees and working groups, 
develops and triennially reviews reliability guidelines in accordance with the procedures set forth in the RSTC Charter. 
Reliability guidelines include the collective experience, expertise, and judgment of the industry on matters that 
impact BPS operations, planning, and security. Reliability guidelines provide key practices, guidance, and information 
on specific issues critical to promote and maintain a highly reliable and secure BPS. 
 
Each entity registered in the NERC compliance registry is responsible and accountable for maintaining reliability and 
compliance with applicable mandatory Reliability Standards. Reliability guidelines are not binding norms or 
parameters nor are they Reliability Standards; however, NERC encourages entities to review, validate, adjust, and/or 
develop a program with the practices set forth in this guideline. Entities should review this guideline in detail and in 
conjunction with evaluations of their internal processes and procedures; these reviews could highlight that 
appropriate changes are needed, and these changes should be done with consideration of system design, 
configuration, and business practices. 
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Executive Summary 
 
One of the biggest sources of cyber security risk to the Bulk Electric System (BES) is cyber attacks that originate in the 
supply chain for operational technology (OT) systems that are used to monitor and control the BES, and for services 
performed on those systems. One widely documented supply chain cyber security event was the SolarWinds software 
supply chain attack1, which was discovered in December 2020. While that attack is not known to have reached the 
BES, a similar attack in the future might achieve that goal if supply chain security risks are not properly mitigated. 
 
To mitigate supply chain cyber security risks to the BES, the NERC entity should develop a supply chain cyber security 
risk management plan for risks to OT systems. The plan will describe identification, assessment, and mitigation of 
those risks. This security guideline describes the different components of that plan and actions the NERC entity should 
take to create and update the plan. 
 

                                                             
1 https://en.wikipedia.org/wiki/2020_United_States_federal_government_data_breach  

https://en.wikipedia.org/wiki/2020_United_States_federal_government_data_breach
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Introduction 
 
The supply chain is one of the biggest sources of cyber security risk for all businesses and government agencies in the 
world today. For the electric power industry in North America, supply chain cyber security is especially important 
because of the serious – and ongoing – attacks by foreign nation-states against critical infrastructure, as 
demonstrated by devastating supply chain attacks like SolarWinds2 and Kaseya.3 
 
Purpose 
Because no critical infrastructure organization (including NERC entities) has resources that are adequate to mitigate 
all or even most of the supply chain cyber security risks that it faces, an organization should develop a plan to identify 
the risks that pose the greatest likelihood and mitigate them. Critical infrastructure organizations need to identify, 
assess, and mitigate supply chain cyber security risks to their critical operational technology (OT) assets. In the case 
of NERC entities, these are BES assets. 
 
Note that the supply chain cyber security risk management process described in this security guideline is focused on 
OT systems. Therefore, it is fundamentally different from the supply chain cyber risk management process for 
information technology (IT) systems (e.g., systems used for purposes such as financial analysis or employee benefits 
management). For IT systems, the primary goal of cyber security is protecting data contained in, or processed by, 
those systems. 
 
Applicability 
In critical infrastructure industries like electric power or natural gas pipelines, the primary objective of the 
organization is to protect the smooth operation of a critical process. In electric power, that process is the smooth 
operation of the power grid, which for NERC entities means the BES. In natural gas transmission, the primary objective 
is the uninterrupted flow of gas in the pipeline. In manufacturing, it is the uninterrupted operation of the plant. 
 
Background 
Because of this difference, it is recommended that a critical infrastructure organization such as an electric utility or a 
gas pipeline operator have two supply chain cyber security risk management plans: one for their IT assets and one 
for OT assets. While some of the risks are the same in both domains, their likelihood and/or impact will often be 
different between IT and OT. By separating the two plans, critical infrastructure organizations can focus their risk 
management activities and resources on the risks that are important in each of the two domains, rather than just 
those that are common to both. 
 
Another important difference between supply chain risk management in the IT and OT domains is in the risk 
mitigation process. For example, in IT systems, newly discovered software vulnerabilities are often patched as soon 
as the patch is available. However, patching OT systems is often delayed until the organization can verify that the 
process those systems operate will not be adversely impacted. 
 

                                                             
2 https://www.businessinsider.com/solarwinds-hack-explained-government-agencies-cyber-security-2020-12  
3 https://www.reuters.com/technology/kaseya-ransomware-attack-sets-off-race-hack-service-providers-researchers-2021-08-03/  

https://www.businessinsider.com/solarwinds-hack-explained-government-agencies-cyber-security-2020-12
https://www.reuters.com/technology/kaseya-ransomware-attack-sets-off-race-hack-service-providers-researchers-2021-08-03/
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Chapter 1: Identifying Risks 
 
The organization’s first objective in the supply chain cyber security risk management process is to identify risks to its 
critical OT assets that could have a high impact, or a high likelihood of compromise, depending on the supplier. Some 
risks may be common to many critical infrastructure organizations, while other risks might only affect a small number 
of organizations. Risks that are very unlikely to be realized in the organization’s environment – or that would produce 
little impact if they were realized - need not be considered further. 
 
There are many sources for information on supply chain cyber security risk mitigations. These include: 

• American Public Power Association, Cyber Supply Chain Risk Management4 

• NATF CIP-013 Implementation Guidance-Supply Chain Risk Management Plans5  

• The NATF Criteria v2.06 

• NIST 800-161 r17 

• NERC CIP-013-2 R1.2.1 – R1.2.68 
 
The above documents describe mitigations for supply chain cyber security risks, not the risks themselves. However, 
it is easy to reword these mitigations as risks – although it is important to remember that a statement of a risk must 
include the impact on the critical process (which for NERC entities is the BES) that would result from the realization 
of the risk. An example of a good risk statement is “A vendor system that has been granted system-to-system access 
to an organization’s OT systems might be compromised by a malicious third party or a rogue insider and used to 
exploit one of the organization’s OT assets, resulting in damage to the BES or to another critical process.” This is a 
restatement of one of the two risks behind the mitigations in NERC CIP-013 R1.2.6. 
 
The result of the risk identification step is a list of supply chain cyber security risks that the organization deems worthy 
of consideration. Because the organization will not be able to mitigate all risks, it must determine which are most 
likely to occur in their environment (or in their suppliers’ environments), and which risks might have a significant 
impact were they to be realized. Only risks that might reasonably occur in the organization or the vendor’s 
environment, or that could have a serious impact if realized, need to be identified in the entity’s supply chain cyber 
security risk management plan (“plan”). For example, while a meteor strike is possible, it has very low likelihood, and 
can be ignored as a risk. 
 
For example, one organization might decide there is some likelihood that a vendor employee that performs onsite 
service on its OT systems would deliberately compromise them, and that this could cause a high impact if it occurred. 
The organization would want to identify this as one of the risks in the plan. On the other hand, another organization 
may never allow vendor employees to have onsite access to OT systems, meaning the likelihood of this happening is 
very low. Given that, this organization might not include the risk in its plan. 
 

                                                             
4 https://www.publicpower.org/resource/cyber-supply-chain-risk-management 
5 https://www.natf.net/docs/natf/documents/resources/supply-chain/natf-cip-013-implementation-guidance-supply-chain-risk-

management-plans.pdf 
6 https://www.natf.net/docs/natf/documents/resources/supply-chain/natf-supply-chain-security-criteria.xlsx 
7 https://csrc.nist.gov/publications/detail/sp/800-161/rev-1/final 
8 http://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-013-2.pdf  

https://www.publicpower.org/resource/cyber-supply-chain-risk-management
https://www.natf.net/docs/natf/documents/resources/supply-chain/natf-cip-013-implementation-guidance-supply-chain-risk-management-plans.pdf
https://www.natf.net/docs/natf/documents/resources/supply-chain/natf-cip-013-implementation-guidance-supply-chain-risk-management-plans.pdf
https://www.natf.net/docs/natf/documents/resources/supply-chain/natf-supply-chain-security-criteria.xlsx
https://csrc.nist.gov/publications/detail/sp/800-161/rev-1/final
http://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-013-2.pdf
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Chapter 2: Assessing Risks 
 
Once the organization has identified risks, it needs to assess its vendors to determine the degree of risk they pose 
with respect to each risk that was identified; in most cases, the vendor assessment will be conducted via a 
questionnaire. Because risk is a combination of likelihood and impact, the organization should score the vendor for 
the likelihood and impact9 of each risk, based on its answers to the questionnaire or on other evidence available to 
the organization. 
 
Because it can be difficult to assign numerical values to the likelihood or impact of a cyber event in the OT domain, it 
is recommended that the organization assign a value of either high (“unmitigated”) or low (“mitigated”) to both 
likelihood and impact of each risk. If either likelihood or impact of a particular risk is low, the risk itself will have a low 
value. If both likelihood and impact are high, the risk will have a high value. 
 
For example, consider the risk that the software build process of a widely used software product will be compromised 
and used to insert a backdoor10 into the OT environment of an electric utility or other critical infrastructure 
organization. The backdoor could be exploited to cause a serious impact to the BES or another critical process. If the 
utility’s assessment of the software vendor determines that it lacks adequate controls to prevent a compromise of 
its build process, the utility would probably assign it a high likelihood value for this risk. In addition, if the utility 
determines that the impact of this attack on the BES could be high, it will assign the attack a high impact value as 
well11. Because both the likelihood and impact values are high, the value for this risk for this supplier would be high. 
 

                                                             
9 The organization might decide to assign a single impact value – high or low – to each risk, if they think the impact (on the critical process such 

as the BES) of the risk being realized will not vary by supplier. 
10 A backdoor exploit was the source of the SolarWinds attacks that were revealed in December 2020. 
11 The organization might determine that the impact of this attack on the BES or critical process would be low, in which case they would assign 

a low impact value. This might occur if the software in question is installed outside of the Electronic Security Perimeter(s) around the OT 
networks. Therefore, even if the backdoor were activated by an attacker, the attacker would very likely be prevented from reaching the 
systems that run the BES. Therefore, the value for this risk would be low. 
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Chapter 3: Mitigating Risks 
 
If the supplier’s value for any risk has been assessed as high, the risk needs to be mitigated. Some high risks should 
be mitigated as soon as possible, such as the risk to the software build process just described. (See Assessing Risks) 
Some other risks need to be mitigated either during, or after procurement, because they cannot be mitigated before 
procurement. An example of the latter is the risk that a supplier will not properly monitor the behavior of its 
employees who are involved with supporting the customer organization. This may allow a supplier’s rogue employee 
to seek to damage systems critical to the BES or another critical process. The mitigation might be to have an 
organization employee escort the supplier’s personnel whenever they are onsite, and to require supervised remote 
access. 
 
Some risks can be mitigated through contract language, although there should always be verification by the 
organization to confirm that the language is followed; there should also be consequences if the language is not 
followed. Some risks can only be mitigated when there is a procurement transaction – e.g., requiring the supplier to 
take particular steps like documenting reasons for open logical ports on a cyber system. 
 
The goal of mitigation for a risk is to bring its value from high to low; in other words, to reduce either likelihood or 
impact of the risk (or both) from high to low. In the earlier example, the organization might require a software supplier 
to follow the Google Supply-chain Levels for Software Artifacts (SLSA) framework12 in securing its software build 
environment. When a supplier has documented that they are following this framework, the organization might lower 
the risk likelihood value for this supplier from high to low. Thus, the value for the risk itself would move to low, 
meaning no further mitigation is required. 
 
Note that fully mitigating a particular risk will often involve applying multiple controls. Using the example above, an 
organization might decide that, in addition to requiring its suppliers to implement SLSA, it should monitor what seem 
to be “normal” communications between a software product installed on its network and its “mother ship”; i.e., 
information sent from the organization to the supplier. This would also reduce the likelihood of the risk being realized, 
since it could prevent the attackers from being able to exploit the backdoor, even though the backdoor had been 
inserted into the build process and had been distributed with the latest software update.13 
 
Whenever the proposed mitigation requires a commitment from a supplier to perform particular actions or 
implement specific controls, the commitment should be documented in some form. It might be documented in a 
request for proposal or contract language, but it can also be documented with a letter or email from the supplier, or 
even with a memo that describes a phone conversation in which the supplier made a verbal commitment to take 
certain actions. 
 
However, no matter how the organization documents the supplier’s commitment to implement mitigations, the 
organization needs to verify that the supplier keeps its promises. See the Vendor Risk Management Lifecycle security 
guideline in this series for further discussion of this topic.14 
 
In some cases, a supplier may refuse to cooperate in performing a particular mitigation, yet the relationship with the 
supplier cannot be terminated for operational or legal reasons (which is often the case for OT systems). In those 
cases, it is up to the organization to implement appropriate mitigations on its own; for example, a supplier’s device 
deemed to pose a significant risk may be installed on its own segment of the organization’s network, where it can be 
monitored more closely.  

                                                             
12 https://slsa.dev/  
13 Monitoring outbound communications from the user’s network was an important detection measure for the SUNBURST malware in the 

SolarWinds attacks. 
14 https://www.nerc.com/comm/RSTC_Reliability_Guidelines/Security_Guideline-Vendor_Risk_Management_Lifecycle.pdf  

https://slsa.dev/
https://www.nerc.com/comm/RSTC_Reliability_Guidelines/Security_Guideline-Vendor_Risk_Management_Lifecycle.pdf
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Chapter 4: Procurements and Installations 
 
Supply chain cyber security risk mitigations need to be considered throughout the lifecycle of a product or service. 
This starts with procurement of the product or service and ends with retirement of the product or termination of the 
service. However, the most important opportunities to mitigate supply chain cyber security risks are during 
procurement and installation of a product, or procurement and use of a service. For example, the risk that a vendor 
will not remove software vulnerabilities from their product before providing it to the organization can be mitigated 
by requiring in the procurement that specific software vulnerabilities – identified while evaluating the vendor prior 
to procurement – be patched before the product is shipped. 
 
The organization should perform a procurement risk assessment at the start of the procurement process, which might 
be any of the following: 

• procurement from a new supplier 

• procurement of a new product or service from an existing supplier 

• procurement of an existing product or service from an existing supplier 

• when the product or service has not been procured for one year or more 
 
The procurement risk assessment will usually be based on the most recent assessment that was performed for that 
supplier, as long as it is not out of date (which usually means more than one year old). If the assessment is current, 
the organization should review it to determine if there have been any material changes since it was conducted - for 
example, if the supplier was recently acquired by a foreign owner and the organization has questions, this may 
indicate that some risks previously ranked as low might now be ranked high. If there are such material changes, some 
or all of the assessment may have to be re-executed. 
 
Using the results of the previous assessment and the results of any required re-assessment, the organization will 
determine whether there are any high risks relevant to the supplier in the procurement. If so, the organization should 
take steps to mitigate those risks during the procurement process, perhaps by requiring the supplier to commit (in 
contract language or using non-legal means like an email) to perform particular mitigations as part of the 
procurement, and also by committing the organization itself to perform particular mitigations, when this is 
appropriate. 
 
The goal of mitigation is to reduce the level of every risk that was assessed a high value to low by identifying measures 
that can be applied during the procurement or installation of a product, or the procurement or use of a service. For 
example, if the organization is concerned that a network device might have been tampered with during shipment, 
they should discuss with the supplier the tests they can apply to resolve their suspicions. 
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Chapter 5: Updating the Risk Management Plan 
 
The steps described above may be included in a supply chain cyber security risk management plan. The plan should 
be updated at least every 15 months, and perhaps more frequently if developments warrant doing so. For example, 
a game-changing supply chain cybersecurity attack like SolarWinds could make an organization want to revisit how it 
should address software supply chain risk, perhaps by requiring that suppliers follow the NIST “Secure Software 
Development Framework”.15 
 
The update should include: 

• Identifying significant new risks that should be addressed in the plan (i.e., risks that could have a high 
likelihood or impact, depending on the supplier); and 

• Reviewing mitigations for each risk, to determine whether they are still appropriate. Considerations include 
whether any current mitigations have proven insufficient or unnecessary, and whether new mitigations have 
become available that might provide further risk reduction. 

 
Conclusion 
No organization has the resources to mitigate all supply chain cyber security risks. Following an approach such as the 
one described above is a good way to ensure that the organization mitigates the greatest possible supply chain cyber 
security risk, given its available resources. 
 

                                                             
15 Available at https://csrc.nist.gov/publications/detail/sp/800-218/final 

https://csrc.nist.gov/publications/detail/sp/800-218/final
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Metrics 
 
Pursuant to the Commission’s Order on January 19, 2021, North American Electric Reliability Corporation, 174 FERC 
¶ 61,030 (2021), reliability guidelines shall now include metrics to support evaluation during triennial review 
consistent with the RSTC Charter. 
 
Baseline Metrics 
All NERC reliability guidelines include the following baseline metrics: 

• BPS performance prior to and after a reliability guideline as reflected in NERC’s State of Reliability Report and 
Long Term Reliability Assessments (e.g., Long Term Reliability Assessment and seasonal assessments) 

• Use and effectiveness of a reliability guideline as reported by industry via survey 

• Industry assessment of the extent to which a reliability guideline is addressing risk as reported via survey 
 
Specific Metrics 
The RSTC or any of its subcommittees can modify and propose metrics specific to the guideline in order to measure 
and evaluate its effectiveness. 

• The Supply Chain Working Group (SCWG) will ask users to respond to survey questions that pertain to risk 
assessment practices that users have adopted and whether this security guideline has provided useful 
information. 

• SCWG Security Guidelines will be reviewed, updated as needed and sent for industry comments every three 
years. Comments will be reviewed and addressed prior to requesting RSTC approval. 

Effectiveness Survey 
On January 19, 2021, FERC accepted the NERC proposed approach for evaluating Reliability Guidelines. This 
evaluation process takes place under the leadership of the RSTC and includes: 

• industry survey on effectiveness of Reliability Guidelines; 

• triennial review with a recommendation to NERC on the effectiveness of a Reliability Guideline and/or 
whether risks warrant additional measures; and 

• NERC’s determination whether additional action might be appropriate to address potential risks to reliability 
in light of the RSTC’s recommendation and all other data within NERC’s possession pertaining to the relevant 
issue. 

 
NERC is asking entities who are users of Reliability and Security Guidelines to respond to the short survey provided in 
the link below. 
 
Guideline Effectiveness Survey 
 

https://www.surveymonkey.com/r/SupplyChainCybersecurityRisk
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Preface 31 

 32 
Electricity is a key component of the fabric of modern society and the Electric Reliability Organization (ERO) Enterprise 33 
serves to strengthen that fabric. The vision for the ERO Enterprise, which is comprised of the North American Electric 34 
Reliability Corporation (NERC) and the six Regional Entities, is a highly reliable, resilient, and secure North American 35 
bulk power system (BPS). Our mission is to assure the effective and efficient reduction of risks to the reliability and 36 
security of the grid. 37 
 38 

Reliability | Resilience | Security 39 
Because nearly 400 million citizens in North America are counting on us 40 

 41 
The North American BPS is made up of six Regional Entity boundaries as shown in the map and corresponding table 42 
below. The multicolored area denotes overlap as some load-serving entities participate in one Regional Entity while 43 
associated Transmission Owners/Operators participate in another. 44 

 45 
 46 

MRO Midwest Reliability Organization 

NPCC Northeast Power Coordinating Council 

RF ReliabilityFirst 

SERC SERC Reliability Corporation 

Texas RE Texas Reliability Entity 

WECC WECC 
 47 
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Preamble 48 

 49 
The NERC Reliability and Security Technical Committee (RSTC), through its subcommittees and working groups, 50 
develops and triennially reviews reliability guidelines in accordance with the procedures set forth in the RSTC Charter. 51 
Reliability guidelines include the collective experience, expertise, and judgment of the industry on matters that 52 
impact BPS operations, planning, and security. Reliability guidelines provide key practices, guidance, and information 53 
on specific issues critical to promote and maintain a highly reliable and secure BPS. 54 
 55 
Each entity registered in the NERC compliance registry is responsible and accountable for maintaining reliability and 56 
compliance with applicable mandatory Reliability Standards. Reliability guidelines are not binding norms or 57 
parameters nor are they Reliability Standards; however, NERC encourages entities to review, validate, adjust, and/or 58 
develop a program with the practices set forth in this guideline. Entities should review this guideline in detail and in 59 
conjunction with evaluations of their internal processes and procedures; these reviews could highlight that 60 
appropriate changes are needed, and these changes should be done with consideration of system design, 61 
configuration, and business practices. 62 
 63 
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Executive Summary 64 

 65 
One of the biggest sources of cyber security risk to the Bulk Electric System (BES) is cyber attacks that originate in the 66 
supply chain for operational technology (OT) systems that are used to monitor and control the BES, and for services 67 
performed on those systems. One widely documented supply chain cyber security event was the SolarWinds software 68 
supply chain attack1, which was discovered in December 2020. While that attack is not known to have reached the 69 
BES, a similar attack in the future might achieve that goal if supply chain security risks are not properly mitigated. 70 
 71 
To mitigate supply chain cyber security risks to the BES, the NERC entity should develop a supply chain cyber security 72 
risk management plan for risks to OT systems. The plan will describe identification, assessment, and mitigation of 73 
those risks. This security guideline describes the different components of that plan and actions the NERC entity should 74 
take to create and update the plan. 75 
 76 

                                                           
1 https://en.wikipedia.org/wiki/2020_United_States_federal_government_data_breach  

https://en.wikipedia.org/wiki/2020_United_States_federal_government_data_breach


 

NERC | Security Guideline Cyber Security Risk Management Lifecycle | XXXX XX, 2022 
vi 

Introduction 77 

 78 
The supply chain is one of the biggest sources of cyber security risk for all businesses and government agencies in the 79 
world today. For the electric power industry in North America, supply chain cyber security is especially important 80 
because of the serious – and ongoing – attacks by foreign nation-states against critical infrastructure, as 81 
demonstrated by devastating supply chain attacks like SolarWinds2 and Kaseya.3 82 
 83 
Purpose 84 
Because no critical infrastructure organization (including NERC entities) has resources that are adequate to mitigate 85 
all or even most of the supply chain cyber security risks that it faces, an organization should develop a plan to identify 86 
the risks that pose the greatest likelihood and mitigate them. Critical infrastructure organizations need to identify, 87 
assess, and mitigate supply chain cyber security risks to their critical operational technology (OT) assets. In the case 88 
of NERC entities, these are BES assets. 89 
 90 
Note that the supply chain cyber security risk management process described in this security guideline is focused on 91 
OT systems. Therefore, it is fundamentally different from the supply chain cyber risk management process for 92 
information technology (IT) systems (e.g., systems used for purposes such as financial analysis or employee benefits 93 
management). For IT systems, the primary goal of cyber security is protecting data contained in, or processed by, 94 
those systems. 95 
 96 
Applicability 97 
In critical infrastructure industries like electric power or natural gas pipelines, the primary objective of the 98 
organization is to protect the smooth operation of a critical process. In electric power, that process is the smooth 99 
operation of the power grid, which for NERC entities means the BES. In natural gas transmission, the primary objective 100 
is the uninterrupted flow of gas in the pipeline. In manufacturing, it is the uninterrupted operation of the plant. 101 
 102 
Background 103 
Because of this difference, it is recommended that a critical infrastructure organization such as an electric utility or a 104 
gas pipeline operator have two supply chain cyber security risk management plans: one for their IT assets and one 105 
for OT assets. While some of the risks are the same in both domains, their likelihood and/or impact will often be 106 
different between IT and OT. By separating the two plans, critical infrastructure organizations can focus their risk 107 
management activities and resources on the risks that are important in each of the two domains, rather than just 108 
those that are common to both. 109 
 110 
Another important difference between supply chain risk management in the IT and OT domains is in the risk 111 
mitigation process. For example, in IT systems, newly discovered software vulnerabilities are often patched as soon 112 
as the patch is available. However, patching OT systems is often delayed until the organization can verify that the 113 
process those systems operate will not be adversely impacted. 114 
 115 

                                                           
2 https://www.businessinsider.com/solarwinds-hack-explained-government-agencies-cyber-security-2020-12  
3 https://www.reuters.com/technology/kaseya-ransomware-attack-sets-off-race-hack-service-providers-researchers-2021-08-03/  

https://www.businessinsider.com/solarwinds-hack-explained-government-agencies-cyber-security-2020-12
https://www.reuters.com/technology/kaseya-ransomware-attack-sets-off-race-hack-service-providers-researchers-2021-08-03/
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Chapter 1: Identifying Risks 116 

 117 
The organization’s first objective in the supply chain cyber security risk management process is to identify risks to its 118 
critical OT assets that could have a high impact, or a high likelihood of compromise, depending on the supplier. Some 119 
risks may be common to many critical infrastructure organizations, while other risks might only affect a small number 120 
of organizations. Risks that are very unlikely to be realized in the organization’s environment – or that would produce 121 
little impact if they were realized - need not be considered further. 122 
 123 
There are many sources for information on supply chain cyber security risk mitigationssupply chain cyber security 124 
risks and their mitigation. These include: 125 

• American Public Power Association, Cyber Supply Chain Risk Management4 126 

• NATF CIP-013 Implementation Guidance-Supply Chain Risk Management Plans5  127 

• The NATF Criteria v2.06 128 

• NIST 800-161 r17 129 

• NERC CIP-013-2 R1.2.1 – R1.2.68 130 
 131 
The above documents describe mitigations for supply chain cyber security risks, not the risks themselves. However, 132 
it is easy to reword these mitigations as risks – although it is important to remember that a statement of a risk must 133 
include the impact on the critical process (which for NERC entities is the BES) that would result from the realization 134 
of the risk. An example of a good risk statement is “A vendor system that has been granted system-to-system access 135 
to an organization’s OT systems might be compromised by a malicious third party or a rogue insider and used to 136 
exploit one of the organization’s OT assets, resulting in damage to the BES or to another critical process.” This is a 137 
restatement of one of the two risks behind the mitigations in NERC CIP-013 R1.2.6. 138 
 139 
Identifying risks and their impact on the system is a process called Threat Modeling. For more information on threat 140 
modeling, see Open Web Application Security Project (OWASP) Threat Modeling.9 141 
 142 
The result of the risk identification step is a list of supply chain cyber security risks that the organization deems worthy 143 
of consideration. Because the organization will not be able to mitigate all risks, it must determine which are most 144 
likely to occur in their environment (or in their suppliers’ environments), and which risks might have a significant 145 
impact were they to be realized. Only risks that have some likelihood of occurringmight reasonably occur in the 146 
organization or the vendor’s environment, or that could have a serious impact if realized, need to be identified in the 147 
entity’s supply chain cyber security risk management plan (“plan”). For example, while a meteor strike is possible, it 148 
has very low likelihood, and can be ignored as a risk. 149 
 150 
For example, one organization might decide there is some likelihood that a vendor employee that performs onsite 151 
service on its OT systems would deliberately compromise them, and that this could cause a high impact if it occurred. 152 
The organization would want to identify this as one of the risks in the plan. On the other hand, another organization 153 
may never allow vendor employees to have onsite access to OT systems, meaning the likelihood of this happening is 154 
very low. Given that, this organization might not include the risk in its plan. 155 

                                                           
4 https://www.publicpower.org/resource/cyber-supply-chain-risk-management 
5 https://www.natf.net/docs/natf/documents/resources/supply-chain/natf-cip-013-implementation-guidance-supply-chain-risk-

management-plans.pdf 
6 https://www.natf.net/docs/natf/documents/resources/supply-chain/natf-supply-chain-security-criteria.xlsx 
7 https://csrc.nist.gov/publications/detail/sp/800-161/rev-1/final 
8 http://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-013-2.pdf  
9 https://owasp.org/www-community/Threat_Modeling 

https://www.publicpower.org/resource/cyber-supply-chain-risk-management
https://www.natf.net/docs/natf/documents/resources/supply-chain/natf-cip-013-implementation-guidance-supply-chain-risk-management-plans.pdf
https://www.natf.net/docs/natf/documents/resources/supply-chain/natf-cip-013-implementation-guidance-supply-chain-risk-management-plans.pdf
https://www.natf.net/docs/natf/documents/resources/supply-chain/natf-supply-chain-security-criteria.xlsx
https://csrc.nist.gov/publications/detail/sp/800-161/rev-1/final
http://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-013-2.pdf


Chapter 1: Identifying Risks 
 

NERC | Report Title | Report Date 
2 

 156 



 

NERC | Security Guideline Cyber Security Risk Management Lifecycle | XXXX XX, 2022 
3 

Chapter 2: Assessing Risks 157 

 158 
Once the organization has identified risks, it needs to assess its vendors to determine the degree of risk they pose 159 
with respect to each risk that was identified; in most cases, the vendor assessment will be conducted via a 160 
questionnaire. Because risk is a combination of likelihood and impact, the organization should score the vendor for 161 
the likelihood and impact10 of each risk, based on its answers to the questionnaire or on other evidence available to 162 
the organization. 163 
 164 
Because there is no way to reliablyit can be difficult to assign even rough numerical values to the likelihood or impact 165 
of a cyber event in the OT domain, it is recommended that the organization assign a value of either high 166 
(“unmitigated”) or low (“mitigated”) to both likelihood and impact of each risk. If either likelihood or impact of a 167 
particular risk is low, the risk itself will have a low value. If both likelihood and impact are high, the risk will have a 168 
high value. 169 
 170 
For example, consider the risk that the software build process of a widely used software product will be compromised 171 
and used to insert a backdoor11 into the OT environment of an electric utility or other critical infrastructure 172 
organization. The backdoor could be exploited to cause a serious impact to the BES or another critical process. If the 173 
utility’s assessment of the software vendor determines that it lacks adequate controls to prevent a compromise of 174 
its build process, the utility would probably assign it a high likelihood value for this risk. In addition, if the utility 175 
determines that the impact of this attack on the BES could be high, it will assign the attack a high impact value as 176 
well12. Because both the likelihood and impact values are high, the value for this risk for this supplier would be high. 177 
 178 

                                                           
10 The organization might decide to assign a single impact value – high or low – to each risk, if they think the impact (on the critical process such 

as the BES) of the risk being realized will not vary by supplier. 
11 A backdoor exploit was the source of the SolarWinds attacks that were revealed in December 2020. 
12 The organization might determine that the impact of this attack on the BES or critical process would be low, in which case they would assign 

a low impact value. This might occur if the software in question is installed outside of the Electronic Security Perimeter(s) around the OT 
networks. Therefore, even if the backdoor were activated by an attacker, the attacker would very likely be prevented from reaching the 
systems that run the BES. Therefore, the value for this risk would be low. 
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Chapter 3: Mitigating Risks 179 

 180 
If the supplier’s value for any risk has been assessed as high, the risk needs to be mitigated. Some high risks should 181 
be mitigated as soon as possible, such as the risk to the software build process just described. (See Assessing Risks) 182 
Some other risks need to be mitigated either during, or after procurement, because they cannot be mitigated before 183 
procurement. An example of the latter is the risk that a supplier will not properly monitor the behavior of its 184 
employees who are involved with supporting the customer organization. This may allow a supplier’s rogue employee 185 
to seek to damage systems critical to the BES or another critical process. The mitigation might be to have an 186 
organization employee escort the supplier’s personnel whenever they are onsite, and to require supervised remote 187 
access. 188 
 189 
Some risks can be mitigated through contract language, although there should always be verification by the 190 
organization to confirm that the language is followed; there should also be consequences if the language is not 191 
followed. Some risks can only be mitigated when there is a procurement transaction – e.g., requiring the supplier to 192 
take particular steps like documenting reasons for open logical ports on a cyber system. 193 
 194 
The goal of mitigation for a risk is to bring its value from high to low; in other words, to reduce either likelihood or 195 
impact of the risk (or both) from high to low. In the earlier example, the organization might require a software supplier 196 
to follow the Google Supply-chain Levels for Software Artifacts (SLSA) framework13 in securing its software build 197 
environment. When a supplier has documented that they are following this framework, the organization might lower 198 
the risk likelihood value for this supplier from high to low. Thus, the value for the risk itself would move to low, 199 
meaning no further mitigation is required. 200 
 201 
Note that fully mitigating a particular risk will often involve applying multiple controls. Using the example above, an 202 
organization might decide that, in addition to requiring its suppliers to implement SLSA, it should monitor what seem 203 
to be “normal” communications between a software product installed on its network and its “mother ship”; i.e., 204 
information sent from the organization to the supplier. This would also reduce the likelihood of the risk being realized, 205 
since it could prevent the attackers from being able to exploit the backdoor, even though the backdoor had been 206 
inserted into the build process and had been distributed with the latest software update.14 207 
 208 
Whenever the proposed mitigation requires a commitment from a supplier to perform particular actions or 209 
implement specific controls, the commitment should be documented in some form. It might be documented in a 210 
request for proposal or contract language, but it can also be documented with a letter or email from the supplier, or 211 
even with a memo that describes a phone conversation in which the supplier made a verbal commitment to take 212 
certain actions. 213 
 214 
However, no matter how the organization documents the supplier’s commitment to implement mitigations, the 215 
organization needs to verify that the supplier keeps its promises. See the Vendor Risk Management Lifecycle security 216 
guideline in this series for further discussion of this topic.15 217 
 218 
In some cases, a supplier may refuse to cooperate in performing a particular mitigation, yet the relationship with the 219 
supplier cannot be terminated for operational or legal reasons (which is often the case for OT systems). In those 220 
cases, it is up to the organization to implement appropriate mitigations on its own; for example, a supplier’s device 221 
deemed to pose a significant risk may be installed on its own segment of the organization’s own network, where it 222 
can be monitored more closely.  and to prevent the potential compromise of other devices. 223 

                                                           
13 https://slsa.dev/  
14 Monitoring outbound communications from the user’s network was an important detection measure for the SUNBURST malware in the 

SolarWinds attacks. 
15 https://www.nerc.com/comm/RSTC_Reliability_Guidelines/Security_Guideline-Vendor_Risk_Management_Lifecycle.pdf  

https://slsa.dev/
https://www.nerc.com/comm/RSTC_Reliability_Guidelines/Security_Guideline-Vendor_Risk_Management_Lifecycle.pdf
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Chapter 4: Procurements and Installations 225 

 226 
Supply chain cyber security risk mitigations need to be considered throughout the lifecycle of a product or service. 227 
This starts with procurement of the product or service and ends with retirement of the product or termination of the 228 
service. However, the most important opportunities to mitigate supply chain cyber security risks areis during 229 
procurement and installation of a product, or procurement and use of a service. For example, the risk that a vendor 230 
will not remove software vulnerabilities from their product before providing it to the organization can be mitigated 231 
by requiring in the procurement that specific software vulnerabilities – identified while evaluating the vendor prior 232 
to procurement – be patched before the product is shipped. 233 
 234 
The organization should perform a procurement risk assessment at the start of the procurement process, which might 235 
be any of the following: 236 

• procurement from a new supplier 237 

• procurement of a new product or service from an existing supplier 238 

• procurement of an existing product or service from an existing supplier 239 

• when the product or service has not been procured for one year or more 240 
 241 
The procurement risk assessment will usually be based on the most recent assessment that was performed for that 242 
supplier, as long as it is not out of date (which usually means more than one year old). If the assessment is current, 243 
the organization should review it to determine if there have been any material changes since it was conducted - for 244 
example, if the supplier was recently acquired by a foreign owner and the organization has questions, this may 245 
indicate that some risks previously ranked as low might now be ranked high. If there are such material changes, some 246 
or all of the assessment may have to be re-executed. 247 
 248 
Using the results of the previous assessment and the results of any required re-assessment, the organization will 249 
determine whether there are any high risks relevant to the supplier in the procurement. If so, the organization should 250 
take steps to mitigate those risks during the procurement process, perhaps by requiring the supplier to commit (in 251 
contract language or using non-legal means like an email) to perform particular mitigations as part of the 252 
procurement, and also by committing the organization itself to perform particular mitigations, when this is 253 
appropriate. 254 
 255 
The goal of mitigation is to reduce the level of every risk that was assessed a high value to low by identifying measures 256 
that can be applied during the procurement or installation of a product, or the procurement or use of a service. For 257 
example, if the organization is concerned that a network device might have been tampered with during shipment, 258 
they should discuss with the supplier the tests they can apply to resolve their suspicions. 259 
 260 
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Chapter 5: Updating the Risk Management Plan 261 

 262 
All tThe steps described above should may be included in a supply chain cyber security risk management plan. The 263 
plan should be updated at least annuallyevery 15 months, and perhaps more frequently if developments warrant 264 
doing so. For example, a game-changing supply chain cybersecurity attack like SolarWinds could make an organization 265 
want to revisit how it should address software supply chain risk, perhaps by requiring that suppliers follow the NIST 266 
“Secure Software Development Framework”.16 267 
 268 
The update should include: 269 

• Identifying significant new risks that should be addressed in the plan (i.e., risks that could have a high 270 
likelihood or impact, depending on the supplier); and 271 

• Re-assessing any supplier whose assessment is more than one year old, based on the updated set of risks; 272 
and 273 

• Reviewing mitigations for each risk, to determine whether they are still appropriate. Considerations include 274 
whether any current mitigations have proven insufficient or unnecessary, and whether new mitigations have 275 
become available that might provide further risk reduction. 276 

 277 
Conclusion 278 
No organization has the resources to mitigate all supply chain cyber security risks. Following an approach such as the 279 
one described above is a good way to ensure that the organization mitigates the greatest possible supply chain cyber 280 
security risk, given its available resources. 281 
 282 

                                                           
16 Available at https://csrc.nist.gov/publications/detail/sp/800-218/final 

https://csrc.nist.gov/publications/detail/sp/800-218/final
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Metrics 293 

 294 
Pursuant to the Commission’s Order on January 19, 2021, North American Electric Reliability Corporation, 174 FERC 295 
¶ 61,030 (2021), reliability guidelines shall now include metrics to support evaluation during triennial review 296 
consistent with the RSTC Charter. 297 
 298 
Baseline Metrics 299 
All NERC reliability guidelines include the following baseline metrics: 300 

• BPS performance prior to and after a reliability guideline as reflected in NERC’s State of Reliability Report and 301 
Long Term Reliability Assessments (e.g., Long Term Reliability Assessment and seasonal assessments) 302 

• Use and effectiveness of a reliability guideline as reported by industry via survey 303 

• Industry assessment of the extent to which a reliability guideline is addressing risk as reported via survey 304 
 305 
Specific Metrics 306 
The RSTC or any of its subcommittees can modify and propose metrics specific to the guideline in order to measure 307 
and evaluate its effectiveness. 308 

• The Supply Chain Working Group (SCWG) will ask users to respond to survey questions that pertain to risk 309 
assessment practices that users have adopted and whether this security guideline has provided useful 310 
information. 311 

• SCWG Security Guidelines will be reviewed, updated as needed and sent for industry comments every three 312 
years. Comments will be reviewed and addressed prior to requesting RSTC approval. 313 

Effectiveness Survey 314 
On January 19, 2021, FERC accepted the NERC proposed approach for evaluating Reliability Guidelines. This 315 
evaluation process takes place under the leadership of the RSTC and includes: 316 

• industry survey on effectiveness of Reliability Guidelines; 317 

• triennial review with a recommendation to NERC on the effectiveness of a Reliability Guideline and/or 318 
whether risks warrant additional measures; and 319 

• NERC’s determination whether additional action might be appropriate to address potential risks to reliability 320 
in light of the RSTC’s recommendation and all other data within NERC’s possession pertaining to the relevant 321 
issue. 322 

 323 
NERC is asking entities who are users of Reliability and Security Guidelines to respond to the short survey provided in 324 
the link below. 325 
 326 
Guideline Effectiveness Survey 327 
 328 

https://www.surveymonkey.com/r/SupplyChainCybersecurityRisk
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Preface  
 
Electricity is a key component of the fabric of modern society and the Electric Reliability Organization (ERO) Enterprise 
serves to strengthen that fabric. The vision for the ERO Enterprise, which is comprised of the North American Electric 
Reliability Corporation (NERC) and the six Regional Entities, is a highly reliable and secure North American bulk power 
system (BPS). Our mission is to assure the effective and efficient reduction of risks to the reliability and security of 
the grid.  
 

Reliability | Resilience | Security 
Because nearly 400 million citizens in North America are counting on us 

 
The North American BPS is made up of six Regional Entity boundaries as shown in the map and corresponding table 
below. The multicolored area denotes overlap as some load-serving entities participate in one Regional Entity while 
associated Transmission Owners/Operators participate in another. 

 
MRO Midwest Reliability Organization 

NPCC Northeast Power Coordinating Council 

RF ReliabilityFirst 

SERC SERC Reliability Corporation 

Texas RE Texas Reliability Entity 

WECC WECC 
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Preamble 
 
The NERC Reliability and Security Technical Committee (RSTC), through its subcommittees and working groups, 
develops and triennially reviews reliability and security guidelines in accordance with the procedures set forth in the 
RSTC Charter. Reliability and security guidelines include the collective experience, expertise, and judgment of the 
industry on matters that impact BPS operations, planning, and security. Reliability and security guidelines provide key 
practices, guidance, and information on specific issues critical to promote and maintain a highly reliable and secure 
BPS. 
 
Each entity registered in the NERC compliance registry is responsible and accountable for maintaining reliability and 
compliance with applicable mandatory Reliability Standards. Reliability and security guidelines are not binding norms 
or parameters nor are they Reliability Standards; however, NERC encourages entities to review, validate, adjust, 
and/or develop a program with the practices set forth in this guideline. Entities should review this guideline in detail 
and in conjunction with evaluations of their internal processes and procedures; these reviews could highlight that 
appropriate changes are needed, and these changes should be done with consideration of system design, 
configuration, and business practices.  
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Executive Summary 
 
“Open-source software is software with source code that anyone can inspect, modify, and enhance.”1 It may or may 
not also be available for download in binary form (ready to use). Common examples of open-source software are the 
Linux Operating System, Mozilla Firefox, and Google Chromium (an open-source browser project that forms the basis 
of Google Chrome). Users of open-source software may merely download and use it as is, may download source code 
and modify or build it for internal or product use, and may participate as members of the development community. 
These usage patterns differ significantly in the degree of expertise and familiarity that the user has with the code; 
thus, it also affects the risk organizations incur when using it. 
 
Users of open-source software have to assess the risks of using open-source software with what they can learn about 
its trustworthiness.  
 
The following are some key observations in this guideline: 

• The average software product today includes over 135 components; some products include thousands of 
components, and about 90% of those components are open source.2 In other words, the greatest part of the 
code and risk in almost any modern software product comes from open-source components.  

• A useful way to analyze risk and set priorities for reducing risk is to create a threat model for the system being 
considered. A threat model helps an organization to determine the type and extent of compensating security 
controls that might be needed to reduce risk to an acceptable level. 

• Risks of software can be roughly divided into two categories: risk that the software might not be authentic (a 
malicious look-alike) and risk that the software has defects that can be exploited as security vulnerabilities 
or that might cause misoperations.  

• Because membership in a group of developers for open-source projects is dynamic and without borders, 
there is a risk that a developer may join the group who has or develops malicious intent. 

• It may make sense to remain a version or two behind a released current version unless a security vulnerability 
forces an upgrade to the current version. In any case, installing the update first on a test system is important 
because it provides an opportunity to test that critical functionality remains intact and undesirable behaviors 
are not observed.  

• If software becomes unsupported, usually when the development group announces that one or more 
versions will no longer be supported, the software poses an unknown risk because any security issues 
discovered in the software will not be fixed, and an organization may not be made aware of them. 

• Both software products and software components can be created with names designed to take advantage of 
typos or inattention on the part of developers or users of software. 

• The Internet provides many resources that will provide evidence bearing on the activity, reputation, and 
trustworthiness both of a software product and of its development community. 

• Studying some past cyber security issues in the software supply chain helps to understand the following risks 
and illustrate how defensive principles can be applied. 

• Because of the difficulty of inspecting software (especially in the case where a contractual relationship does 
not exist with the supplier), it may be necessary to take steps to mitigate the risks of operating it in a specific 
environment. 

                                                             
1 https://opensource.com/resources/what-open-source 
2 Ibid 

https://opensource.com/resources/what-open-source
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Introduction  
 
Purpose 
This security guideline provides information about factors that contribute to the risk that open-source software might 
pose to an organization’s risk assessment methods. Besides discussing how to assess risks, it also has suggestions for 
mitigation techniques for addressing risk, practices for obtaining evidence of trustworthiness, and options for 
controlling risk once the decision has been made to use open-source software. 
 
Background 
“Open-source software is software with source code that anyone can inspect, modify, and enhance.”3 It may or may 
not also be available for download in binary form (ready to use). Common examples of open-source software are the 
Linux Operating System, Mozilla Firefox, and Google Chromium (an open-source browser project that forms the basis 
of Google Chrome). 
 
Open-source software is updated periodically and updated versions incorporate submissions from a community of 
contributing developers to implement new features, address security vulnerabilities, and fixes bugs/flaws/glitches. 
Users obtain the software—as well as updates when new versions are released—from a distribution point maintained 
by the community. 
 
User trust in open-source software involves a combination of trust in the distribution point for the software, 
confidence in the supporting community of developers and supporters, and observations from inspecting the code; 
each of these vary by degrees depending upon the user’s technical capability. Most users are “downloaders” and 
entirely dependent on the development and user communities to maintain the security of the software. 
 
Developers of open-source software differ widely in their assumptions regarding the technical capabilities of the 
users who will download the software. The thoroughness of documentation and the level of support to realistically 
expect from the developer community can also vary greatly. Because there is no buyer-seller relationship or contract 
to establish requirements and expectations, users must evaluate their ability to support their use of the product 
themselves, including proper installation, configuration, and ongoing monitoring of the distribution point for news of 
security vulnerabilities and updates. 

                                                             
3 https://opensource.com/resources/what-open-source 

https://opensource.com/resources/what-open-source


 

NERC | Security Guideline: Risk Considerations for Open Source Software | XXXX XX, 2022 
1 

Chapter 1: Risk and Open-Source Software 
 
Risks Due to Open-Source Software Components in Proprietary Software 
The average software product today includes over 135 components;4 some products include thousands of 
components, and typically, about 90% of them are open source.5 In other words, the greatest part of the code and 
risk in almost any modern software product comes from open-source components.  
 
Software users may be able to directly download patches for vulnerabilities in open-source components if the 
component is installed alongside the application, but it is more common for components to be built in, meaning that 
users rely on the supplier of the application to provide an official patch. Regardless, knowing “the software in the 
software” (i.e., the components included in the software) that a user organization runs is the key to mitigating risk. 
An up-to-date “Software Bill of Materials” (SBOM)6 from the software supplier contains a list of those components. 
 
Having an SBOM for a software product will enable a user to know when they might be affected by vulnerabilities in 
a product’s components (both open source and proprietary). Organizations can coordinate with the software supplier 
to understand and mitigate the risk posed by those vulnerabilities. In most cases, the mitigation will simply be 
applying a patch provided by the supplier; however, other mitigation measures may be required in some cases. 
 
Obtaining an SBOM for an open-source software product may be difficult. Suppliers of proprietary software may not 
offer it, and obtaining an SBOM for an open-source product may require that an organization use software 
development tools to obtain the information. In these cases, the best that can be done is to reduce risk in a general 
way. 
 
Analyzing Operational Risk: What Can Go Wrong? 
A useful way to analyze risk and set priorities for reducing risk is to create a threat model7 for the system being 
considered. A threat model describes the things that affect the system, the things the system can affect, and the 
criticality of those things. It also describes what can go wrong, whether accidentally or deliberately induced by an 
attacker, and how likely those are as well as ways those threats can be reduced. The following is a list of common 
things to consider when analyzing operational risks for software: 

• What systems can be connected to or are reachable from the system and how critical are they? 

• What would be the impact (criticality) if the system failed (went off-line or was disabled)? 

• What would be the impact (criticality) if the system misoperated (had inappropriate outputs)? 

• Where do the system’s inputs come from and how trustworthy are those inputs? 

• How directly can the system be reached by an external attacker? 

• Does the software require an Internet connection? 

• Can the system be reached by an internal network user in a different department? 

• Does the software require or run with administrative privilege? 

• How trustworthy is the software? 

• Does the software bring with it unwanted obligations or restrictions? 

                                                             
4 https://www.sonatype.com/resources/white-paper-state-of-the-software-supply-chain-2020 
5 Ibid 
6 https://www.ntia.doc.gov/SBOM 
7 https://www.upguard.com/blog/what-is-threat-modelling 

https://www.sonatype.com/resources/white-paper-state-of-the-software-supply-chain-2020
https://www.ntia.doc.gov/SBOM
https://www.upguard.com/blog/what-is-threat-modelling
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A threat model helps an organization to determine the type and extent of compensating security controls that might 
be needed to reduce risk to an acceptable level.8 
 
Evaluating Trustworthiness of Software 
Risks from software can be roughly divided into two categories: risk that the software might not be authentic (a 
malicious look-alike) and risk that the software has defects that can be exploited as security vulnerabilities or that 
might cause misoperation. There is also some possibility that the software might contain deliberately introduced 
malicious functionality or unwanted obligations in terms of use or licensing restrictions;; this should also be 
considered as a possible defect. 
 
The risk of software being inauthentic or having been tampered with can be reduced by always obtaining software 
from its original point of distribution; normally that would be from a web site maintained by its creators. The original 
distribution point can usually be found by using an Internet search engine or perhaps in blog postings by its users. 
The distribution site should be protected by transport layer security (an HTTPS URL) that allows an organization to 
check the web site certificate to ensure that it is valid and that the certificate was issued to a “subject” or “subject 
alternate name” that is consistent with expectations for the software.9 
 
The risk from defects is determined by a combination of the probability that defects will exist, offset by the existence 
of an active community of maintainers, the competence of their development and testing processes, and their 
responsiveness in addressing defects. 
 
The Problem of Malicious Changes 
Because membership in a group of developers for open-source projects is dynamic and without borders, there is a 
risk that a developer may join the group who has or develops malicious intent; thus, a once-trustworthy piece of 
software may become a threat.10  
 
The following links provide examples of malicious software changes: 

• “Malicious code that stole authentication credentials”: 
https://arstechnica.com/gadgets/2021/04/backdoored-developer-tool-that-stole-credentials-escaped-
notice-for-3-months/ -  

• “Set of packages steadily grew… more than 200 packages … the malicious payloads of these packages were 
PII stealers”: https://jfrog.com/blog/large-scale-npm-attack-targets-azure-developers-with-malicious-
packages/ 

• “Would fetch malicious code from pastebin.com and collect … sensitive information from the … host”: 
https://www.helpnetsecurity.com/2019/08/21/backdoored-ruby-gems/ -  

• “Purposefully corrupted … open-source libraries … that thousands of users depend on”: 
https://www.theverge.com/2022/1/9/22874949/developer-corrupts-open-source-libraries-projects-
affected -  

• “Discovery of three malicious npm cryptomining packages … impersonating a popular, legitimate library”: 
https://blog.sonatype.com/npm-project-used-by-millions-hijacked-in-supply-chain-attack  

 

                                                             
8 https://en.wikipedia.org/wiki/Threat_model 
9 https://www.globalsign.com/en/ssl-information-center/what-is-an-ssl-certificate/ 
10 https://www.darkreading.com/application-security/how-hackers-infiltrate-open-source-projects  

https://arstechnica.com/gadgets/2021/04/backdoored-developer-tool-that-stole-credentials-escaped-notice-for-3-months/
https://arstechnica.com/gadgets/2021/04/backdoored-developer-tool-that-stole-credentials-escaped-notice-for-3-months/
https://jfrog.com/blog/large-scale-npm-attack-targets-azure-developers-with-malicious-packages/
https://jfrog.com/blog/large-scale-npm-attack-targets-azure-developers-with-malicious-packages/
https://www.helpnetsecurity.com/2019/08/21/backdoored-ruby-gems/
https://www.theverge.com/2022/1/9/22874949/developer-corrupts-open-source-libraries-projects-affected
https://www.theverge.com/2022/1/9/22874949/developer-corrupts-open-source-libraries-projects-affected
https://blog.sonatype.com/npm-project-used-by-millions-hijacked-in-supply-chain-attack
https://en.wikipedia.org/wiki/Threat_model
https://www.globalsign.com/en/ssl-information-center/what-is-an-ssl-certificate/
https://www.darkreading.com/application-security/how-hackers-infiltrate-open-source-projects
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Organizations should pay attention to shifts in ownership or in who appears to be leading the project. Malicious 
changes or unwanted functionality can occur if a project changes ownership, which is especially likely if a project is 
abandoned. There have been instances of a malicious maintainer adopting a project from an owner who no longer 
wishes to maintain it. The new owner then took advantage of an established user base to gain backdoor access to 
victim computer systems.  
 
Trust and the Problem of Updating 
Related to the problem of malicious changes to the software is the issue of how to approach updates from the 
supplier. Depending on the level of trustworthiness, it may make sense to remain a version or two behind a released 
current version unless a security vulnerability forces an upgrade to the current version to resolve it. Keeping a prior 
step/version provides an opportunity for defects to be discovered and reported by the user community. 
 
In any case, installing the update first on a test system is important because it provides an opportunity to test that 
the critical functionality remains intact and undesirable behaviors are not observed. 
 
What If Software Becomes End-of-Life or Unsupported? 
If software becomes unsupported, usually when the development group announces that one or more versions will 
no longer be supported, the software poses an unknown risk because any security issues discovered in the software 
will not be fixed, and an organization may not be made aware of them even if vulnerabilities become known. An 
open-source project can also be simply abandoned with no announcement at all. 
 
Unsupported software must be regarded as untrusted. If used, compensating security measures should be applied 
(see Mitigating Risk). 
 
A Special Trust Problem: Unintended Software Because of Name or Namespace Confusion 
Both software products and components can be created with names designed to take advantage of typos or 
inattention on the part of developers or users of software. Users can be tricked into downloading software from an 
unintended repository,11 and/or not realizing that the software has a name that is “almost” correct12 or a lookalike 
(e.g., missing or repeated characters; similar-looking characters from a different character set). Other common ploys 
to mislead users include adding a prefix or suffix to a name or using a different top-level domain (e.g. .biz instead of 
.com). 
 
The same thing can happen to a developer who adds a dependency to software that they are building. If a software 
dependency is from a private repository, the developer should avoid namespace confusion by carefully specifying its 
location. Developers and users alike also should avoid obtaining software or components using links from an 
untrusted source. Following a known trustworthy link stored in a FAVORITES location or by typing the software name 
or URL manually and checking carefully before pressing ENTER are the best defenses.  

                                                             
11 https://blog.sonatype.com/why-namespacing-matters-in-public-open-source-repositories 
12 https://www.upguard.com/blog/typosquatting  

https://blog.sonatype.com/why-namespacing-matters-in-public-open-source-repositories
https://www.upguard.com/blog/typosquatting
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Intelligence Sources 
The Internet offers many resources that provide evidence that indicates the activity, reputation, and trustworthiness 
of a software product, its development community, and other relevant information. The following are such resources: 

• Search for reported security vulnerabilities: https://nvd.nist.gov/vuln/search?execution=e2s1 

• Perform virus scan of files and URLs. Submit a hash of the file to see the results. Hash values can be computed 
using the “-h” option of SigCheck.13 The DETAILS and RELATIONS tabs can provide useful information: 
https://www.virustotal.com/en  

• Use code analysis statistics for some open-source projects. Look for “Defect Density” as a rough guide: 
https://scan.coverity.com/projects 

• Find activity statistics for some open-source projects along with a “Nutshell” summary: 
https://www.openhub.net 

• For projects hosted on GitHub, review activity and dependency info: https://github.com 

                                                             
13 https://docs.microsoft.com/en-us/sysinternals/downloads/sigcheck  

https://nvd.nist.gov/vuln/search?execution=e2s1
https://www.virustotal.com/en
https://scan.coverity.com/projects
https://www.openhub.net/
https://github.com/
https://docs.microsoft.com/en-us/sysinternals/downloads/sigcheck
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Chapter 2: Case Studies 
 
Studying some past cyber security issues in the software supply chain helps to understand the following risks and 
illustrate how defensive principles can be applied: 
 
Havex14 

• An attacker compromised legitimate distribution points for proprietary industrial control system software, 
leading to compromise of the suppliers’ customers when these versions were installed as updates. 

• Risk: An attacker can compromise a distribution point for software. 

• Countermeasure: Confirm authenticity of software by verifying its digital signature or by verifying the correct 
hash value if it is unsigned. 

 
Heartbleed15 

• Heartbleed (CVE-2014-0160) was a serious implementation flaw in OpenSSL of the Secure Socket Layer (SSL) 
“heartbeat” feature. It allowed a malformed heartbeat request to obtain replies that contained confidential 
data, such as usernames and passwords that had been sent protected by transport layer security. It was 
originally discovered on April 3, 2014, and a patch was announced by the OpenSSL project on April 7, 2014. 

• Heartbleed is notable because it illustrates that even active and well-supported projects can have serious 
issues. 

• Risk: Serious defects can and do arise even in projects with an attentive developer community. 

• Countermeasure: Ensure that there is an understanding of where security announcements and advisories will 
be published and that there is a process to receive and review updates when they are released. 

 
Colors.js16 

• A developer deliberately corrupted two JavaScript libraries imported by thousands of users (colors.js and 
faker.js). It was apparently done in protest to doing “free work” to maintain open-source code. 

• Risk: A trustworthy project may become a threat. 

• Countermeasure: Test and inspect updates in an isolated environment before deploying them. 
 
Log4j17 

• Log4j is a logging component that is used for indicating a need for intervention by the operator or for 
recording information about events or exceptional conditions so they can be analyzed later. It is widely used 
because it provides many convenient features. Log4j was vulnerable to attacks where logging of particular 
data caused the logging subsystem to connect to external network (Internet) hosts. There were a number of 
related vulnerabilities: CVE-2021-44228, CVE-2021-45046, CVE-2021-45105, and CVE-2021-44832. 

• Risk: Because Log4j is an application infrastructure component, it is “submerged” in most software and not 
readily apparent. When the vulnerability(s) was announced, most of those affected did not know it.  

                                                             
14 https://ics-cert.us-cert.gov/advisories/ICSA-14-178-01 
15 https://www.us-cert.gov/ncas/alerts/TA14-098A http://xkcd.com/1354/ 
16 https://nvd.nist.gov/vuln/detail/CVE-2021-23567 ; (see also:https://www.theverge.com/2022/1/9/22874949/developer-corrupts-open-
source-libraries-projects-affected ) 
17 https://www.cisa.gov/uscert/apache-log4j-vulnerability-guidance 

https://ics-cert.us-cert.gov/advisories/ICSA-14-178-01
https://www.us-cert.gov/ncas/alerts/TA14-098A
http://xkcd.com/1354/
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• Countermeasure: Apply risk-containment measures as discussed in the Mitigating Risk section. Some risks 
are inherent to the way software is developed and extremely difficult for users to detect. Understand that 
such risks exist and take steps to limit damage potential and detect malicious activity. 
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Chapter 3: Mitigating Risk 
 
Because of the difficulty of inspecting software (especially in the case where a contractual relationship does not exist 
with the supplier), it may be necessary to mitigate the risks of operating it in a specific environment. The following 
are general risk reduction suggestions:  

• Reduce attack surface18 

 Remove or disable non-essential features 

 Reduce privilege level (software should not be run with administrative privilege) 

 Apply patches and updates (when possible) in a reasonable timeframe after the supplier releases them 

• Control access 

 Restrict access to users cognizant of the risks and trained in secure operation procedures 

• Isolate 

 Prevent access to or from the Internet and tightly control access to the internal network by using network 
segmentation and restrictive firewall rules 

 Consider operating on a hardened system reserved for that application 

• Monitor 

 Use and monitor a host-based firewall 

 Enhance monitoring effectiveness by using log analysis tools 

 Consider application whitelisting 

Additional topics and guidance for supply chain security can be found at the NERC Supply Chain Risk Mitigation 
Program page.19 

                                                             
18 https://en.wikipedia.org/wiki/Attack_surface 
19 https://www.nerc.com/pa/comp/Pages/Supply-Chain-Risk-Mitigation-Program.aspx 

https://en.wikipedia.org/wiki/Attack_surface
https://www.nerc.com/pa/comp/Pages/Supply-Chain-Risk-Mitigation-Program.aspx


 

NERC | Security Guideline: Risk Considerations for Open Source Software | XXXX XX, 2022 
8 

Contributors 
 
NERC gratefully acknowledges the contributions and assistance of the following industry experts in the preparation 
of this guideline.  
 
Name Entity 
George Masters, CISSP Schweitzer Engineering Laboratories, Inc. 
Tom Alrich Tom Alrich LLC 
Tony Eddleman Nebraska Public Power District 
Pierre Janse van Rensburg, GCIH BBA Inc. 
David Sopata ReliabilityFirst Corporation 

 



 

NERC | Security Guideline: Risk Considerations for Open Source Software | XXXX XX, 2022 
9 

Guideline Information and Revision History 
 

Guideline Information 
Category/Topic: 
Supply Chain 

Reliability Guideline/Security Guideline/Hybrid: 
Security Guideline 

Identification Number: 
SG-SCH-XXXXA-1 

Subgroup: 
Supply Chain Working Group (SCWG) 

 
Revision History 

Version Comments Approval Date 

Original 
Security Guideline for the Electricity Sector – Supply Chain: Risk 
Considerations for Open-Source Software, 4 Pages 
Approved by Critical Infrastructure Protection Committee 

9/17/2019 

V1.0 

Draft, 5/4/2020 
• Format paper to conform to template from NERC, bringing in pro-forma 

elements 
• Add a conclusion  
• Add log4j to case studies 
• Add discussion of malicious changes by a contributor 
• Add discussion of open-source software incorporated into a product 
• Add discussion of namespace / name confusion as risks 
• Make discussion of unsupported software a subtopic  
• Update mentions of BPS to BES, and correct acronym/abbreviations 

 

V1.1 Edit date on cover page, edit footer   

V1.2 Correct reference to Google Chromium and add concept of namespace 
confusion   

V2.0 Approved by the Reliability and Security Technical Committee XX/XX/XXXX 
 



 

NERC | Security Guideline: Risk Considerations for Open Source Software | XXXX XX, 2022 
10 

Metrics 
 
Pursuant to the Commission’s Order on January 19, 2021, North American Electric Reliability Corporation, 174 FERC 
¶ 61,030 (2021), reliability and security guidelines shall now include metrics to support evaluation during triennial 
review consistent with the RSTC Charter.  
 
Baseline Metrics 
All NERC reliability and security guidelines include the following baseline metrics: 

• BPS performance prior to and after a reliability or security guideline as reflected in NERC’s State of Reliability 
Report and Long Term Reliability Assessments (e.g., Long Term Reliability Assessment and seasonal 
assessments) 

• Use and effectiveness of a reliability or security guideline as reported by industry via survey 

• Industry assessment of the extent to which a reliability or security guideline is addressing risk as reported via 
survey 

 
Specific Metrics 
The RSTC or any of its subcommittees can modify and propose metrics specific to the guideline in order to measure 
and evaluate its effectiveness, listed as follows:  

• The Supply Chain Working Group (SCWG) will ask users to respond to survey questions regarding their use of 
this security guideline. Survey responses will be analyzed to determine whether the guideline’s 
recommendations are helping users implement measures that mitigate the risks associated with open source 
software.  

• SCWG Security Guidelines will be reviewed, updated as needed and sent out for industry comments every 
three years. Comments will be reviewed and addressed prior to requesting RSTC approval. 

 
Effectiveness Survey 
On January 19, 2021, FERC accepted the NERC proposed approach for evaluating Reliability and Security Guidelines. 
This evaluation process takes place under the leadership of the RSTC and includes:  

• industry survey on effectiveness of Reliability and Security Guidelines;  

• triennial review with a recommendation to NERC on the effectiveness of a Reliability or Security Guideline 
and/or whether risks warrant additional measures; and  

• NERC’s determination whether additional action might be appropriate to address potential risks to reliability 
in light of the RSTC’s recommendation and all other data within NERC’s possession pertaining to the relevant 
issue.  

 
NERC is asking entities who are users of Reliability and Security Guidelines to respond to the short survey provided in 
the link below. 
 
Guideline Effectiveness Survey 

https://www.surveymonkey.com/r/Risk_Open_Source_Software
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Preface  38 

 39 
Electricity is a key component of the fabric of modern society and the Electric Reliability Organization (ERO) Enterprise 40 
serves to strengthen that fabric. The vision for the ERO Enterprise, which is comprised of the North American Electric 41 
Reliability Corporation (NERC) and the six Regional Entities, is a highly reliable and secure North American bulk power 42 
system (BPS). Our mission is to assure the effective and efficient reduction of risks to the reliability and security of 43 
the grid.  44 
 45 

Reliability | Resilience | Security 46 
Because nearly 400 million citizens in North America are counting on us 47 

 48 
The North American BPS is made up of six Regional Entity boundaries as shown in the map and corresponding table 49 
below. The multicolored area denotes overlap as some load-serving entities participate in one Regional Entity while 50 
associated Transmission Owners/Operators participate in another. 51 

 52 
MRO Midwest Reliability Organization 

NPCC Northeast Power Coordinating Council 

RF ReliabilityFirst 

SERC SERC Reliability Corporation 

Texas RE Texas Reliability Entity 

WECC WECC 
 53 
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Preamble 54 

 55 
The NERC Reliability and Security Technical Committee (RSTC), through its subcommittees and working groups, 56 
develops and triennially reviews reliability and security guidelines in accordance with the procedures set forth in the 57 
RSTC Charter. Reliability and security guidelines include the collective experience, expertise, and judgment of the 58 
industry on matters that impact BPS operations, planning, and security. Reliability and security guidelines provide key 59 
practices, guidance, and information on specific issues critical to promote and maintain a highly reliable and secure 60 
BPS. 61 
 62 
Each entity registered in the NERC compliance registry is responsible and accountable for maintaining reliability and 63 
compliance with applicable mandatory Reliability Standards. Reliability and security guidelines are not binding norms 64 
or parameters nor are they Reliability Standards; however, NERC encourages entities to review, validate, adjust, 65 
and/or develop a program with the practices set forth in this guideline. Entities should review this guideline in detail 66 
and in conjunction with evaluations of their internal processes and procedures; these reviews could highlight that 67 
appropriate changes are needed, and these changes should be done with consideration of system design, 68 
configuration, and business practices.  69 
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Executive Summary 70 

 71 
“Open-source software is software with source code that anyone can inspect, modify, and enhance.”1 It may or may 72 
not also be available for download in binary form (ready to use). Common examples of open-source software are the 73 
Linux Operating System, Mozilla Firefox, and Google Chromium (an open-source browser project that forms the basis 74 
of Google Chrome). Users of open-source software may merely download and use it as is, may download source code 75 
and modify or build it for internal or product use, and may participate as members of the development community. 76 
These usage patterns differ significantly in the degree of expertise and familiarity that the user has with the code; 77 
thus, it also affects the risk organizations incur when using it. 78 
 79 
Users of open-source software have to assess the risks of using open-source software with what they can learn about 80 
its trustworthiness.  81 
 82 
The following are some key observations in this guideline: 83 

• The average software product today includes over 135 components; some products include thousands of 84 
components, and about 90% of those components are open source.2 In other words, the greatest part of the 85 
code and risk in almost any modern software product comes from open-source components.  86 

• A useful way to analyze risk and set priorities for reducing risk is to create a threat model for the system being 87 
considered. A threat model helps an organization to determine the type and extent of compensating security 88 
controls that might be needed to reduce risk to an acceptable level. 89 

• Risks of software can be roughly divided into two categories: risk that the software might not be authentic (a 90 
malicious look-alike) and risk that the software has defects that can be exploited as security vulnerabilities 91 
or that might cause misoperations.  92 

• Because membership in a group of developers for open-source projects is dynamic and without borders, 93 
there is a risk that a developer may join the group who has or develops malicious intent. 94 

• It may make sense to remain a version or two behind a released current version unless a security vulnerability 95 
forces an upgrade to the current version. In any case, installing the update first on a test system is important 96 
because it provides an opportunity to test that critical functionality remains intact and undesirable behaviors 97 
are not observed.  98 

• If software becomes unsupported, usually when the development group announces that one or more 99 
versions will no longer be supported, the software poses an unknown risk because any security issues 100 
discovered in the software will not be fixed, and an organization may not be made aware of them. 101 

• Both software products and software components can be created with names designed to take advantage of 102 
typos or inattention on the part of developers or users of software. 103 

• The Internet provides many resources that will provide evidence bearing on the activity, reputation, and 104 
trustworthiness both of a software product and of its development community. 105 

• Studying some past cyber security issues in the software supply chain helps to understand the following risks 106 
and illustrate how defensive principles can be applied. 107 

• Because of the difficulty of inspecting software (especially in the case where a contractual relationship does 108 
not exist with the supplier), it may be necessary to take steps to mitigate the risks of operating it in a specific 109 
environment. 110 

                                                             
1 https://opensource.com/resources/what-open-source 
2 Ibid 

https://opensource.com/resources/what-open-source
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Introduction  111 

 112 
Purpose 113 
This security guideline provides information about factors that contribute to the risk that open-source software might 114 
pose to an organization’s risk assessment methods. Besides discussing how to assess risks, it also has suggestions for 115 
mitigation techniques for addressing risk, practices for obtaining evidence of trustworthiness, and options for 116 
controlling risk once the decision has been made to use open-source software. 117 
 118 
Background 119 
“Open-source software is software with source code that anyone can inspect, modify, and enhance.”3 It may or may 120 
not also be available for download in binary form (ready to use). Common examples of open-source software are the 121 
Linux Operating System, Mozilla Firefox, and Google Chromium (an open-source browser project that forms the basis 122 
of Google Chrome). 123 
 124 
Open-source software is updated periodically and updated versions incorporate submissions from a community of 125 
contributing developers to implement new features, address security vulnerabilities, and fixes bugs/flaws/glitches. 126 
Users obtain the software—as well as updates when new versions are released—from a distribution point maintained 127 
by the community. 128 
 129 
User trust in open-source software involves a combination of trust in the distribution point for the software, 130 
confidence in the supporting community of developers and supporters, and observations from inspecting the code; 131 
each of these vary by degrees depending upon the user’s technical capability. Most users are “downloaders” and 132 
entirely dependent on the development and user communities to maintain the security of the software. 133 
 134 
Developers of open-source software differ widely in their assumptions regarding the technical capabilities of the 135 
users who will download the software. The thoroughness of documentation and the level of support to realistically 136 
expect from the developer community can also vary greatly. Because there is no buyer-seller relationship or contract 137 
to establish requirements and expectations, users must evaluate their ability to support their use of the product 138 
themselves, including proper installation, configuration, and ongoing monitoring of the distribution point for news of 139 
security vulnerabilities and updates. 140 

                                                             
3 https://opensource.com/resources/what-open-source 

https://opensource.com/resources/what-open-source
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Chapter 1: Risk and Open-Source Software 141 

 142 
Risks Due to Open-Source Software Components in Proprietary Software 143 
The average software product today includes over 135 components;4 some products include thousands of 144 
components, and typically, about 90% of them are open source.5 In other words, the greatest part of the code and 145 
risk in almost any modern software product comes from open-source components.  146 
 147 
Software users may be able to directly download patches for vulnerabilities in open-source components if the 148 
component is installed alongside the application, but it is more common for those components to be built in, meaning 149 
that users rely on the supplier of the application to provide an official patch. Regardless, knowing “the software in 150 
the software” (i.e., the components included in the software) that a user organization runs is the key to mitigating 151 
risk. An up-to-date “Software Bill of Materials” (SBOM)6 from the software supplier contains a list of those 152 
components. 153 
 154 
Having an SBOM for a software product will enable a user organization to know when they might be affected by 155 
vulnerabilities in a product’s components (both open source and proprietary). Organizations can coordinate with the 156 
software supplier to understand and mitigate the risk posed by those vulnerabilities. In most cases, the mitigation 157 
will simply be applying a patch provided by the supplier; however, other mitigation measures may be required in 158 
some cases. 159 
 160 
Obtaining an SBOM for an open-source software product may be difficult. Suppliers of proprietary software may not 161 
offer it, and obtaining an SBOM for an open-source product may require that an organization use software 162 
development tools to obtain the information. In these cases, the best that can be done is to reduce risk in a general 163 
way. 164 
 165 
Analyzing Operational Risk: What Can Go Wrong? 166 
A useful way to analyze risk and set priorities for reducing risk is to create a threat model7 for the system being 167 
considered. A threat model describes the things that affect the system, the things the system can affect, and the 168 
criticality of those things. It also describes what can go wrong, whether accidentally or deliberately induced by an 169 
attacker, and how likely those are as well as ways those threats can be reduced. The following is a list of common 170 
things to consider when analyzing operational risks for software: 171 

• What systems can be connected to or are reachable from the system and how critical are they? 172 

• What would be the impact (criticality) if the system failed (went off-line or was disabled)? 173 

• What would be the impact (criticality) if the system misoperated (had inappropriate outputs)? 174 

• Where do the system’s inputs come from and how trustworthy are those inputs? 175 

• How directly can the system be reached by an external attacker? 176 

• Does the software require an Internet connection? 177 

• Can the system be reached by an internal network user in a different department? 178 

• Does the software require or run with administrative privilege? 179 

• How trustworthy is the software? 180 

                                                             
4 https://www.sonatype.com/resources/white-paper-state-of-the-software-supply-chain-2020 
5 Ibid 
6 https://www.ntia.doc.gov/SBOM 
7 https://www.upguard.com/blog/what-is-threat-modelling 

https://www.sonatype.com/resources/white-paper-state-of-the-software-supply-chain-2020
https://www.ntia.doc.gov/SBOM
https://www.upguard.com/blog/what-is-threat-modelling
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• Does the software bring with it unwanted obligations or restrictions? 181 
 182 
A threat model helps an organization to determine the type and extent of compensating security controls that might 183 
be needed to reduce risk to an acceptable level.8 184 
 185 
Evaluating Trustworthiness of Software 186 
Risks from software can be roughly divided into two categories: risk that the software might not be authentic (a 187 
malicious look-alike) and risk that the software has defects that can be exploited as security vulnerabilities or that 188 
might cause misoperation. There is also some possibility that the software might contain deliberately introduced 189 
malicious functionality or unwanted obligations in terms of use or licensing restrictions; this should also be considered 190 
as a possible defect. 191 
 192 
The risk of software being inauthentic or having been tampered with can be reduced by always obtaining software 193 
from its original point of distribution; normally that would be from a web site maintained by its creators. The original 194 
distribution point can usually be found by using an Internet search engine or perhaps in blog postings by its users. 195 
The distribution site should be protected by transport layer security (an HTTPS URL) that allows an organization to 196 
check the web site certificate to ensure that it is valid and that the certificate was issued to a “subject” or “subject 197 
alternate name” that is consistent with expectations for the software.9 198 
 199 
The risk from defects is determined by a combination of the probability that defects will exist, offset by the existence 200 
of an active community of maintainers, the competence of their development and testing processes, and their 201 
responsiveness in addressing defects. 202 
 203 
The Problem of Malicious Changes 204 
Because membership in a group of developers for open-source projects is dynamic and without borders, there is a 205 
risk that a developer may join the group who has or develops malicious intent; thus, a once-trustworthy piece of 206 
software may become a threat.10  207 
 208 
The following links provide examples of malicious software changes: 209 

• “Malicious code that stole authentication credentials”: 210 
https://arstechnica.com/gadgets/2021/04/backdoored-developer-tool-that-stole-credentials-escaped-211 
notice-for-3-months/ -  212 

• “Set of packages steadily grew… more than 200 packages … the malicious payloads of these packages were 213 
PII stealers”: https://jfrog.com/blog/large-scale-npm-attack-targets-azure-developers-with-malicious-214 
packages/ 215 

• “Would fetch malicious code from pastebin.com and collect … sensitive information from the … host”: 216 
https://www.helpnetsecurity.com/2019/08/21/backdoored-ruby-gems/ -  217 

• “Purposefully corrupted … open-source libraries … that thousands of users depend on”: 218 
https://www.theverge.com/2022/1/9/22874949/developer-corrupts-open-source-libraries-projects-219 
affected -  220 

• “Discovery of three malicious npm cryptomining packages … impersonating a popular, legitimate library”: 221 
https://blog.sonatype.com/npm-project-used-by-millions-hijacked-in-supply-chain-attack  222 

 223 

                                                             
8 https://en.wikipedia.org/wiki/Threat_model 
9 https://www.globalsign.com/en/ssl-information-center/what-is-an-ssl-certificate/ 
10 https://www.darkreading.com/application-security/how-hackers-infiltrate-open-source-projects  

https://arstechnica.com/gadgets/2021/04/backdoored-developer-tool-that-stole-credentials-escaped-notice-for-3-months/
https://arstechnica.com/gadgets/2021/04/backdoored-developer-tool-that-stole-credentials-escaped-notice-for-3-months/
https://jfrog.com/blog/large-scale-npm-attack-targets-azure-developers-with-malicious-packages/
https://jfrog.com/blog/large-scale-npm-attack-targets-azure-developers-with-malicious-packages/
https://www.helpnetsecurity.com/2019/08/21/backdoored-ruby-gems/
https://www.theverge.com/2022/1/9/22874949/developer-corrupts-open-source-libraries-projects-affected
https://www.theverge.com/2022/1/9/22874949/developer-corrupts-open-source-libraries-projects-affected
https://blog.sonatype.com/npm-project-used-by-millions-hijacked-in-supply-chain-attack
https://en.wikipedia.org/wiki/Threat_model
https://www.globalsign.com/en/ssl-information-center/what-is-an-ssl-certificate/
https://www.darkreading.com/application-security/how-hackers-infiltrate-open-source-projects
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Organizations should pay attention to shifts in ownership or in who appears to be leading the project. Malicious 224 
changes or unwanted functionality can occur if a project changes ownership, which is especially likely if a project is 225 
abandoned. There have been instances of a malicious maintainer adopting a project from an owner who no longer 226 
wishes to maintain it. The new owner then took advantage of an established user base to gain backdoor access to 227 
victim computer systems.  228 
 229 
Trust and the Problem of Updating 230 
Related to the problem of malicious changes to the software is the issue of how to approach updates from the 231 
supplier. Depending on the level of trustworthiness, it may make sense to remain a version or two behind a released 232 
current version unless a security vulnerability forces an upgrade to the current version to resolve it. Keeping a prior 233 
step/version provides an opportunity for defects to be discovered and reported by the user community. 234 
 235 
In any case, installing the update first on a test system is important because it provides an opportunity to test that 236 
the critical functionality remains intact and undesirable behaviors are not observed. 237 
 238 
What If Software Becomes End-of-Life or Unsupported? 239 
If software becomes unsupported, usually when the development group announces that one or more versions will 240 
no longer be supported, the software poses an unknown risk because any security issues discovered in the software 241 
will not be fixed, and an organization may not be made aware of them even if vulnerabilities become known. An 242 
open-source project can also be simply abandoned with no announcement at all. 243 
 244 
Unsupported software must be regarded as untrusted. If used, compensating security measures should be applied 245 
(see Mitigating Risk). 246 
 247 
A Special Trust Problem: Unintended Software Because of Name or Namespace Confusion 248 
Both software products and components can be created with names designed to take advantage of typos or 249 
inattention on the part of developers or users of software. Users can be tricked into downloading software from an 250 
unintended repository,11 and/or not realizing that the software has a name that is “almost” correct12 or a lookalike 251 
(e.g., missing or repeated characters; similar-looking characters from a different character set). Other common ploys 252 
to mislead users include adding a prefix or suffix to a name or using a different top-level domain (e.g. .biz instead of 253 
.com). 254 
 255 
The same thing can happen to a developer who adds a dependency to software that they are building. If a software 256 
dependency is from a private repository, the developer should avoid namespace confusion by carefully specifying its 257 
location. Developers and users alike also should avoid obtaining software or components using links from an 258 
untrusted source. Following a known trustworthy link stored in a FAVORITES location or by typing the software name 259 
or URL manually and checking carefully before pressing ENTER are the best defenses.  260 

                                                             
11 https://blog.sonatype.com/why-namespacing-matters-in-public-open-source-repositories 
12 https://www.upguard.com/blog/typosquatting  

https://blog.sonatype.com/why-namespacing-matters-in-public-open-source-repositories
https://www.upguard.com/blog/typosquatting
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Intelligence Sources 261 
The Internet offers many resources that provide evidence that indicates the activity, reputation, and trustworthiness 262 
both of a software product, and of its development community, and other relevant information. The following are 263 
such resources: 264 

• Use an Internet search engine to find the correct distribution point and search for references or reputation. 265 

• Search for reported security vulnerabilities: https://nvd.nist.gov/vuln/search?execution=e2s1 266 

• Perform virus scan of files and URLs. Submit a hash of the file to see the results. Hash values can be computed 267 
using the “-h” option of SigCheck.13 The DETAILS and RELATIONS tabs can provide useful information: 268 
https://www.virustotal.com/en  269 

• Use code analysis statistics for some open-source projects. Look for “Defect Density” as a rough guide: 270 
https://scan.coverity.com/projects 271 

• Find activity statistics for some open-source projects along with a “Nutshell” summary: 272 
https://www.openhub.net 273 

• For projects hosted on GitHub, review activity and dependency info: https://github.com 274 

                                                             
13 https://docs.microsoft.com/en-us/sysinternals/downloads/sigcheck  

https://nvd.nist.gov/vuln/search?execution=e2s1
https://www.virustotal.com/en
https://scan.coverity.com/projects
https://www.openhub.net/
https://github.com/
https://docs.microsoft.com/en-us/sysinternals/downloads/sigcheck


 

NERC | Security Guideline: Risk Considerations for Open Source Software | XXXX XX, 2022 
5 

Chapter 2: Case Studies 275 

 276 
Studying some past cyber security issues in the software supply chain helps to understand the following risks and 277 
illustrate how defensive principles can be applied: 278 
 279 
Havex14 280 

• An attacker compromised legitimate distribution points for proprietary industrial control system software, 281 
leading to compromise of the suppliers’ customers when these versions were installed as updates. 282 

• Risk: An attacker can compromise a distribution point for software. 283 

• Countermeasure: Confirm authenticity of software by verifying its digital signature or by verifying the correct 284 
hash value if it is unsigned. 285 

 286 
Heartbleed15 287 

• Heartbleed (CVE-2014-0160) was a serious implementation flaw in OpenSSL of the Secure Socket Layer (SSL) 288 
“heartbeat” feature. It allowed a malformed heartbeat request to obtain replies that contained confidential 289 
data, such as usernames and passwords that had been sent protected by transport layer security. It was 290 
originally discovered on April 3, 2014, and a patch was announced by the OpenSSL project on April 7, 2014. 291 

• Heartbleed is notable because it illustrates that even active and well-supported projects can have serious 292 
issues. 293 

• Risk: Serious defects can and do arise even in projects with an attentive developer community. 294 

• Countermeasure: Ensure that there is an understanding of where security announcements and advisories will 295 
be published and that there is a process to receive and review updates when they are released. 296 

 297 
Colors.js16 298 

• A developer deliberately corrupted two JavaScript libraries imported by thousands of users (colors.js and 299 
faker.js). It was apparently done in protest to doing “free work” to maintain open-source code. 300 

• Risk: A trustworthy project may become a threat. 301 

• Countermeasure: Test and inspect updates in an isolated environment before deploying them. 302 
 303 
Log4j17 304 

• Log4j is a logging component that is used for indicating a need for intervention by the operator or for 305 
recording information about events or exceptional conditions so they can be analyzed later. It is widely used 306 
because it provides many convenient features. Log4j was vulnerable to attacks where logging of particular 307 
data caused the logging subsystem to connect to external network (Internet) hosts. There were a number of 308 
related vulnerabilities: CVE-2021-44228, CVE-2021-45046, CVE-2021-45105, and CVE-2021-44832. 309 

• Risk: Because Log4j is an application infrastructure component, it is “submerged” in most software and not 310 
readily apparent. When the vulnerability(s) was announced, most of those affected did not know it.  311 

                                                             
14 https://ics-cert.us-cert.gov/advisories/ICSA-14-178-01 
15 https://www.us-cert.gov/ncas/alerts/TA14-098A http://xkcd.com/1354/ 
16 https://nvd.nist.gov/vuln/detail/CVE-2021-23567 ; (see also:https://www.theverge.com/2022/1/9/22874949/developer-corrupts-open-
source-libraries-projects-affected )  
17 https://www.cisa.gov/uscert/apache-log4j-vulnerability-guidance 
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• Countermeasure: Apply risk-containment measures as discussed in the Mitigating Risk section. Some risks 312 
are inherent to the way software is developed and extremely difficult for users to detect. Understand that 313 
such risks exist and take steps to limit damage potential and detect malicious activity. 314 
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Chapter 3: Mitigating Risk 315 

 316 
Because of the difficulty of inspecting software (especially in the case where a contractual relationship does not exist 317 
with the supplier), it may be necessary to mitigate the risks of operating it in a specific environment. The following 318 
are general risk reduction suggestions:  319 

• Reduce attack surface18 320 

 Remove or disable non-essential features 321 

 Reduce privilege level (software should not be run with administrative privilege) 322 

 Apply patches and updates (when possible) in a reasonable timeframe after the supplier releases them 323 

• Control access 324 

 Restrict access to users cognizant of the risks and trained in secure operation procedures 325 

• Isolate 326 

 Prevent access to or from the Internet and tightly control access to the internal network by using network 327 
segmentation and restrictive firewall rules 328 

 Consider operating on a hardened system reserved for that application 329 

• Monitor 330 

 Use and monitor a host-based firewall 331 

 Enhance monitoring effectiveness by using log analysis tools 332 

 Consider application whitelisting 333 

Additional topics and guidance for supply chain security can be found at the NERC Supply Chain Risk Mitigation 334 
Program page.19 335 

                                                             
18 https://en.wikipedia.org/wiki/Attack_surface 
19 https://www.nerc.com/pa/comp/Pages/Supply-Chain-Risk-Mitigation-Program.aspx 

https://en.wikipedia.org/wiki/Attack_surface
https://www.nerc.com/pa/comp/Pages/Supply-Chain-Risk-Mitigation-Program.aspx
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Metrics 346 

 347 
Pursuant to the Commission’s Order on January 19, 2021, North American Electric Reliability Corporation, 174 FERC 348 
¶ 61,030 (2021), reliability and security guidelines shall now include metrics to support evaluation during triennial 349 
review consistent with the RSTC Charter.  350 
 351 
Baseline Metrics 352 
All NERC reliability and security guidelines include the following baseline metrics: 353 

• BPS performance prior to and after a reliability or security guideline as reflected in NERC’s State of Reliability 354 
Report and Long Term Reliability Assessments (e.g., Long Term Reliability Assessment and seasonal 355 
assessments) 356 

• Use and effectiveness of a reliability or security guideline as reported by industry via survey 357 

• Industry assessment of the extent to which a reliability or security guideline is addressing risk as reported via 358 
survey 359 

 360 
Specific Metrics 361 
The RSTC or any of its subcommittees can modify and propose metrics specific to the guideline in order to measure 362 
and evaluate its effectiveness, listed as follows:  363 

• The Supply Chain Working Group (SCWG) will ask users to respond to survey questions regarding their use of 364 
this security guideline. Survey responses will be analyzed to determine whether the guideline’s 365 
recommendations are helping users implement measures that mitigate the risks associated with open source 366 
software.  367 

• SCWG Security Guidelines will be reviewed, updated as needed and sent out for industry comments every 368 
three years. Comments will be reviewed and addressed prior to requesting RSTC approval. 369 

 370 
Effectiveness Survey 371 
On January 19, 2021, FERC accepted the NERC proposed approach for evaluating Reliability and Security Guidelines. 372 
This evaluation process takes place under the leadership of the RSTC and includes:  373 

• industry survey on effectiveness of Reliability and Security Guidelines;  374 

• triennial review with a recommendation to NERC on the effectiveness of a Reliability or Security Guideline 375 
and/or whether risks warrant additional measures; and  376 

• NERC’s determination whether additional action might be appropriate to address potential risks to reliability 377 
in light of the RSTC’s recommendation and all other data within NERC’s possession pertaining to the relevant 378 
issue.  379 

 380 
NERC is asking entities who are users of Reliability and Security Guidelines to respond to the short survey provided in 381 
the link below. 382 
 383 
Guideline Effectiveness Survey 384 

https://www.surveymonkey.com/r/Risk_Open_Source_Software
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Errata 385 

 386 
N/A 387 
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Security Guideline Review and Update Strategies
• Security Guidelines are not compliance implementation guidance

o Good Business Practices should be provided in Security Guidelines
• Added metrics!
• Use the experience and expertise of small teams and the SCWG to identify best practices and challenges to 

the reader – if you didn’t engage, please consider joining the SCWG and help us!
• What are the pitfalls the reader should know about and avoid?
• How does the reader learn about a specific topic and move forward to implement a solid program to 

improve reliability?
• The papers are written to convey general guidance to the reader without having to read a lengthy document

o Not trying to make the reader an expert
o Provided references – reader can research for more information

• The existing Security Guideline were reviewed for impactful updates
• Supply Chain Working Group  (SCWG) appreciates all the comments received – thank you for taking your 

time to review our draft Security Guidelines and provide feedback, when we know everyone is very busy!

The objective of reliability and security guidelines is to distribute key practices and information about specific 
issues critical to promote and maintain a highly reliable and secure bulk power system (BPS). Security 

guidelines are not binding norms or parameters to the level that compliance to NERC’s Reliability Standards are 
monitored or enforced. Rather, their incorporation into industry practices is strictly voluntary.

SCWG Supply Chain Security Guidelines
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SCWG Supply Chain Security Guideline

• Secure Equipment Delivery
• Team Lead: Wally Magda, WallyDotBiz LLC

• This guideline summarizes best practices for entities to address supply chain risks 
that could occur to equipment during its shipment, handling, delivery, and storage. 
Choosing the security measures that are most suitable for shipped equipment should 
be based on the likelihood that it might be compromised, the criticality of its 
function and placement in the system, and the probability that a compromise would 
be discovered before the device is placed into service. Enhanced controls should be 
considered for devices that are both critical to the operation and difficult to inspect, 
to include storage that protects critical equipment from being tampered with before 
it is commissioned for use.

Graphics by Alex Carlson (NERC)
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SCWG Supply Chain Security Guideline

• Risk Considerations for Open Source Software
• Team Lead: George Masters, Schweitzer Engineering Laboratory, Inc.

• “Open-source software is software with source code that anyone can inspect, modify, and enhance.” It may 
or may not also be available for download in binary form (ready to use). Common examples of open-source 
software are the Linux Operating System, Mozilla Firefox, and Google Chromium (an open-source browser 
project that forms the basis of Google Chrome). Users of open-source software may merely download and 
use it as is, may download source code and modify or build it for internal or product use, and may participate 
as members of the development community. These usage patterns differ significantly in the degree of 
expertise and familiarity that the user has with the code; thus, it also affects the risk organizations incur when 
using it.

• The average software product today includes over 135 components; some products include 
thousands of components, and about 90% of those components are open source. In other 
words, the greatest part of the code and risk in almost any modern software product comes 
from open-source components.

• Because membership in a group of developers for open-source projects is dynamic and without 
borders, there is a risk that a developer may join the group who has or develops malicious 
intent.

This Security Guideline is a must read for industry!

Correction – This Security Guideline is a must read for all Critical Infrastructure!
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SCWG Supply Chain Security Guideline

• Cyber Security Risk Management Lifecycle
• Team Lead: Tom Alrich, Tom Alrich LLC

• One of the biggest sources of cyber security risk to the Bulk Electric System (BES) is 
cyber attacks that originate in the supply chain for operational technology (OT) 
systems that are used to monitor and control the BES, and for services performed on 
those systems.

• To mitigate supply chain cyber security risks to the BES, the NERC entity should 
develop a supply chain cyber security risk management plan for risks to OT systems. 
The plan will describe identification, assessment, and mitigation of those risks. 

• The supply chain is one of the biggest sources of cyber security risk for all businesses 
and government agencies in the world today. For the electric power industry in 
North America, supply chain cyber security is especially important because of the 
serious – and ongoing – attacks by foreign nation-states against critical 
infrastructure.
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SCWG Supply Chain Security Guideline

• Supply Chain Provenance 
• Team Lead: David Steven Jacoby, Boston Strategies International

• In supply chain security, “provenance” refers to knowing about a computer system or 
a system component’s “heritage”; i.e., information that indicates whether its source 
is authentic (i.e., genuine or counterfeit). By knowing a system or component’s 
origin, development, ownership, and location, as well as changes to its components 
and accompanying data, users are better able to identify and defend against threats 
to cyber security.

• Knowing the source of supply chain threats can help in designing targeted and 
effective defenses against counterfeiting, unlawful intrusion, industrial espionage, 
and other cyber security breaches. The risks of not knowing the sources of threats 
occur at all stages of planning, development, installation, maintenance, and disposal. 

• Security Guideline Focuses on Two Areas:
• Provenance Management Risks and Possible Outcomes
• Best Practices in Supply Chain Provenance Management
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SCWG Supply Chain Security Guidelines

Request RSTC approval on these Security Guidelines
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RSTC Notional Work Product Flow Process   
 

Action 
Information 
 
Summary 
The RSTC appoints technical subcommittees, task forces, and working groups (Technical 
Groups) as needed to accomplish objectives contained in the RSTC Strategic Plan, ERO 
Reliability Risk Priorities Report (RISC Report), and other ERO Enterprise strategic guidance. The 
RSTC is responsible for directing and overseeing the work of the Technical Groups (Technical 
Group’s Work Scopes) and for their work products (Technical Group’s Work Plans). The RSTC 
Executive Committee (RSTCEC) reviews work scopes, provides guidance and advice, and is 
responsible for determining which Technical Group is most appropriately suited to execute a 
given assignment. The enclosed notional process describes how reliability and resilience issues 
can be added to a Technical Group’s Work Scope and be addressed through the respective 
Technical Group’s Work Plan and the RSTC Work Plan.  
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RSTC Strategic Plan    
 

Action 
Request for Comments 
 
Summary 
The Reliability and Security Technical Committee Strategic Plan Group (RSTCSPG) have, in 
accordance with the RSTC charter, developed a two-year strategic plan and an associated Work 
Plan to carry-out the functions of the committee. The RSTCSPG is seeking comments on the draft 
Strategic Plan by December 23, 2022. The RSTCSPG will review comments and make conforming 
revisions to the charter, as needed. It is anticipated that we will conduct an e-mail ballot in 
January 2023 to approve the updated Strategic Plan which will then be brought to the NERC 
Board of Trustees for approval at its February 2023 meeting.  
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Preface  
 
Electricity is a key component of the fabric of modern society and the Electric Reliability Organization (ERO) Enterprise 
serves to strengthen that fabric. The vision for the ERO Enterprise, which is comprised of the North American Electric 
Reliability Corporation (NERC) and the six Regional Entities, is a highly reliable and secure North American bulk power 
system (BPS). Our mission is to assure the effective and efficient reduction of risks to the reliability and security of 
the grid.  
 

Reliability | Resilience | Security 
Because nearly 400 million citizens in North America are counting on us 

 
The North American BPS is made up of six Regional Entity boundaries as shown in the map and corresponding table 
below. The multicolored area denotes overlap as some load-serving entities participate in one Regional Entity while 
associated Transmission Owners/Operators participate in another. 

 
 

MRO Midwest Reliability Organization 

NPCC Northeast Power Coordinating Council 

RF ReliabilityFirst 

SERC SERC Reliability Corporation 

Texas RE Texas Reliability Entity 

WECC WECC 
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Introduction 
 
The NERC Reliability and Security Technical Committee (RSTC) is a stakeholder committee chartered by the NERC 
Board of Trustees (Board) to proactively support the NERC ERO Enterprise’s mission. The RSTC, in accordance with its 
charter, will develop and maintain a two-year strategic plan and an associated work plan to carry out the functions 
of the committee: 

• Ensure alignment of the strategic work plan with ERO reports and analyses, including the NERC Business Plan 
and Budget, ERO Enterprise Long-Term Strategy, biennial Reliability Issues Steering Committee (RISC) ERO 
Reliability Risk Priorities report, State of Reliability report recommendations, Long Term, Seasonal and Special 
Reliability Assessment recommendations, and ongoing event analysis trends; 

• Coordinate the objectives in the strategic work plan with the Standing Committees Coordinating Group; and, 

• Obtain annual NERC Board approval. 
 
This strategic plan guides the functions and core mission of the RSTC, providing a sustainable set of expectations and 
deliverables for the RSTC to assess and enhance reliability, resilience, and security of the BPS. The RSTC engages in 
the identification, communication of reliability risks and potential mitigation strategies. These activities will include 
close coordination with the RISC as well as taking steps to create industry wide awareness. This strategic plan will not 
remain static throughout a two-year timeframe. Rather, it is crucial that the plan retain the flexibility to address 
emerging issues. The RSTC will annually review the goals and specific items or as necessary.  
 
This two-year plan, along with its goals and measures, is typically reviewed during the February RSTC meeting, and 
enhancements to the plan will be made and presented to the NERC Board each year in accordance with the Charter 
as required to achieve the goal of promoting reliability, resilience, and security. 
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Chapter 1: Mission, Vision, and Guiding Principles 
 
 
Mission  
Ensure the reliability and security of the bulk-power system by identifying critical risks and deploying effective and 
efficient risk mitigations. 
 
Vision 
The RSTC is the premier technical authority on BPS reliability and security, and its effectiveness stems from the 
stakeholder members that command deep technical knowledge, broad industry experience, and a collective duty to 
ensure the reliability of the bulk-power system.  
 
Guiding Principles 
The following principles serve to guide our practices: 

• Coordinate with the RISC on priorities and align the RSTC strategic plan with ERO’s strategic plan. 

• Maintain a focus on identification, analyses, and mitigation of existing and emerging reliability risks.  

• Support the Board approved annual Work Plan Objectives 

• Continually strive for the development and dissemination of high-quality lessons learned through event 
analysis (EA), emerging cause code trending, and information sharing.  

• Maintain relationships with other NERC standing committees (e.g. support the Standing Committee 
Coordinating Group) and NERC Forums. 

• Maintain and enhance reliability, resilience, and security through the pursuit of clear NERC Reliability 
Standard Authorization Requests, Reliability Standards, Reliability Guidelines, Security Guidelines, Technical 
Reference Documents, NERC Alerts, Interpretations, lessons learned, and compliance clarifications. 

• Maintain high levels of industry specific expertise to provide sound conclusions and opinions on operating, 
planning and security issues. 

• Incorporate a planning, operational and security perspective into NERC reports issued to industry. 

• Deliver technically sound and accurate analyses, assessments, and recommendations; 

• Identify critical emerging issue and trends that could potentially have reliability impacts in near term and long 
term. 

• Ensure the facts are unbiased and not providing an advocacy of policy matters; 

• Promote coordination effectiveness across the NERC ERO Enterprise;  

• Ensure continued provision of high levels of expertise, technically sound conclusions, and timely 
results/deliverables; 

• Ensure the RSTC structure, processes and procedures, and its working relationships with other technical 
standing committees, and groups are focused on the highest priorities for reliability within the ERO 
enterprise; 
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Chapter 2: Strategic Planning Process 
 
The Strategic Planning Process ensures high priority risks are systematically addressed by the RSTC using a common 
framework for decision-making with broad concurrence, as well as ensuring all committee members and stakeholders 
have clear expectations on how the RSTC plans to meet its objectives.  
 
Every other September, a Strategic Planning group convenes to conduct the 2-year strategic planning process  
 
The Strategic Planning Process begins with the latest version of the RISC’s Risk Priorities report, which presents the 
results of strategically defined and prioritized risks, as well as specific recommendations for mitigation. The RSTC 
provides input into the development of this report and the RISC’s risk assessment through a variety of mechanisms, 
including reliability assessments and event reports.  
 
The RSTC Strategic Plan (this document) then aligns the highest-priority risks and recommendations from the Risk 
Priorities report and with strategic priorities outlined for the RSTC over the next two years. Additional strategic 
priorities based on high-priority emerging risks identified by the RSTC may be included within the 2-year strategic 
plan (as determined by the RSTC’s Executive Committee).  
 
Once all strategic priorities are identified for the RSTC, specific risks are identified and RSTC subgroups determine the 
recommended mitigation steps. These risk mitigation projects, along with programmatic actions, then compromise 
the detailed RSTC Work Plan. 
 
 

 
Figure XX: RSTC Strategic Planning Process Flow Chart 

 
 
 
RSTC Strategic Plan Role in Risk Mitigation  
 
The RSTC provides expertise in reliability and security and plays a key role in the mitigation of reliability and security 
risks. As identified in the RISC’s Framework for Risk Mitigation, the RSTC is responsible for all steps of the framework, 



Strategic Planning Process 
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including: Risk Identification and Validation, Risk Prioritization, Determination of Risk Remediation/Mitigation, 
Deploying Risk Remediation/Mitigation, Measure Success, and Monitor Residual Risk. Therefore, the strategic plan 
includes key activities to support each of these steps.  
 
The Risk Mitigation Framework guides the ERO in the prioritization of risks and provide guidance on the application 
of ERO policies, procedures, and programs to inform resource allocation and project prioritization in the mitigation 
of those risks. Additionally, the framework accommodates measuring residual risk after mitigation is in place that 
enables the ERO to evaluate the success of its efforts in mitigating risk that provides a necessary feedback for future 
prioritization, mitigation efforts, and program improvements. 
 
The successful reduction of risk is a collaborative process between the ERO, industry, and the technical committees 
including the RSTC and the RISC. The framework provides a transparent process using industry experts in parallel with 
ERO experts throughout the process—from risk identification and deployment of mitigation strategies to monitoring 
the success of these mitigations. 
 
 

 
 

Figure XX: ERO Mitigation Framework for Known and Emerging Reliability Risks 
 
 
The RSTC’s Notional Work Plan Process1 provides a detailed review of each step and the how the RSTC supports and 
actively contributes to the risk mitigation framework. The following table summarizes how the RSTC performs each 
step and the expected deliverables that support the Risk Mitigation Framework: 
 
 
 
 

                                                           
1 https://www.nerc.com/comm/RSTC/Documents/RSTC%20Work%20Plan%20Notional%20Process_Approved_Sept_2020.pdf 

https://www.nerc.com/comm/RSTC/Documents/RSTC%20Work%20Plan%20Notional%20Process_Approved_Sept_2020.pdf


Strategic Planning Process 
 

 

NERC | Reliability and Security Technical Committee Strategic Plan | November 2022 
8 

Risk Mitigation Framework Steps RSTC Role RSTC Deliverable Type 

1. Risk Identification and 
Validation 

 

RSTC identifies and validates risks 
through its performance, event, 
and future technical analysis and 
assessments 

• Identification and Monitoring 

 Long-Term and Seasonal 
Reliability Assessments 

 Special Assessments 

 Event and Disturbance Reports 

 State of Reliability Report 

 Other reliability indicators, 
whitepapers, gap assessments 

2. Risk Prioritization 
 

RSTC provides support and 
consulting to the RISC prioritization 
and risk ranking actions.  

 

3. Determination of Risk 
Remediation/Mitigation 

 

RSTC proposes 
remediation/mitigation • RSTC Bi-Annual Strategic Plan 

 

4. Deploying Risk 
Remediation/Mitigation 

 

RSTC develops and deploys 
remediation/mitigation • RSTC Work Plan  

 Reliability Standards – SAR 

 Reliability/Security Guidelines 

 Compliance Guidance 

 Reliability Assessments 

 Stakeholder Outreach 

 Technical Reference Document 

 NERC Alert 

5. Measure Success 
 

RSTC ensures an approach to 
measure the effectiveness of the 
risk remediation/mitigation and 
deploys it. Measurement approach 
should be included in the approval 
of the deployed 
remediation/mitigation. 

• Identification and Monitoring 

 State of Reliability Report 

 Event and Disturbance Reports 

 Special/Specific Reliability 
Indicators 

6. Monitor Residual Risk 
 

RSTC monitors residual risk through 
established programs.  • Identification and Monitoring 

 Long-Term, Seasonal, and 
Special Reliability Assessments  

 Event and Disturbance Reports 

 State of Reliability Report 

 Other reliability indicators and 
whitepapers 



Strategic Planning Process 
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Determination of Risk Remediation/Mitigation 
Technical group, RSTC EC and Sponsors discuss the reliability / resilience issue, technical justification, and consider 
potential solutions. Potential outcomes or solutions include deliverables in the RSTC Charter such as white papers, 
reference documents, technical reports, reliability guidelines, and compliance implementation guidance. Other 
potential solutions are contained in NERC Rules of Procedure (RoP), ERO Event Analysis Process, NERC Alerts, and 
other risk management measures. Finally, the RSTC EC authorizes tasks to be added to the RSTC Work Plan (which 
could include collaboration with other groups), rejects proposed tasks, or refers matter(s) to the RSTC for further 
discussion. 
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Strategic Objectives and Priorities 
 
The RSTC’s strategic objectives provide a bridge between the RSTC’s mission and vision, and the annual goals and 
work plan deliverables needed to achieve them. The strategic objectives of the RSTC provide clear expectations of 
the goals and deliverables of the committee and its subgroups, are not expected to change often. However, the 
strategic risk priorities and the expected work products may change, as needed. The five strategic objectives of the 
RSTC are: 
 

1) Drive effective mitigation actions against emerging and established risks, specifically targeting strategic risk 
priorities. 

2) Promote and increase stakeholder engagement and awareness 
3) Learn from events and past performance trends and deploy mitigation 
4) Identify and assess long-term planning and emerging reliability risks 
5) Develop solutions that support technology and security integration into BPS planning and operations 

 
Key projects included in the RSTC work plan to support these five strategic objectives. Two types of projects support 
the RSTC’s work plan: 
 

1) Programmatic: Periodic, cyclical, or continuous actions, deliverables, and processes that support the 
identification, prioritization, and monitoring of reliability risks. The RSTC’s Performance Monitoring (EAS, PAS, 
RTOS, RS) and Reliability and Security Assessment subgroups (RAS, SITES) primarily serve to support 
programmatic strategic objectives. 

2) Priority Risk: Targeted and focused actions to identify and develop specific reliability risk mitigations. The 
RSTC’s Risk Mitigation subgroups primarily serve to support the strategic risk priority objectives. This also 
includes emerging risks identified between strategic planning periods (from assessments, disturbance 
reports, etc.) 
 

Programmatic  
 

1. Identify key areas of concern, trends, and emerging reliability issues by periodically assessing system 
reliability and performance 
The RSTC will focus on developing reliability assessments, evaluations, and studies and extracting insights to 
identify reliability risks. By identifying and quantifying emerging reliability risks, the RSTC is able to craft risk-
informed recommendations and provide the basis for actionable risk mitigations. The RSTC supports this 
process primarily through the Reliability Assessment Subcommittee (RAS), Performance Analysis 
Subcommittee (PAS), and Resources Subcommittee (RS).  

o Long-Term Reliability Assessment (annually): 10-year outlook of resource and energy adequacy, 
resource and transmission projections, and leading indicators. Emerging reliability and security 
integration issues are identified. 

o Seasonal Reliability Assessments (annually): Summer and winter season operational outlook, 
projection, and leading indicators. 

o Special Reliability Assessments (ad-hoc): topical technical evaluation of a reliability risk  
o State of Reliability Report (annually): Historical performance, evaluating 5-year (or longer) trends, 

indicators, and lagging metrics. 
o Frequency Response Annual Analysis (annually): Historical performance of frequency response 

 
2. Identify lessons learned and trends based on system events and make recommendations for improvement 

The RSTC will focus on event prevention by supporting and continually enhance the ERO’s EA program to 
ensure a comprehensive process, as well as rapidly developing and disseminate lessons learned. Through the 
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Event Analysis Subcommittee (EAS), the RSTC approves any changes to the EA Process and reviews periodic 
event reports and lessons learned. Any mitigation actions for the ERO to pursue or recommendations for 
industry can result in additions to the RSTC work plan and, depending on the outcomes of the risk assessment, 
may be added to the strategic objectives. Primary deliverables include: 

 
o Event and Disturbance Reports (ad-hoc): Event reports detail specific details and root causes of 

BPS events. The EA Process is approved by EAS, and individual reports are published by the ERO and 
serve as input to the RSTC. 

o Lessons Learned (ad-hoc): Identified best practice or revealing reliability risk based on an event or 
group of events. Lessons Learned documents are published by the ERO and serve as input to the 
RSTC.  
 

3. Promote and increase stakeholder engagement and awareness of reliability risks 
The RSTC will continue to expand outreach to stakeholder and policy making organizations on reliability, 
resilience and security matters through webinars and in-person conferences, workshops, and other 
mediums to deliver content and reliability messages. The RSTC will leverage strong relationships with 
industry groups, such as NATF, NAGF, and EPRI, to target specific technical areas of concern and work 
together on industry outreach. 

Reliability Conferences and Workshops (ad-hoc): Convene industry to share and exchange ideas and 
practices that promote reliability in a variety of technical areas. Conferences can support the RSTC’s 
mission by “creating a forum for aggregating ideas and interests, drawing from diverse industry 
stakeholder expertise, to support the ERO Enterprise's mission.” 

o Webinar (ad-hoc): Virtual information sharing and exchange provide a opportunities to quickly 
engage industry and achieve our collaboration goals. Webinars serve an integral function of 
providing insight and guidance by disseminating valuable reliability information to owners, 
operators, and users of the bulk power system. 

 
Priority Risks 
Based on the Risk Priorities identified by the RISC, the RSTC has identified four strategic priorities: 1) Energy 
Security, 2) Inverter-Based Resources, 3) Distributed Energy Resources, and 4) Supply Chain Security.  
 
           Risk Priorities                   RSTC Strategic 

       (RISC Priorities Report)            Risk Priorities 

                                   
Future actions by the RSTC on the Strategic Risk Priorities are focused on the risk mitigation and mitigation 
deployment parts of the Risk Mitigation Framework. Through this strategic plan, primary subgroups are identified 

Critical Infrastructure 
Interdependencies

Extreme Events

Grid Transformation

Security Risks

1. Energy Security

2. Inverter-Based
Resources

3. Distributed Energy 
Resources

4. Supply Chain 
Security
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and tasked with identifying risk mitigation solutions (e.g., Reliability Standard, Reliability/Security Guideline) and 
working with the RSTC EC and subgroup sponsors to add the risk mitigation projects to the RSTC Work Plan. The RSTC 
EC authorizes projects to be added to the RSTC Work Plan (which could include collaboration with other groups), 
rejects proposed tasks, or refers matter(s) to the RSTC for further discussion. For each RSTC Strategic Risk Priorities, 
a 2-Year plan is detailed below indicating strategic direction, specific risks, mitigation approaches, and the relative 
priority. 
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1. Energy Security 
Unassured fuel supplies, including the timing and inconsistent output from variable renewable energy resources, fuel 
location, and volatility in forecasted load, can result in insufficient amounts of energy on the system to serve electrical 
demand and ensure the reliable operation of the bulk power system (BPS) throughout the year.2 The RSTC and it 
subgroups will ensure modeling requirements include needed information and data to support valid and accurate 
modeling and representation to enable reliable operations of BPS, as well as resource and energy planning. 
 
The RSTC will develop methods, processes, tools, and/or SARs that are needed to address energy security – factoring 
in extreme events and critical infrastructure interdependencies.  
 
 

   RISK FRAMEWORK ACTIONS 

Identified Specific 
Risks 

Technical Areas of 
Focus 

Primary 
Subgroups 

Risk Mitigation 
Determination 

 

Develop and Deploy 
Risk Mitigation 

Insufficient assessment 
of energy supplies to 
ensure operational 
awareness and energy 
availability.  

• Modeling and data 
sharing 
requirements 

• System Operations 

• Probabilistic 
resource planning 

 

ERATF 

RAS 

RTOS 

• SAR for Reliability 
Standard (submitted 
in 2022) 

• Provide technical 
support to the 
Standards Drafting 
Team 

• Enhancement to 
Reliability Assessment 
Process  

Insufficient assessment 
of energy supplies to 
evaluate resource 
requirements in the 
long-term planning 
horizon. 

• Modeling and data 
sharing 
requirements 

• Probabilistic 
resource planning 

 

 

ERATF 

RAS 

PAWG 

• SAR for Reliability 
Standard (submitted 
in 2022) 

• Provide technical 
support to the 
Standards Drafting 
Team  

• Enhancement to 
Reliability Assessment 
Process 

 
 
  

                                                           
2 https://www.nerc.com/comm/RSTC/ERATF/ERATF%20Energy%20Adequacy%20White%20Paper.pdf  

https://www.nerc.com/comm/RSTC/ERATF/ERATF%20Energy%20Adequacy%20White%20Paper.pdf
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2. Inverter-Based Resources 
The electric power grid in North America is undergoing a significant transformation in technology, design, control, 
planning, and operation, and these changes are occurring more rapidly than ever before. Particularly, technological 
advances in inverter-based resources are having a major impact on generation, transmission, and distribution 
systems. The speed of this change continues to challenge grid planners, operators, protection engineers, and many 
other facets of the electricity sector. Implemented correctly, inverter technology can provide significant benefits for 
the BPS; however, the new technology can introduce significant risks if not integrated properly. Further, attention is 
needed to settings of controllable devices, protective relays, remedial action schemes, and power electronics 
installed to stabilize the system.  The Federal Energy Regulatory Commission also published two issuances in 
November of 2022 pertaining to inverter-based resources and their reliable integration into the BPS. 
 
The ERO has established a strategy that outlines steps NERC and the Regional Entities will take to mitigate risks 
associated with the integration of large amounts of IBR.3 The RSTC will support this strategy by focusing on the 
improvement of IBR interconnection, planning studies, and operation, as well as staying abreast of new inverter 
technologies and risks. Over the next two years, the RSTC will be focused on determining the risk mitigations for some 
risks, while developing and deploying risk mitigations for others. 
 

   RISK FRAMEWORK ACTIONS 

Identified Specific 
Risks 

Technical Areas of 
Focus 

Primary 
Subgroups 

Risk Mitigation 
Determination 

 

Develop and Deploy 
Risk Mitigation 

Insufficient or inaccurate 
modeling, data, and/or 
study requirements to 
ensure adequate 
planning, protection, 
and operation of the BPS 
 

• Modeling and data 
sharing 
requirements 

• Systemic modeling 
errors in positive 
sequence dynamic 
models 

IRPS 

 

• Reliability Guideline 

• SAR 

•  

• Reliability Guidelines 

 Interconnection 
Studies Guideline 

• Technical support to 
Standards Drafting 
Teams  

 EMT Modeling SDT 
(submitted 2022) 

 PRC-024 SDT  

 

Insufficient evaluation of 
the potential impacts of 
IBRs by planning 
authorities 

• Long-term 
planning studies 

IRPS 

 

• N/A • Technical support to 
Standards Drafting 
Teams 

 EMT Modeling SDT 
(submitted 2022) 

• Reliability Guidelines 

 EMT Modeling 
(2023) 

 

                                                           
3 https://www.nerc.com/comm/Documents/NERC_IBR_Strategy.pdf  

https://www.nerc.com/comm/Documents/NERC_IBR_Strategy.pdf
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Insufficient 
interconnection 
requirements or inability 
to enforce 
interconnection 
requirements for IBRs 

• Inaccurate models 
and insufficient 
studies for IBR 
interconnections 

• Abnormal 
performance issues 
with IBRs 

 

IRPS 

 

• N/A • SAR for Reliability 
Standard  

 FAC-001/FAC-002 
SAR (2023) 

Enhancements needed 
for identification of IBR 
events 

• Event analysis IRPS • SAR for Reliability 
Standard  

• SAR for Reliability 
Standard 

• EOP-004 SAR 
(December 2022) 

Need for 
electromagnetic 
modeling and studies for 
IBRs 

• IBR modeling and 
studies 

IRPS • Reliability Guidelines • Reliability Guidelines 

 EMT Modeling 
(2023) 

Inadequate ride-through 
performance of some 
IBRs  

 

• Disturbance Ride-
Through 

IRPS 

 

•  • SAR for Reliability 
Standard  

 PRC-024 or other 
PRC standard 

Inadequate analysis of 
abnormal performance 
issues by IBR GOs 

• Post-event 
performance 
validation 

IRPS • SAR for Reliability 
Standard (submitted 
in 2022) 

• SAR for Reliability 
Standard 

 Proposed new 
standard 
(December 2022) 

Growing need for grid 
forming inverter 
technology 

• Changing resource 
mix 

• Grid 
transformation 

IRPS • White Paper • White Paper 

 Grid Forming for 
BESS Paper 

Need for enhanced 
commissioning practices 

• Plant 
commissioning 

• Interconnection 
process 

IRPS • White Paper • White Paper 

 Commissioning 
White Paper 

• SAR for Reliability 
Standard  

• FAC-001/FAC-002 
SAR (2023) 

Emerging IBR reliability 
risks 

• Changing resource 
mix 

• Grid 
transformation 

IRPS • White Paper • White Paper 

 Gap analysis of 
emerging IBR 
issues not 
addressed by NERC 
standards 
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3. Distributed Energy Resources 
Distributed energy resources (DERs) levels are rapidly growing across many areas of North America (see Figure 1) and 
are impacting how the bulk power system (BPS) is planned, designed, and operated. This influx of DERs present 
potential benefits as well as challenges for grid reliability, resilience, and flexibility as they are potentially impactful 
users of the BPS. While each individual DER is distribution-connected, the strategic priority is focused on the reliable 
operation of the BPS.  
 
The ERO is proactively identifying and addressing BPS reliability impacts with increasing levels of DERs, and the RSTC 
will support this effort through collaborative engagement with industry stakeholders to drive risk mitigation 
activities—specifically, DER modeling capabilities, studies incorporating DER impacts to the BPS, operational impacts 
of DERs to the BPS, and regulatory considerations related to DERs. Further, the RSTC will focus on approaches for 
evaluating the potential impacts and benefits of energy storage, hybrid resources, aggregated DERs, and other 
emerging technologies. Over the next two years, the RSTC will be focused on determining the risk mitigations for 
some risks, while developing and deploying risk mitigations for others. 
 

   RISK FRAMEWORK ACTIONS 

Identified Specific 
Risks 

Technical Areas of 
Focus 

Primary 
Subgroups 

Risk Mitigation 
Determination 

 

Develop and Deploy 
Risk Mitigation 

Insufficient modeling, 
data, and/or study 
requirements to ensure 
adequate planning, 
protection, and 
operation of the BPS 
 

• data collection 

• modeling tools 

• model verification 

• modeling usage 

SPIDERWG 

EAS 

• N/A • SAR for Reliability 
Standard 

 MOD-031/MOD-
032 

 PRC-006 

Insufficient evaluation of 
the potential impacts of 
IBR by planning 
authorities 

• Planning Studies 

• Design Criteria 

• Operations 
Planning 

 

SPIDERWG 

EAS  

• N/A • Reliability Guideline  

 Planning Studies 
(2023) 

 Balancing (2024) 

• SAR for Reliability 
Standard 

 FAC-001/FAC-002 

Insufficient BPS 
situational awareness to 
determine operating 
state, reserve and other 
operational 
requirements, and 
maintain operational 
control. 

• T-D Interface 

• Aggregators 

• Protection 
Systems 

• Decentral 
Operation 

SPIDERWG 

EAS  

• Whitepaper on DER 
Aggregator (2023) 

• Whitepaper on DER 
Security Vulnerabilities 
(2023) 

• SAR for Reliability 
Standard 

 EOP-005 

 BAL-003 

 TOP-001/002 

 TOP-003 
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• Security 

 

• Whitepaper on 
Communication and 
Coordination (2023) 

 

 TOP-010 
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4. Supply Chain Security 
Exploitation of cyber security risks could arise from a variety of external and/or internal sources. Additionally, the 
operational and technological environment of the electrical grid is evolving significantly and rapidly and potentially 
increasing the potential cyber attack surface. Sources of potential exploitation include increasingly sophisticated 
attacks by nation-state, terrorist, and criminal organizations. Vulnerability to such exploits are exacerbated by insider 
threats, poor cyber hygiene, supply-chain considerations, and dramatic transformation of the grid’s operational and 
technological environment. Supply chains, specifically, are a targeted opportunity for nation-state, terrorists, and 
criminals to penetrate organizations without regard to whether the purchase is for information technology, 
operational technology, software, firmware, hardware, equipment, components, and/or services. 
 
Supply chain risk management and the threats from components and sub-components developed by potential 
foreign adversaries should continue to be addressed by NERC and industry with evaluation of CIP-013 standard for 
any needed improvements. Over the next two years, the RSTC will be focused on determining the risk mitigations 
 

   RISK FRAMEWORK ACTIONS 

Identified Specific 
Risks 

Technical Areas of 
Focus 

Primary 
Subgroups 

Risk Mitigation 
Determination 

 

Develop and Deploy 
Risk Mitigation 

Inadequate supply 
chain security can 
disrupt, infiltrate, and 
expose OT systems to 
unauthorized control.  
 

• Open Source 
Software 

• Provenance 

• Risk Management 
Lifecycle 

• Secure Equipment 
Delivery 

• Vendor Risk 
Management 

• Cloud Computing 

• Vendor Incident 
Response 

• Supply Chain 
Procurement 

SCWG • Whitepaper: NERC 
Standards Gap 
Assessment 

 CIP-013 

• SAR for Reliability 
Standard 

 MOD-031/MOD-
032 

 PRC-006 
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Primary Subgroup Strategic Direction 
 
In the table below, the RSTC’s primary subgroups (those directly under the RSTC) each play a role in meeting the 
strategic objectives and priorities of the RSTC. To provide additional clarity and direction, strategic direction that 
aligns with the RSTC’s strategic priorities, in addition to what is identified in the scope of the subgroup, is provided 
below: 
 

Subgroup Risk 
Framework 

Focus 

Related Strategic 
Risk Priorities 

Additional or Focused Key Actions to Support 
Strategic Risk Priorities 

Event Analysis Subcommittee 
(EAS) 
           

Identification 

Monitoring 

• Energy Security 

• Inverter-Based 
Resources 

• Distributed Energy 
Resources 

• Identification of event trends related to inverter-
based resources, DERs, and other “faint signals” that 
may be emerging from continuing system 
transformation. 

Performance Analysis 
Subcommittee (PAS) 
 

Identification 

Monitoring 

• Energy Security 

• Inverter-Based 
Resources 

• Distributed Energy 
Resources  

• Identification of trends related to inverter-based 
resources, DERs, and other “faint signals” that may be 
emerging from continuing system transformation. 

Real Time Operating 
Subcommittee (RTOS) 
 

Identification 

Monitoring 

• Inverter-Based 
Resources 

 

• Provide a forum for coordinating system operating 
procedures in all four Interconnections, including: 
• Coordinate operating Reliability Standard 

implementation to promote consistency across 
the Interconnections. 

• Prepare for the upcoming operating peak 
demand season. 

• Review significant system disturbances and 
abnormal transaction curtailments, or others 
as requested by RTOS, for "lessons learned". 

• Review Interconnection frequency events at 
each meeting. 

Synchronized Measurement 
Working Group (SMWG) 
 

Monitoring  • Support any data collection or analysis of power 
system performance following selected events and 
significant disturbances. Coordinate with other NERC 
groups such as the Event Analysis Subcommittee and 
the System Analysis and Modeling Subcommittee, as 
applicable. 
 
 

Resources Subcommittee 
(RS) 
 

Identification 

Monitoring 

• Inverter-Based 
Resources 

 

• Providing industry leadership and guidance on 
matters relating to balancing resources and demand 
issues as well as resulting issues related to 
interconnection frequency. 

•  
Energy Reliability 
Assessment Task Force 
(ERATF) 

Determining 

Deploying 

• Energy Security • Coordinate developments of energy reliability 
assessment activities with industry working groups 
and other RSTC working groups 
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 Measuring 
 

• Inverter-Based 
Resources 

• Distributed Energy 
Resources 

 

• Engage industry research and development 
organizations to validate the technical foundation(s) 
and development of the tool(s), metrics, and 
methods 

• Coordinate studies and plans with adjacent Balancing 
Authorities to identify enhanced collaborative 
regional support 

• Support standard drafting team 
 

Reliability Assessment 
Subcommittee (RAS) Identification 

Monitoring 

• Energy Security 

• Inverter-Based 
Resources 

• Distributed Energy 
Resources 

 

• Support the annual review of each Assessment 
Area’s long-term and short-term resource adequacy 
plans. This includes: 

 Identifying and monitor the key issues, risks, 
and uncertainties that may impact or have the 
potential to impact bulk power system 
reliability; 

 Coordinating timely submittals of Assessment 
Area narratives and responses to questions 
developed by NERC with support from the RAS. 
 

 
Security Integration and 
Technology Enablement 
Subcommittee (SITES) 
 

Determining 

Deploying 

Measuring 
 

• Inverter-Based 
Resources  

• Distributed Energy 
Resources 

 
 

• Provide guidance to industry with recommendations 
for cyber and physical security practices, emerging 
technology solutions (e.g., cloud computing, 
virtualization), and approaches to appropriately 
secure operational technology systems 

6 GHz Task Force (6GTF) 
 Determining 

Deploying 

Measuring 
 

• Energy Security • Information that can be used for a range of 
audiences that describe potential emerging risks 
and possible solutions to address these risks. 

Electric-Gas Working Group 
(EGWG) 
 

Determining 

Deploying 

Measuring 
 

• Energy Security 
 

• Author guidelines, white papers, compliance 
guidance, etc. in support of natural gas disruption 
considerations and risks that are applicable to all 
regions and could extend to be inclusive of all fuel 
sources. 

 
EMP Working Group 
(EMPWG) 
 

Determining 

Deploying 

Measuring 
 

• Energy Security 
 

• The EMPWG will serve as a stakeholder forum for 
focusing on HEMP from a transmission planning and 
system analysis perspectives. Some of the primary 
focuses of EMPWG will be data collection, modeling 
practices that are to determine the bulk power 
system (BPS) expectations for an EMP event. 

 
Facility Ratings Task Force 
(FRTF) Determining • Energy Security • The RSTC, in its role serving as 
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 Deploying 

Measuring 
 

 
• the technical expertise and executing the 

collaborative role with RISC to prioritize efforts 
related to BES risk response, will delegate 
responsibility to the FRTF to carry out activities to: 

 Provide information to industry on the issues, 

 Support industry readiness and success on this 
topic 

 
Inverter-Based Resource 
Performance Subcommittee 
(IRPS) 
 

Determining 

Deploying 

Measuring 
 

• Inverter-Based 
Resources 

 

• Develop and maintain Reliability Guidelines and/or 
Standard authorizations Request(s) to address: 

 Frequency and voltage ride-through 
characteristics of inverter-based resources.  

 Review and document recommended delays for 
the lowest levels of frequency to ensure 
transient/distorted waveform “ride through”. 

 Explore the development of a performance-
based NERC Reliability Standard that clearly 
addresses the control of inverter-based 
resources, not to be confused with the 
protective relay functions as specified in PRC-
024-2. 

 More clearly understand the potential 
limitations in early generation inverter 
technology to meet the proposed performance 
characteristics that support BPS reliability. 
Identify the extent to which these inverters may 
be modified to support BPS reliability, and 
articulate the limitations that may exist with 
today’s inverter-based resource (particularly 
solar PV) fleet. 

 Study the impacts that inverter momentary 
cessation (momentarily cease active power 
output) for voltage excursions could have on 
BPS reliability. Recommend performance 
characteristics related to momentary cessation, 
including the expected voltage levels and 
restore output characteristics. 

 
Load Modeling Working 
Group (LMWG) 
 

Determining 

Deploying 

Measuring 
 

• Energy Security • Formulate and guide the NERC vision and activities 
to promote the advancement and utilization of 
dynamic load models and modeling practices. 

•  Establish guidelines and technical reference 
documents related to dynamic load modeling 
practices, including explanations of existing dynamic 
load models and their structure, data sets, and 
parameter derivation. 
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Security Working Group 
(SWG) 
 
 

Determining 

Deploying 

Measuring 
 

• Supply Chain 
Security 

 

• Provide timely technical reports to RSTC on 
CMEP matters related to cyber and physical 
security 

• Develop materials from organized industry 
activities (such as tabletop exercises) led by or 
in collaboration with the SWG 

• Review lessons learned published by NERC 
where the RSTC seeks additional industry 
feedback to help determine whether additional 
guidance to industry is necessary 

 
Supply Chain Working Group 
(SCWG) 
 

Determining 

Deploying 

Measuring 
 

• Supply Chain 
Security 

 

• Development of Security Guidelines and metrics to 
provide guidance on Supply Chain issues or 
concerns. 

System Planning Impacts 
from Distributed Energy 
Resources Working Group 
(SPIDERWG) 
 

Determining 

Deploying 

Measuring 
 

• Inverter-Based 
Resources 

• Distributed Energy 
Resources 

 
 

• NERC SPIDERWG will serve as a stakeholder forum 
for focusing on DER from a transmission planning 
and system analysis perspectives with primary 
focuses on DER data collection, modeling practices, 
model improvements, and steady-state and 
dynamic simulation assessments. 

System Protection and 
Control Working Group 
(SPCWG) 

Determining 

Deploying 

Measuring 
 

• Inverter-Based 
Resources 

• Distributed Energy 
Resources 

 
 

• Provide subject matter expertise for NERC Reliability 
Standards and technical guidelines, including, but 
not limited to, the following: 

 Protection and control systems, including local 
and wide area applications, and synchrophasor 
applications.   

 Remedial Action Schemes (RAS).  

 Power system monitoring 
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Key Performance Indicators 
 

• Key Performance Indicators 

o BPS Performance 

– eSRI trend 

– Hours/Amount of load shedding trend 

o RSTC Effectiveness 

– Trend of total risk mitigations deployed and amount of reoccurrence through monitoring 

– “Engagement” trend 

 

 

 

Risk Mitigation Assessment Template   
 
The RSTC uses this template to for subgroups to evaluate risks and determine appropriate risk 
mitigation/remediation solutions: 

Strategic Priority (From RSTC Strategic Risk Priorities) 

Identified Specific Risk (From RSTC Strategic Plan – Identified Specific Risks) 

Description of Risk (Description from subgroup) 

Technical Background 
Materials 

(Links to whitepapers, technical papers, other RSTC or ERO published material) 

Relative Priority (High, Med, Low – Based on the Subgroup’s Assessment) 

Recommended 
mitigation steps  

 

(Proposed mitigation plan including, but not limited to, the following actions: 

• Reliability Standards – SAR 

• Reliability/Security Guidelines 

• Compliance Guidance 

• Reliability Assessments 

• Stakeholder Outreach 

• Technical Reference Document 

• NERC Alert) 
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Identify the new RSTC Work Plan actions. Approval of this plan, per the RSTC Notional 
Work Plan Process, appends the RSTC work plan to include action items with specific 
deliverables.) 

 



  Agenda Item 14 
  Reliability and Security 

Technical Committee Meeting 
  December 6, 2022 

   
 

RISC/Cold Weather Recommendations Review Team    
 

Action 
Request for Volunteers 
 
Summary 
At the September, 2021 RSTC meeting, the RISC Report Recommendations were reviewed and a 
Tiger Team formed to review the RISC Report Recommendations and the Joint FERC/NERC Cold 
Weather Report recommendations to create or modify RSTC work plan items to address the 
recommendations. The RSTC is requesting volunteers to: 

• Assess progress that RSTC groups are making in addressing the RISC/Cold Weather Report 
recommendations 

• Assess work plan priorities and make recommendations for any adjustments 

• Review the Risk Registry for additional items for RSTC mitigation including:  

 Long-Term, Seasonal and Special Reliability Assessments 

 Event and Disturbance Reports 

 State of Reliability Report 

 Other Reliability Indicators, Whitepapers, Gap Assessments 
 
The team will meet in Atlanta in the NERC office January 31-February 2, 2023 along with NERC 
staff and group chairs, vice chairs and sponsors. WebEx will be available for remote participation. 
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RISC/Cold Weather 
Recommendations Review Team  

Rich Hydzik, RSTC Vice Chair
December 6, 2022 
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• The 2021 ERO Reliability Risk Priorities Report (RISC Report) was 
accepted by the NERC Board of Trustees at their August 12, 
2021 meeting.

• The RSTC assigned a Tiger Team during the September, 2021 
meeting to coordinate with the RISC on report 
recommendations for potential mitigation by RSTC 
subcommittees, working groups or task forces.

• The Tiger Team also reviewed the February 2021 Cold Weather 
Grid Operations: Preliminary Findings and Recommendations, 
FERC, NERC and Regional Entity Joint Staff Inquiry (Cold Weather 
Report) for potential mitigation by RSTC subcommittees, 
working groups or task forces.

RISC Report  and Cold Weather 
Report Recommendations
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• The Tiger Team reviewed the recommendations against the 
RSTC work plan and communicated initial findings with RSTC 
groups 

• Each RISC Report recommendation was assigned a lead group 
for review to coordinate specific mitigation actions and work 
plan items 

• Most RISC Report recommendations were assigned one or more 
supporting groups for review

• Lead groups will:
 Review the RISC Report Recommendation(s) to confirm their completed 

work plan items partially address the recommendation(s)  
 Coordinate with Supporting Groups to confirm their completed work plan 

items partially address the recommendation(s) 

RISC Report  and Cold Weather 
Report Recommendations
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ERO Iterative Risk Management 
Framework: Standing Committees and RISC Coordination
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• The RSTC Is requesting volunteers to:
 Assess progress that RSTC groups are making in addressing the RISC/Cold 

Weather Report recommendations
 Assess work plan priorities and make recommendations for any 

adjustments
 Review Risk Registry for additional items for RSTC mitigation including: 

o Long-Term, Seasonal and Special Reliability Assessments
o Event and Disturbance Reports
o State of Reliability Report
o Other reliability indicators, whitepapers, gap assessments

• The team will meet in Atlanta in the NERC office January 31-
February 2, 2023 along with NERC staff and group chairs, vice 
chairs and sponsors
 WebEx will be available

Request for Volunteers
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  Agenda Item 15 
  Reliability and Security 

Technical Committee Meeting 
  December 6, 2022 

   
 

RSTC Subordinate Group Review Recommendations  
 

Action 
Approve 
 
Summary 
Per the RSTC Charter, the RSTC “will conduct a “sunset” review of each working group every year” 
and “review the task force scope at the end of the expected duration and at each subsequent 
meeting of the RSTC until the task force is retired.” The review process includes the RSTC 
Sponsors in coordination with subordinate group leadership and NERC Staff Liaisons to review 
the working group or task force deliverables and work plans to complete the information in the 
template. Once the templates were completed, the RSTC EC and Sponsors review them to make 
a recommendation on the status of the group. The RSTC Executive Committee is seeking RSTC 
approval of the recommendations. 
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