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Reliability Standard Audit Worksheet[footnoteRef:1] [1:  NERC developed this Reliability Standard Audit Worksheet (RSAW) language in order to facilitate NERC’s and the Regional Entities’ assessment of a registered entity’s compliance with this Reliability Standard.  The NERC RSAW language is written to specific versions of each NERC Reliability Standard.  Entities using this RSAW should choose the version of the RSAW applicable to the Reliability Standard being assessed.  While the information included in this RSAW provides some of the methodology that NERC has elected to use to assess compliance with the requirements of the Reliability Standard, this document should not be treated as a substitute for the Reliability Standard or viewed as additional Reliability Standard requirements.  In all cases, the Regional Entity should rely on the language contained in the Reliability Standard itself, and not on the language contained in this RSAW, to determine compliance with the Reliability Standard.  NERC’s Reliability Standards can be found on NERC’s website.   Additionally, NERC Reliability Standards are updated frequently, and this RSAW may not necessarily be updated with the same frequency.  Therefore, it is imperative that entities treat this RSAW as a reference document only, and not as a substitute or replacement for the Reliability Standard.  It is the responsibility of the registered entity to verify its compliance with the latest approved version of the Reliability Standards, by the applicable governmental authority, relevant to its registration status.

The NERC RSAW language contained within this document provides a non‑exclusive list, for informational purposes only, of examples of the types of evidence a registered entity may produce or may be asked to produce to demonstrate compliance with the Reliability Standard.  A registered entity’s adherence to the examples contained within this RSAW does not necessarily constitute compliance with the applicable Reliability Standard, and NERC and the Regional Entity using this RSAW reserves the right to request additional evidence from the registered entity that is not included in this RSAW.  Additionally, this RSAW includes excerpts from FERC Orders and other regulatory references.  The FERC Order cites are provided for ease of reference only, and this document does not necessarily include all applicable Order provisions.  In the event of a discrepancy between FERC Orders, and the language included in this document, FERC Orders shall prevail.   
] 



COM-002-4 – Operating Personnel Communications Protocols

This section to be completed by the Compliance Enforcement Authority.    

	Audit ID:
	Audit ID if available; or REG-NCRnnnnn-YYYYMMDD

	Registered Entity: 
	Registered name of entity being audited

	NCR Number:  
	NCRnnnnn

					Compliance Enforcement Authority:
	Region or NERC performing audit

	Compliance Assessment Date(s)[footnoteRef:2]: [2:  Compliance Assessment Date(s): The date(s) the actual compliance assessment (on-site audit, off-site spot check, etc.) occurs.] 

	Month DD, YYYY, to Month DD, YYYY

	Compliance Monitoring Method: 
	[On-site Audit | Off-site Audit | Spot Check]

	Names of Auditors:	
	Supplied by CEA
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Legend:
	Text with blue background:
	Fixed text – do not edit

	Text entry area with Green background:
	Entity-supplied information

	Text entry area with white background:
	Auditor-supplied information




Findings
(This section to be completed by the Compliance Enforcement Authority)
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Subject Matter Experts
Identify the Subject Matter Expert(s) responsible for this Reliability Standard. 

Registered Entity Response (Required; Insert additional rows if needed): 
	SME Name
	Title
	Organization
	Requirement(s)

	
	
	
	

	
	
	
	

	
	
	
	


[bookmark: _Toc330463553]

R1 Supporting Evidence and Documentation
Each Balancing Authority, Reliability Coordinator, and Transmission Operator shall develop documented communications protocols for its operating personnel that issue and receive Operating Instructions.  The protocols shall, at a minimum: 
1.1. Require its operating personnel that issue and receive an oral or written Operating Instruction to use the English language, unless agreed to otherwise.  An alternate language may be used for internal operations.  
1.2. Require its operating personnel that issue an oral two-party, person-to-person Operating Instruction to take one of the following actions:
· Confirm the receiver’s response if the repeated information is correct.
· Reissue the Operating Instruction if the repeated information is incorrect or if requested by the receiver.
· Take an alternative action if a response is not received or if the Operating Instruction was not understood by the receiver. 
1.3. Require its operating personnel that receive an oral two-party, person-to-person Operating Instruction to take one of the following actions: 
· Repeat, not necessarily verbatim, the Operating Instruction and receive confirmation from the issuer that the response was correct. 
· Request that the issuer reissue the Operating Instruction. 
1.4. Require its operating personnel that issue a written or oral single-party to multiple-party burst Operating Instruction to confirm or verify that the Operating Instruction was received by at least one receiver of the Operating Instruction. 
1.5. Specify the instances that require time identification when issuing an oral or written Operating Instruction and the format for that time identification.
1.6. Specify the nomenclature for Transmission interface Elements and Transmission interface Facilities when issuing an oral or written Operating Instruction.

M1.	Each Balancing Authority, Reliability Coordinator, and Transmission Operator shall provide its documented communications protocols developed for Requirement R1.


Registered Entity Response (Required): 
Compliance Narrative:
Provide a brief explanation, in your own words, of how you comply with this Requirement. References to supplied evidence, including links to the appropriate page, are recommended.



Evidence Requested[endnoteRef:1]: [1:  Items in the Evidence Requested section are suggested evidence that may, but will not necessarily, demonstrate compliance. These items are not mandatory and other forms and types of evidence may be submitted at the entity’s discretion.] 

	Provide the following evidence, or other evidence to demonstrate compliance. 

	A copy of the documented communication protocols that cover the Requirements outlined in Requirement R1 Parts 1.1 to 1.6.



Registered Entity Evidence (Required):
	The following information is requested for each document submitted as evidence. Also, evidence submitted should be highlighted and bookmarked, as appropriate, to identify the exact location where evidence of compliance may be found.

	File Name
	Document Title
	Revision or Version
	Document Date
	Relevant Page(s) or Section(s)
	Description of Applicability of Document

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



Audit Team Evidence Reviewed (This section to be completed by the Compliance Enforcement Authority):
	

	

	



Compliance Assessment Approach Specific to COM-002-4, R1
This section to be completed by the Compliance Enforcement Authority
	Review the documented communications protocols provided by the entity and ensure they address the Parts of R1 as follows:

	
	(Part 1.1)  Requires its operating personnel that issue and receive an oral or written Operating Instruction to use the English language, unless agreed to otherwise.  An alternate language may be used for internal operations.

	
	(Part 1.2)  Requires its operating personnel that issue an oral two-part, person-to-person Operating Instruction to take one of the following actions: confirm the receiver’s response if the repeated information is correct, reissue the Operating Instruction if the repeated information is incorrect or if requested by the receiver, or take an alternative action to issue a new or the same Operating Instruction if the receiver does not respond.

	
	(Part 1.3)  Requires its operating personnel that receive an oral two-party, person-to-person Operating Instruction to take one of the following actions: repeat, not necessarily verbatim, the Operating Instruction and receive confirmation from the issuer that the response was correct, or request that the issuer reissue the Operating Instruction.

	
	(Part 1.4)  Requires its operating personnel that issue a written or oral single-party to multiple-party burst Operating Instruction to confirm or verify that the Operating Instruction was received by at least one receiver of the Operating Instruction.

	
	(Part 1.5)  Specifies the instances that require time identification when issuing an oral or written Operating Instruction and the format for that time identification.

	
	(Part 1.6)  Specifies the nomenclature for Transmission interface Elements and Transmission interface Facilities when issuing an oral or written Operating Instruction.

	Note to Auditor: 



Auditor Notes: 







R2 Supporting Evidence and Documentation
R2.	Each Balancing Authority, Reliability Coordinator, and Transmission Operator shall conduct initial training for each of its operating personnel responsible for the Real-time operation of the interconnected Bulk Electric System on the documented communications protocols developed in Requirement R1 prior to that individual operator issuing an Operating Instruction.

M2.	Each Balancing Authority, Reliability Coordinator, and Transmission Operator shall provide its initial training records related to its documented communications protocols developed for Requirement R1 such as attendance logs, agendas, learning objectives, or course materials in fulfillment of Requirement R2.


Registered Entity Response (Required): 
Compliance Narrative:
Provide a brief explanation, in your own words, of how you comply with this Requirement. References to supplied evidence, including links to the appropriate page, are recommended.



Evidence Requestedi:
	Provide the following evidence, or other evidence to demonstrate compliance. 

	Copies of dated attendance logs, agendas, learning objectives, or course materials as outlined in M2.

	Organization chart or similar artifact identifying the operating personnel responsible for the Real-time operation of the interconnected Bulk Electric System and the date such personnel became responsible for operating the Real-time Bulk Electric System.



Registered Entity Evidence (Required):
	The following information is requested for each document submitted as evidence. Also, evidence submitted should be highlighted and bookmarked, as appropriate, to identify the exact location where evidence of compliance may be found.

	File Name
	Document Title
	Revision or Version
	Document Date
	Relevant Page(s) or Section(s)
	Description of Applicability of Document

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



Audit Team Evidence Reviewed (This section to be completed by the Compliance Enforcement Authority):
	

	

	



Compliance Assessment Approach Specific to COM-002-4, R2
This section to be completed by the Compliance Enforcement Authority
	Review the evidence provided and verify:

	
	That all, or a sample of, the applicable operating personnel received the required training prior to issuing an Operating Instruction by matching selected personnel names to training records.

	Note to Auditor:
Requirement R2 requires only initial training; continuing training is not required.



Auditor Notes: 







[bookmark: _Toc330463564]R3 Supporting Evidence and Documentation
R3.	Each Distribution Provider and Generator Operator shall conduct initial training for each of its operating personnel who can receive an oral two-party, person-to-person Operating Instruction prior to that individual operator receiving  an oral two-party, person-to-person Operating Instruction to either:
· Repeat, not necessarily verbatim, the Operating Instruction and receive confirmation from the issuer that the response was correct, or
· Request that the issuer reissue the Operating Instruction. 

M3.	Each Distribution Provider and Generator Operator shall provide its initial training records for its operating personnel such as attendance logs, agendas, learning objectives, or  course materials in fulfillment of Requirement R3.


Registered Entity Response (Required): 
Compliance Narrative:
Provide a brief explanation, in your own words, of how you comply with this Requirement. References to supplied evidence, including links to the appropriate page, are recommended.



Evidence Requestedi:
	Provide the following evidence, or other evidence to demonstrate compliance. 

	Copies of dated attendance logs, agendas, learning objectives, or course materials as outlined in M3.

	Organization chart or similar artifact identifying the operating personnel who can receive an oral two-party, person-to-person Operating Instruction and the date such personnel began receiving such instructions.



Registered Entity Evidence (Required):
	The following information is requested for each document submitted as evidence. Also, evidence submitted should be highlighted and bookmarked, as appropriate, to identify the exact location where evidence of compliance may be found.

	File Name
	Document Title
	Revision or Version
	Document Date
	Relevant Page(s) or Section(s)
	Description of Applicability of Document

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



Audit Team Evidence Reviewed (This section to be completed by the Compliance Enforcement Authority):
	

	

	



Compliance Assessment Approach Specific to COM-002-4, R3
This section to be completed by the Compliance Enforcement Authority
	Review the evidence provided and verify:

	
	That all, or a sample of, the applicable operating personnel received the required training prior to the date they began receiving oral two-party, person-to-person Operating Instructions by matching selected personnel names to training records.

	Note to Auditor:
Requirement R3 requires only initial training; continuing training is not required.



Auditor Notes: 







[bookmark: _GoBack]R4 Supporting Evidence and Documentation
R4.	Each Balancing Authority, Reliability Coordinator, and Transmission Operator shall, at least once every twelve (12) calendar months: 
4.1.	Assess adherence to the documented communications protocols in Requirement R1 by its operating personnel that issue and receive Operating Instructions, provide feedback to those operating personnel and take corrective action, as deemed appropriate by the entity, to address deviations from the documented protocols.  
4.2. 	Assess the effectiveness of its documented communications protocols in Requirement R1 for its operating personnel that issue and receive Operating Instructions and modify its documented communication protocols, as necessary.

M4.	Each Balancing Authority, Reliability Coordinator, and Transmission Operator shall provide evidence of its assessments, including spreadsheets, logs or other evidence of feedback, findings of effectiveness and any changes made to its documented communications protocols developed for Requirement R1 in fulfillment of Requirement R4.  The entity shall provide, as part of its assessment, evidence of any corrective actions taken where an operating personnel’s non-adherence to the protocols developed in Requirement R1 is the sole or partial cause of an Emergency and for all other instances where the entity determined that it was appropriate to take a corrective action to address deviations from the documented protocols developed in Requirement R1.

Registered Entity Response (Required): 
Question: Did the entity have any Emergencies on its system due to non-adherence to documented communication protocols during the compliance monitoring period?     ☐ Yes   ☐ No
[If Yes, provide a list of such Emergencies including any corrective actions taken in response to the Emergencies and proceed to the Compliance Narrative section below.  If No, proceed to the Compliance Narrative section below.]
[Note: A separate spreadsheet or other document may be used. If so, provide the document reference below.]



Registered Entity Response (Required): 
Compliance Narrative:
Provide a brief explanation, in your own words, of how you comply with this Requirement. References to supplied evidence, including links to the appropriate page, are recommended.



Evidence Requestedi:
	Provide the following evidence, or other evidence to demonstrate compliance. 

	Dated spreadsheets, logs, or other evidence of assessment of adherence to the documented communication protocols and feedback to operating personnel as outlined in M4.

	Assessments, minutes of meetings or others summaries evidencing an assessment of the effectiveness of documented protocols and any corresponding revisions made to documented communications protocols.

	A list or log of corrective actions taken in response to Emergencies occurring on the entity’s system due to non-adherence to documented communications protocols during the audit period.



Registered Entity Evidence (Required):
	The following information is requested for each document submitted as evidence. Also, evidence submitted should be highlighted and bookmarked, as appropriate, to identify the exact location where evidence of compliance may be found.

	File Name
	Document Title
	Revision or Version
	Document Date
	Relevant Page(s) or Section(s)
	Description of Applicability of Document

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



Audit Team Evidence Reviewed (This section to be completed by the Compliance Enforcement Authority):
	

	

	



Compliance Assessment Approach Specific to COM-002-4, R4
This section to be completed by the Compliance Enforcement Authority
	Review the evidence provided and verify:

	
	(Part 4.1)  That an assessment of operating personnel issuing and receiving Operating Instructions adherence to the documented protocols established in Requirement R1 occurred every twelve months during the audit period. Verify assessment or another artifact includes evidence such as annotations or summaries of providing feedback and taking corrective action, as necessary, in accordance with the requirement.

	
	(Part 4.2)  That the effectiveness of documented communications protocols in Requirement R1 was assessed every twelve months during the audit period.

	
	For Emergencies, occurring on the entity’s system, or a sample thereof, verify entity took appropriate corrective actions by reviewing summaries, meeting minutes, or the like, outlining corrective actions taken in response to operating personnel’s non-adherence to documented protocols where that non-adherence was the partial or sole cause of the Emergency.

	Note to Auditor:
Auditors can use their general knowledge of the entity’s system, discussions with other Regional Entity/NERC personnel, and discussions with entity personnel to gain an awareness of Emergencies resulting potentially from non-adherence to communications protocols. Such Emergency events can then be reviewed during an audit  to determine, if the Emergency was indeed attributable to an instance of non-adherence to communications protocols, that corrective action was taken.

The extent of audit procedures applied related to this requirement will vary depending on certain risk factors to the Bulk Electric System. In general, more extensive audit procedures will be applied where risks to the Bulk Electric System are determined by the auditor to be higher for non-compliance with this requirement.



Auditor Notes: 







R5 Supporting Evidence and Documentation
R5.	Each Balancing Authority, Reliability Coordinator, and Transmission Operator that issues an oral two-party, person-to-person Operating Instruction during an Emergency, excluding written or oral single-party to multiple-party burst Operating Instructions, shall either:   
· Confirm the receiver’s response if the repeated information is correct (in accordance with Requirement R6).
· Reissue the Operating Instruction if the repeated information is incorrect or if requested by the receiver, or
· Take an alternative action if a response is not received or if the Operating Instruction was not understood by the receiver.

M5.	Each Reliability Coordinator, Transmission Operator, and Balancing Authority that issued an oral two-party, person-to-person Operating Instruction during an Emergency, excluding oral single-party to multiple-party burst Operating Instructions, shall have evidence that the issuer either: 1) confirmed that the response from the recipient of the Operating Instruction was correct; 2) reissued the Operating Instruction if the repeated information was incorrect or if requested by the receiver; or 3) took an alternative action if a response was not received or if the Operating Instruction was not understood by the receiver.  Such evidence could include, but is not limited to, dated and time-stamped voice recordings, or dated and time-stamped transcripts of voice recordings, or dated operator logs in fulfillment of Requirement R5.


Registered Entity Response (Required): 
Compliance Narrative:
Provide a brief explanation, in your own words, of how you comply with this Requirement. References to supplied evidence, including links to the appropriate page, are recommended.



Evidence Requestedi:
	Provide the following evidence, or other evidence to demonstrate compliance. 

	Dated and time-stamped voice recordings or transcripts of such voice recordings or operator logs, as described in M5.



Registered Entity Evidence (Required):
	The following information is requested for each document submitted as evidence. Also, evidence submitted should be highlighted and bookmarked, as appropriate, to identify the exact location where evidence of compliance may be found.

	File Name
	Document Title
	Revision or Version
	Document Date
	Relevant Page(s) or Section(s)
	Description of Applicability of Document

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



Audit Team Evidence Reviewed (This section to be completed by the Compliance Enforcement Authority):
	

	

	



Compliance Assessment Approach Specific to COM-002-4, R5
This section to be completed by the Compliance Enforcement Authority
	Review the evidence provided and verify:

	
	That for Operating Instructions issued during an Emergency the entity confirmed the receiver’s response if the repeated information was correct (in accordance with Requirement R6), reissued the Operating Instruction if the repeated information was not correct or if requested by the receiver, or took alternative action to issue a new or the same Operating Instruction if the receiver did not respond.

	Note to Auditor:
Auditors can use their general knowledge of the entity’s system, discussions with other Regional Entity/NERC personnel, and discussions with entity personnel to gain an awareness of Emergencies resulting potentially from non-adherence to Requirement R5. Such Emergency events can then be reviewed during an audit to determine if the evidence indicates the entity complied with Requirement R5 in issuing Operating Instructions during the Emergency. 

The extent of audit procedures applied related to this requirement will vary depending on certain risk factors to the Bulk Electric System. In general, more extensive audit procedures will be applied where risks to the Bulk Electric System are determined by the auditor to be higher for non-compliance with this requirement.



Auditor Notes: 







R6 Supporting Evidence and Documentation
R6.	Each Balancing Authority, Distribution Provider, Generator Operator, and Transmission Operator that receives an oral two-party, person-to-person Operating Instruction during an Emergency, excluding written or oral single-party to multiple-party burst Operating Instructions, shall either: 
· Repeat, not necessarily verbatim, the Operating Instruction and receive confirmation from the issuer that the response was correct, or
· Request that the issuer reissue the Operating Instruction. 

M6.	Each Balancing Authority, Distribution Provider, Generator Operator, and Transmission Operator that was the recipient of an oral two-party, person-to-person Operating Instruction during an Emergency, excluding oral single-party to multiple-party burst Operating Instructions, shall have evidence to show that the recipient either repeated, not necessarily verbatim, the Operating Instruction and received confirmation from the issuer that the response was correct, or requested that the issuer reissue the Operating Instruction in fulfillment of Requirement R6.  Such evidence may include, but is not limited to, dated and time-stamped voice recordings (if the entity has such recordings), dated operator logs, an attestation from the issuer of the Operating Instruction, memos or transcripts.


Registered Entity Response (Required): 
Compliance Narrative:
Provide a brief explanation, in your own words, of how you comply with this Requirement. References to supplied evidence, including links to the appropriate page, are recommended.



Evidence Requestedi:
	Provide the following evidence, or other evidence to demonstrate compliance. 

	Dated operator logs, voice recordings, memos, or transcripts, or other evidence (per M6) describing the entity’s response to Operating Instructions received during an Emergency.



Registered Entity Evidence (Required):
	The following information is requested for each document submitted as evidence. Also, evidence submitted should be highlighted and bookmarked, as appropriate, to identify the exact location where evidence of compliance may be found.

	File Name
	Document Title
	Revision or Version
	Document Date
	Relevant Page(s) or Section(s)
	Description of Applicability of Document

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



Audit Team Evidence Reviewed (This section to be completed by the Compliance Enforcement Authority):
	

	

	



Compliance Assessment Approach Specific to COM-002-4, R6
This section to be completed by the Compliance Enforcement Authority
	Review the evidence provided and verify:

	
	That for Operating Instructions received during an Emergency, that the entity repeated, not necessarily verbatim, the Operating Instruction and received confirmation from the issuer that the response was correct, or requested that the issuer reissue the Operating Instruction.  

	Note to Auditor:
Auditors can use their general knowledge of the entity’s system, discussions with other Regional Entity/NERC personnel, and discussions with entity personnel to gain an awareness of Emergencies resulting potentially from non-adherence to Requirement R6. Such Emergency events can then be reviewed during an audit  to determine if the evidence indicates the entity complied with Requirement R6 for Operating Instructions received during the Emergency. 

The extent of audit procedures applied related to this requirement will vary depending on certain risk factors to the Bulk Electric System. In general, more extensive audit procedures will be applied where risks to the Bulk Electric System are determined by the auditor to be higher for non-compliance with this requirement.



Auditor Notes: 







R7 Supporting Evidence and Documentation
R7.	Each Balancing Authority, Reliability Coordinator, and Transmission Operator that issues a written or oral single-party to multiple-party burst Operating Instruction during an Emergency shall confirm or verify that the Operating Instruction was received by at least one receiver of the Operating Instruction.

M7.	Each Balancing Authority, Reliability Coordinator and Transmission Operator that issued a written or oral single or multiple-party burst Operating Instruction during an Emergency shall provide evidence that the Operating Instruction was received by at least one receiver.  Such evidence may include, but is not limited to, dated and time-stamped voice recordings (if the entity has such recordings), dated operator logs, electronic records, memos or transcripts.


Registered Entity Response (Required): 
Compliance Narrative:
Provide a brief explanation, in your own words, of how you comply with this Requirement. References to supplied evidence, including links to the appropriate page, are recommended.



Evidence Requestedi:
	Provide the following evidence, or other evidence to demonstrate compliance. 

	Dated and time-stamped voice recordings, dated operator logs, electronic records, memos, or transcripts, as described in M7, that during the Emergency, the Operating Instruction was received by at least one receiver.



Registered Entity Evidence (Required):
	The following information is requested for each document submitted as evidence. Also, evidence submitted should be highlighted and bookmarked, as appropriate, to identify the exact location where evidence of compliance may be found.

	File Name
	Document Title
	Revision or Version
	Document Date
	Relevant Page(s) or Section(s)
	Description of Applicability of Document

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



Audit Team Evidence Reviewed (This section to be completed by the Compliance Enforcement Authority):
	

	

	



Compliance Assessment Approach Specific to COM-002-4, R7
This section to be completed by the Compliance Enforcement Authority
	Review the evidence provided and verify:

	
	The entity confirmed or verified that the multiple-party burst Operating Instruction was received by at least one receiver of the Operating Instruction.  

	Note to Auditor:
Auditors can use their general knowledge of the entity’s system, discussions with other Regional Entity/NERC personnel, and discussions with entity personnel to gain an awareness of Emergencies resulting potentially from non-adherence to Requirement R7. Such Emergency events can then be reviewed during an audit  to determine if the evidence indicates the entity complied with Requirement R7 when issuing written or oral burst Operating Instructions during the Emergency.

The extent of audit procedures applied related to this requirement will vary depending on certain risk factors to the Bulk Electric System. In general, more extensive audit procedures will be applied where risks to the Bulk Electric System are determined by the auditor to be higher for non-compliance with this requirement.



Auditor Notes: 







Additional Information:

[bookmark: _Toc330463565]Reliability Standard



The full text of COM-002-4 may be found on the NERC Web Site (www.nerc.com) under “Program Areas & Departments”, “Reliability Standards.”

In addition to the Reliability Standard, there is an applicable Implementation Plan available on the NERC Web Site.

In addition to the Reliability Standard, there is background information available on the NERC Web Site.

Capitalized terms in the Reliability Standard refer to terms in the NERC Glossary, which may be found on the NERC Web Site.

[bookmark: _Toc323042589][bookmark: _Toc330463566]Sampling Methodology
Sampling is essential for auditing compliance with NERC Reliability Standards since it is not always possible
or practical to test 100% of either the equipment, documentation, or both, associated with the full suite of enforceable standards. The Sampling Methodology Guidelines and Criteria (see NERC website), or sample guidelines, provided by the Electric Reliability Organization help to establish a minimum sample set for monitoring and enforcement uses in audits of NERC Reliability Standards. 

Regulatory Language 

FERC approved COM-002-4 on April 16, 2015.  Communications Reliability Standards, Order No. 808, 151 FERC ¶ 61,039 (2015).

In Order No. 808, FERC noted that the revised COM-002-4 and COM—001-2 Reliability Standards will enhance reliability by, among other things, requiring adoption of predefined communication protocols, annual assessment of those protocols and operating personnel’s adherence thereto, training on the protocols, and use of three-part communications.. 

P 2:  	Reliability Standard COM-002-4 requires applicable entities to develop communication protocols with certain minimum requirements, including use of three-part communication when issuing Operating Instructions.  Reliability Standard COM-002-4 also sets out certain communications training requirements for all issuers and recipients of Operating Instructions, and establishes a flexible enforcement approach for failure to use three-part communication during non-emergencies and a “zero-tolerance,” i.e., without exception, enforcement approach for failure to use three-part communication during an emergency.
 

P 18:  	Both Requirement R5 and R6 include the clarification that the requirement does not apply to single-party to multiple-party “burst” Operating Instructions. As noted above, NERC explains that Requirements R5 and R6 require use of three-part communication during an Emergency without exception, because “use of three-part communication is critically important if an Emergency condition already exists, as further action or inaction could increase the harmful effects to the Bulk Electric System.”  NERC further explains, however, that applicable entities are expected to use three-part communications at all times when issuing and receiving Operating Instructions.

Selected Glossary Terms
The following Glossary terms are provided for convenience only. Please refer to the NERC web site for the current enforceable terms.

Emergency – Any abnormal system condition that requires automatic or immediate manual action to prevent or limit the failure of transmission facilities or generation supply that could adversely affect the reliability of the Bulk Electric System.

Operating Instruction – A command by operating personnel responsible for the Real-time operation of the interconnected Bulk Electric System to change or preserve the state, status, output, or input of an Element of the Bulk Electric System or Facility of the Bulk Electric System.  (A discussion of general information and of potential options or alternatives to resolve Bulk Electric System operating concerns is not a command and is not considered an Operating Instruction.)


Revision History for RSAW

	Version
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	Reviewers
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	1
	10/2013
	NERC Compliance, Standards
	New Document

	2
	1/2/2014
	NERC Compliance, Standards
	Revised to reflect revisions to the draft Reliability Standard language.

	3
	2/19/2016
	NERC Compliance Assurance, RSAW Task Force
	Revised for consistency with the final approved Standard. 
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endstream

endobj

720 0 obj

[ 0[ 750]  3[ 278]  16[ 333 278]  19[ 556 556 556 556 556 556 556 556 556 556]  36[ 722 722 722 722 667]  48[ 833]  50[ 778 667]  68[ 556]  70[ 556]  72[ 556 333 611]  76[ 278]  79[ 278 889 611 611 611]  85[ 389 556 333 611]  177[ 556] ] 

endobj

721 0 obj

[ 278 0 0 0 0 0 0 0 0 0 0 0 0 333 278 0 556 556 556 556 556 556 556 556 556 556 0 0 0 0 0 0 0 722 722 722 722 667 0 0 0 0 0 0 0 833 0 778 667 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 556 0 556 0 556 333 611 0 278 0 0 278 889 611 611 611 0 389 556 333 611] 

endobj

722 0 obj

[ 278 0 0 556 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 722 0 722 722 0 611 0 722 278 0 0 611 833 0 0 0 0 722 667 611 0 667 0 0 0 0 0 0 0 0 0 0 556 0 556 611 556 0 611 611 278 0 556 278 889 611 611 611 611 389 556 333 611 556 778 0 556 500] 

endobj

723 0 obj

[ 250 0 0 0 0 0 0 0 0 0 0 0 0 0 250 0 0 500 500 500 500 500 500 500 0 0 333 0 0 0 0 0 0 722 0 722 722 667 611 0 0 389 0 0 0 944 722 0 611 0 722 0 667 0 0 0 0 0 0 0 0 0 0 0 0 500 556 444 556 444 333 500 556 278 0 0 278 833 556 500 556 0 444 389 333 556 500 0 0 500] 

endobj

724 0 obj

<>
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endstream

endobj

726 0 obj

[ 0[ 778]  3[ 250]  11[ 333 333]  15[ 250 333 250 278 500 500 500 500 500 500 500 500 500 500 278 278]  36[ 722 667 667 722 611 556 722 722 333]  47[ 611 889 722 722 556]  53[ 667 556 611]  58[ 944]  68[ 444 500 444 500 444 333 500 500 278 278 500 278 778 500 500 500 500 333 389 278 500 500 722 500 500]  135[ 350]  179[ 444 444]  182[ 333] ] 

endobj

727 0 obj

[ 250 0 0 0 0 0 0 0 333 333 0 0 250 333 250 278 500 500 500 500 500 500 500 500 500 500 278 278 0 0 0 0 0 722 667 667 722 611 556 722 722 333 0 0 611 889 722 722 556 0 667 556 611 0 0 944 0 0 0 0 0 0 0 0 0 444 500 444 500 444 333 500 500 278 278 500 278 778 500 500 500 500 333 389 278 500 500 722 500 500] 

endobj

728 0 obj

[ 250 0 0 0 0 0 0 0 0 0 0 0 0 333 0 0 0 0 0 0 0 0 0 0 0 0 333 0 0 0 0 0 0 0 0 0 0 0 611 0 722 0 0 0 556 833 0 722 611 0 611 0 556 0 611 0 0 0 0 389 0 389 0 0 0 500 0 444 500 444 0 500 500 278 0 444 278 722 500 500 500 0 389 389 278 500 0 667 0 0 389] 

endobj
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endstream

endobj

731 0 obj

[ 0[ 600]  120[ 460] ] 

endobj

732 0 obj

[ 278] 

endobj

733 0 obj
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endstream

endobj

xref

0 734

0000000056 65535 f

0000000017 00000 n

0000000125 00000 n

0000000259 00000 n

0000000582 00000 n

0000004144 00000 n

0000004323 00000 n

0000004584 00000 n

0000004637 00000 n

0000004778 00000 n

0000004807 00000 n

0000004978 00000 n

0000005052 00000 n

0000005314 00000 n

0000005481 00000 n

0000005711 00000 n

0000005892 00000 n

0000006136 00000 n

0000006312 00000 n

0000006551 00000 n

0000006734 00000 n

0000006984 00000 n

0000007109 00000 n

0000007139 00000 n

0000007292 00000 n

0000007366 00000 n

0000007597 00000 n

0000007735 00000 n

0000007765 00000 n

0000007931 00000 n

0000008005 00000 n

0000008262 00000 n

0000008599 00000 n

0000012723 00000 n

0000012777 00000 n

0000012938 00000 n

0000013163 00000 n

0000013510 00000 n

0000017324 00000 n

0000017641 00000 n

0000021976 00000 n

0000022283 00000 n

0000024286 00000 n

0000024593 00000 n

0000028678 00000 n

0000028985 00000 n

0000032618 00000 n

0000032925 00000 n

0000036924 00000 n

0000037231 00000 n

0000039797 00000 n

0000040114 00000 n

0000044162 00000 n

0000044470 00000 n

0000048735 00000 n

0000049031 00000 n

0000000057 65535 f

0000000058 65535 f

0000000059 65535 f

0000000060 65535 f

0000000061 65535 f

0000000062 65535 f

0000000063 65535 f

0000000064 65535 f

0000000065 65535 f

0000000066 65535 f

0000000067 65535 f

0000000068 65535 f

0000000069 65535 f

0000000070 65535 f

0000000071 65535 f

0000000072 65535 f

0000000073 65535 f

0000000074 65535 f

0000000075 65535 f

0000000076 65535 f

0000000077 65535 f

0000000078 65535 f

0000000079 65535 f

0000000080 65535 f

0000000081 65535 f

0000000082 65535 f

0000000083 65535 f

0000000084 65535 f

0000000085 65535 f

0000000086 65535 f

0000000087 65535 f

0000000088 65535 f

0000000089 65535 f

0000000090 65535 f

0000000091 65535 f

0000000092 65535 f

0000000093 65535 f

0000000094 65535 f

0000000095 65535 f

0000000096 65535 f

0000000097 65535 f

0000000098 65535 f

0000000099 65535 f

0000000100 65535 f

0000000101 65535 f

0000000102 65535 f

0000000103 65535 f

0000000104 65535 f

0000000105 65535 f

0000000106 65535 f

0000000107 65535 f

0000000108 65535 f

0000000109 65535 f

0000000110 65535 f

0000000111 65535 f

0000000112 65535 f

0000000113 65535 f

0000000114 65535 f

0000000115 65535 f

0000000116 65535 f

0000000117 65535 f

0000000118 65535 f

0000000119 65535 f

0000000120 65535 f

0000000121 65535 f

0000000122 65535 f

0000000123 65535 f

0000000124 65535 f

0000000125 65535 f

0000000126 65535 f

0000000127 65535 f

0000000128 65535 f

0000000129 65535 f

0000000130 65535 f

0000000131 65535 f

0000000132 65535 f

0000000133 65535 f

0000000134 65535 f

0000000135 65535 f

0000000136 65535 f

0000000137 65535 f

0000000138 65535 f

0000000139 65535 f

0000000140 65535 f

0000000141 65535 f

0000000142 65535 f

0000000143 65535 f

0000000144 65535 f

0000000145 65535 f

0000000146 65535 f

0000000147 65535 f

0000000148 65535 f

0000000149 65535 f

0000000150 65535 f

0000000151 65535 f

0000000152 65535 f

0000000153 65535 f

0000000154 65535 f

0000000155 65535 f

0000000156 65535 f

0000000157 65535 f

0000000158 65535 f

0000000159 65535 f

0000000160 65535 f

0000000161 65535 f

0000000162 65535 f

0000000163 65535 f

0000000164 65535 f

0000000165 65535 f

0000000166 65535 f

0000000167 65535 f

0000000168 65535 f

0000000169 65535 f

0000000170 65535 f

0000000171 65535 f

0000000172 65535 f

0000000173 65535 f

0000000174 65535 f

0000000175 65535 f

0000000176 65535 f

0000000177 65535 f

0000000178 65535 f

0000000179 65535 f

0000000180 65535 f

0000000181 65535 f

0000000182 65535 f

0000000183 65535 f

0000000184 65535 f

0000000185 65535 f

0000000186 65535 f

0000000187 65535 f

0000000188 65535 f

0000000189 65535 f

0000000190 65535 f

0000000191 65535 f

0000000192 65535 f

0000000193 65535 f

0000000194 65535 f

0000000195 65535 f

0000000196 65535 f

0000000197 65535 f

0000000198 65535 f

0000000199 65535 f

0000000200 65535 f

0000000201 65535 f

0000000202 65535 f

0000000203 65535 f

0000000204 65535 f

0000000205 65535 f

0000000206 65535 f

0000000207 65535 f

0000000208 65535 f

0000000209 65535 f

0000000210 65535 f

0000000211 65535 f

0000000212 65535 f

0000000213 65535 f

0000000214 65535 f

0000000215 65535 f

0000000216 65535 f

0000000217 65535 f

0000000218 65535 f

0000000219 65535 f

0000000220 65535 f

0000000221 65535 f

0000000222 65535 f

0000000223 65535 f

0000000224 65535 f

0000000225 65535 f

0000000226 65535 f

0000000227 65535 f

0000000228 65535 f

0000000229 65535 f

0000000230 65535 f

0000000231 65535 f

0000000232 65535 f

0000000233 65535 f

0000000234 65535 f

0000000235 65535 f

0000000236 65535 f

0000000237 65535 f

0000000238 65535 f

0000000239 65535 f

0000000240 65535 f

0000000241 65535 f

0000000242 65535 f

0000000243 65535 f

0000000244 65535 f

0000000245 65535 f

0000000246 65535 f

0000000247 65535 f

0000000248 65535 f

0000000249 65535 f

0000000250 65535 f

0000000251 65535 f

0000000252 65535 f

0000000253 65535 f

0000000254 65535 f

0000000255 65535 f

0000000256 65535 f

0000000257 65535 f

0000000258 65535 f

0000000259 65535 f

0000000260 65535 f

0000000261 65535 f

0000000262 65535 f

0000000263 65535 f

0000000264 65535 f

0000000265 65535 f

0000000266 65535 f

0000000267 65535 f

0000000268 65535 f

0000000269 65535 f

0000000270 65535 f

0000000271 65535 f

0000000272 65535 f

0000000273 65535 f

0000000274 65535 f

0000000275 65535 f

0000000276 65535 f

0000000277 65535 f

0000000278 65535 f

0000000279 65535 f

0000000280 65535 f

0000000281 65535 f

0000000282 65535 f

0000000283 65535 f

0000000284 65535 f

0000000285 65535 f

0000000286 65535 f

0000000287 65535 f

0000000288 65535 f

0000000289 65535 f

0000000290 65535 f

0000000291 65535 f

0000000292 65535 f

0000000293 65535 f

0000000294 65535 f

0000000295 65535 f

0000000296 65535 f

0000000297 65535 f

0000000298 65535 f

0000000299 65535 f

0000000300 65535 f

0000000301 65535 f

0000000302 65535 f

0000000303 65535 f

0000000304 65535 f

0000000305 65535 f

0000000306 65535 f

0000000307 65535 f

0000000308 65535 f

0000000309 65535 f

0000000310 65535 f

0000000311 65535 f

0000000312 65535 f

0000000313 65535 f

0000000314 65535 f

0000000315 65535 f

0000000316 65535 f

0000000317 65535 f

0000000318 65535 f

0000000319 65535 f

0000000320 65535 f

0000000321 65535 f

0000000322 65535 f

0000000323 65535 f

0000000324 65535 f

0000000325 65535 f

0000000326 65535 f

0000000327 65535 f

0000000328 65535 f

0000000329 65535 f

0000000330 65535 f

0000000331 65535 f

0000000332 65535 f

0000000333 65535 f

0000000334 65535 f

0000000335 65535 f

0000000336 65535 f

0000000337 65535 f

0000000338 65535 f

0000000339 65535 f

0000000340 65535 f

0000000341 65535 f

0000000342 65535 f

0000000343 65535 f

0000000344 65535 f

0000000345 65535 f

0000000346 65535 f

0000000347 65535 f

0000000348 65535 f

0000000349 65535 f

0000000350 65535 f

0000000351 65535 f

0000000352 65535 f

0000000353 65535 f

0000000354 65535 f

0000000355 65535 f

0000000356 65535 f

0000000357 65535 f

0000000358 65535 f

0000000359 65535 f

0000000360 65535 f

0000000361 65535 f

0000000362 65535 f

0000000363 65535 f

0000000364 65535 f

0000000365 65535 f

0000000366 65535 f

0000000367 65535 f

0000000368 65535 f

0000000369 65535 f

0000000370 65535 f

0000000371 65535 f

0000000372 65535 f

0000000373 65535 f

0000000374 65535 f

0000000375 65535 f

0000000376 65535 f

0000000377 65535 f

0000000378 65535 f

0000000379 65535 f

0000000380 65535 f

0000000381 65535 f

0000000382 65535 f

0000000383 65535 f

0000000384 65535 f

0000000385 65535 f

0000000386 65535 f

0000000387 65535 f

0000000388 65535 f

0000000389 65535 f

0000000390 65535 f

0000000391 65535 f

0000000392 65535 f

0000000393 65535 f

0000000394 65535 f

0000000395 65535 f

0000000396 65535 f

0000000397 65535 f

0000000398 65535 f

0000000399 65535 f

0000000400 65535 f

0000000401 65535 f

0000000402 65535 f

0000000403 65535 f

0000000404 65535 f

0000000405 65535 f

0000000406 65535 f

0000000407 65535 f

0000000408 65535 f

0000000409 65535 f

0000000410 65535 f

0000000411 65535 f

0000000412 65535 f

0000000413 65535 f

0000000414 65535 f

0000000415 65535 f

0000000416 65535 f

0000000417 65535 f

0000000418 65535 f

0000000419 65535 f

0000000420 65535 f

0000000421 65535 f

0000000422 65535 f

0000000423 65535 f

0000000424 65535 f

0000000425 65535 f

0000000426 65535 f

0000000427 65535 f

0000000428 65535 f

0000000429 65535 f

0000000430 65535 f

0000000431 65535 f

0000000432 65535 f

0000000433 65535 f

0000000434 65535 f

0000000435 65535 f

0000000436 65535 f

0000000437 65535 f

0000000438 65535 f

0000000439 65535 f

0000000440 65535 f

0000000441 65535 f

0000000442 65535 f

0000000443 65535 f

0000000444 65535 f

0000000445 65535 f

0000000446 65535 f

0000000447 65535 f

0000000448 65535 f

0000000449 65535 f

0000000450 65535 f

0000000451 65535 f

0000000452 65535 f

0000000453 65535 f

0000000454 65535 f

0000000455 65535 f

0000000456 65535 f

0000000457 65535 f

0000000458 65535 f

0000000459 65535 f

0000000460 65535 f

0000000461 65535 f

0000000462 65535 f

0000000463 65535 f

0000000464 65535 f

0000000465 65535 f

0000000466 65535 f

0000000467 65535 f

0000000468 65535 f

0000000469 65535 f

0000000470 65535 f

0000000471 65535 f

0000000472 65535 f

0000000473 65535 f

0000000474 65535 f

0000000475 65535 f

0000000476 65535 f

0000000477 65535 f

0000000478 65535 f

0000000479 65535 f

0000000480 65535 f

0000000481 65535 f

0000000482 65535 f

0000000483 65535 f

0000000484 65535 f

0000000485 65535 f

0000000486 65535 f

0000000487 65535 f

0000000488 65535 f

0000000489 65535 f

0000000490 65535 f

0000000491 65535 f

0000000492 65535 f

0000000493 65535 f

0000000494 65535 f

0000000495 65535 f

0000000496 65535 f

0000000497 65535 f

0000000498 65535 f

0000000499 65535 f

0000000500 65535 f

0000000501 65535 f

0000000502 65535 f

0000000503 65535 f

0000000504 65535 f

0000000505 65535 f

0000000506 65535 f

0000000507 65535 f

0000000508 65535 f

0000000509 65535 f

0000000510 65535 f

0000000511 65535 f

0000000512 65535 f

0000000513 65535 f

0000000514 65535 f

0000000515 65535 f

0000000516 65535 f

0000000517 65535 f

0000000518 65535 f

0000000519 65535 f

0000000520 65535 f

0000000521 65535 f

0000000522 65535 f

0000000523 65535 f

0000000524 65535 f

0000000525 65535 f

0000000526 65535 f

0000000527 65535 f

0000000528 65535 f

0000000529 65535 f

0000000530 65535 f

0000000531 65535 f

0000000532 65535 f

0000000533 65535 f

0000000534 65535 f

0000000535 65535 f

0000000536 65535 f

0000000537 65535 f

0000000538 65535 f

0000000539 65535 f

0000000540 65535 f

0000000541 65535 f

0000000542 65535 f

0000000543 65535 f

0000000544 65535 f

0000000545 65535 f

0000000546 65535 f

0000000547 65535 f

0000000548 65535 f

0000000549 65535 f

0000000550 65535 f

0000000551 65535 f

0000000552 65535 f

0000000553 65535 f

0000000554 65535 f

0000000555 65535 f

0000000556 65535 f

0000000557 65535 f

0000000558 65535 f

0000000559 65535 f

0000000560 65535 f

0000000561 65535 f

0000000562 65535 f

0000000563 65535 f

0000000564 65535 f

0000000565 65535 f

0000000566 65535 f

0000000567 65535 f

0000000568 65535 f

0000000569 65535 f

0000000570 65535 f

0000000571 65535 f

0000000572 65535 f

0000000573 65535 f

0000000574 65535 f

0000000575 65535 f

0000000576 65535 f

0000000577 65535 f

0000000578 65535 f

0000000579 65535 f

0000000580 65535 f

0000000581 65535 f

0000000582 65535 f

0000000583 65535 f

0000000584 65535 f

0000000585 65535 f

0000000586 65535 f

0000000587 65535 f

0000000588 65535 f

0000000589 65535 f

0000000590 65535 f

0000000591 65535 f

0000000592 65535 f

0000000593 65535 f

0000000594 65535 f

0000000595 65535 f

0000000596 65535 f

0000000597 65535 f

0000000598 65535 f

0000000599 65535 f

0000000600 65535 f

0000000601 65535 f

0000000602 65535 f

0000000603 65535 f

0000000604 65535 f

0000000605 65535 f

0000000606 65535 f

0000000607 65535 f

0000000608 65535 f

0000000609 65535 f

0000000610 65535 f

0000000611 65535 f

0000000612 65535 f

0000000613 65535 f

0000000614 65535 f

0000000615 65535 f

0000000616 65535 f

0000000617 65535 f

0000000618 65535 f

0000000619 65535 f

0000000620 65535 f

0000000621 65535 f

0000000622 65535 f

0000000623 65535 f

0000000624 65535 f

0000000625 65535 f

0000000626 65535 f

0000000627 65535 f

0000000628 65535 f

0000000629 65535 f

0000000630 65535 f

0000000631 65535 f

0000000632 65535 f

0000000633 65535 f

0000000634 65535 f

0000000635 65535 f

0000000636 65535 f

0000000637 65535 f

0000000638 65535 f

0000000639 65535 f

0000000640 65535 f

0000000641 65535 f

0000000642 65535 f

0000000643 65535 f

0000000644 65535 f
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