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Table of Compliance Elements

Time
Horizon

Lower VSL

Violation Severity Levels (CIP-002-5)

Moderate VSL

High VSL

Severe VSL

R1

Operations
Planning

High

For Responsible
Entities with more
than a total of 40 BES
assets in Requirement
R1, five percent or
fewer BES assets have
not been considered
according to
Requirement R1;

OR

For Responsible
Entities with a total of
40 or fewer BES assets,
2 or fewer BES assets
in Requirement R1,
have not been
considered according

For Responsible
Entities with more
than a total of 40 BES
assets in Requirement
R1, more than five
percent but less than
or equal to 10 percent
of BES assets have not
been considered,
according to
Requirement R1;

OR

For Responsible
Entities with a total of
40 or fewer BES assets,
more than two, but
fewer than or equal to
four BES assets in

For Responsible
Entities with more
than a total of 40 BES
assets in Requirement
R1, more than 10
percent but less than
or equal to 15 percent
of BES assets have not
been considered,
according to
Requirement R1;

OR

For Responsible
Entities with a total of
40 or fewer BES assets,
more than four, but
fewer than or equal to
six BES assets in

For Responsible
Entities with more
than a total of 40 BES
assets in Requirement
R1, more than 15
percent of BES assets
have not been
considered, according
to Requirement R1;

OR

For Responsible
Entities with a total of
40 or fewer BES assets,
more than six BES
assets in Requirement
R1, have not been
considered according
to Requirement R1;

RELIABILITY | ACCOUNTABILITY




Time
Horizon

Lower VSL

to Requirement R1;
OR

For Responsible
Entities with more
than a total of 100
high and medium
impact BES Cyber
Systems, five percent
or fewer of identified
BES Cyber Systems
have not been
categorized or have
been incorrectly
categorized at a lower
category;

OR

For Responsible
Entities with a total of
100 or fewer high and
medium impact BES
Cyber Systems, five or
fewer identified BES

Violation Severity Levels (CIP-002-5)

Moderate VSL

Requirement R1, have
not been considered
according to
Requirement R1;

OR

For Responsible
Entities with more
than a total of 100
high and medium
impact BES Cyber
Systems, more than
five percent but less
than or equal to 10
percent of identified
BES Cyber Systems
have not been
categorized or have
been incorrectly
categorized at a lower
category;

OR

For Responsible
Entities with a total of
100 or fewer high and

High VSL

Requirement R1, have
not been considered
according to
Requirement R1;

OR

For Responsible
Entities with more
than a total of 100
high or medium
impact BES Cyber
Systems, more than 10
percent but less than
or equal to 15 percent
of identified BES Cyber
Systems have not been
categorized or have
been incorrectly
categorized at a lower
category;

OR

For Responsible
Entities with a total of
100 or fewer high or
medium impact and

Severe VSL

OR

For Responsible
Entities with more
than a total of 100
high and medium
impact BES Cyber
Systems, more than 15
percent of identified
BES Cyber Systems
have not been
categorized or have
been incorrectly
categorized at a lower
category;

OR

For Responsible
Entities with a total of
100 or fewer high and
medium impact BES
Cyber Systems, more
than 15 identified BES
Cyber Systems have
not been categorized
or have been
incorrectly categorized
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Time
Horizon

Lower VSL

Cyber Systems have
not been categorized
or have been
incorrectly categorized
at a lower category.

OR

For Responsible
Entities with more
than a total of 100
high and medium
impact BES Cyber
Systems, five percent
or fewer high or
medium BES Cyber
Systems have not been
identified;

OR

For Responsible
Entities with a total of
100 or fewer high and
medium impact BES
Cyber Systems, five or
fewer high or medium

Violation Severity Levels (CIP-002-5)

Moderate VSL

medium impact and
BES Cyber Systemes,
more than five but less
than or equal to 10
identified BES Cyber
Systems have not been
categorized or have
been incorrectly
categorized at a lower
category.

OR

For Responsible
Entities with more
than a total of 100
high and medium
impact BES Cyber
Systems, more than
five percent but less
than or equal to 10
percent high or
medium BES Cyber
Systems have not been
identified;

High VSL

BES Cyber Assets,
more than 10 but less
than or equal to 15
identified BES Cyber
Assets have not been
categorized or have
been incorrectly
categorized at a lower
category.

OR

For Responsible
Entities with more
than a total of 100
high and medium
impact BES Cyber
Systems, more than 10
percent but less than
or equal to 15 percent
high or medium BES
Cyber Systems have
not been identified;

OR

For Responsible

Severe VSL

at a lower category.
OR

For Responsible
Entities with more
than a total of 100
high and medium
impact BES Cyber
Systems, more than 15
percent of high or
medium impact BES
Cyber Systems have
not been identified;
OR

For Responsible
Entities with a total of
100 or fewer high and
medium impact BES
Cyber Systems, more
than 15 high or
medium impact BES
Cyber Systems have
not been identified.
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Time
Horizon

Lower VSL

BES Cyber Systems
have not been
identified.

Violation Severity Levels (CIP-002-5)

Moderate VSL

OR

For Responsible
Entities with a total of
100 or fewer high and
medium impact BES
Cyber Systems, more
than five but less than
or equal to 10 high or
medium BES Cyber
Systems have not been
identified.

High VSL

Entities with a total of
100 or fewer high and
medium impact BES
Cyber Systems, more
than 10 but less than
or equal to 15 high or
medium BES Cyber
Systems have not been
identified.

Severe VSL

R2

Operations | Lower

Planning

The Responsible Entity
did not complete its
review and update for
the identification
required for R1 within
15 calendar months
but less than or equal
to 16 calendar months

of the previous review.

(R2.1)
OR
The Responsible Entity

The Responsible Entity
did not complete its
review and update for
the identification
required for R1 within
16 calendar months
but less than or equal
to 17 calendar months
of the previous review.
(R2.1)

OR
The Responsible Entity

The Responsible Entity
did not complete its
review and update for
the identification
required for R1 within
17 calendar months
but less than or equal
to 18 calendar months
of the previous review.
(R2.1)

OR
The Responsible Entity

The Responsible Entity
did not complete its
review and update for
the identification
required for R1 within
18 calendar months of
the previous review.
(R2.1)

OR

The Responsible Entity
failed to complete its
approval of the
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Time
Horizon

Lower VSL

did not complete its
approval of the
identifications
required by R1 by the
CIP Senior Manager or
delegate according to
Requirement R2 within
15 calendar months
but less than or equal
to 16 calendar months
of the previous
approval. (R2.2)

Violation Severity Levels (CIP-002-5)

Moderate VSL

failed to complete its
approval of the
identifications
required by R1 by the
CIP Senior Manager or
delegate according to
Requirement R2 within
16 calendar months
but less than or equal
to 17 calendar months
of the previous
approval. (R2.2)

High VSL

failed to complete its
approval of the
identifications
required by R1 by the
CIP Senior Manager or
delegate according to
Requirement R2 within
17 calendar months
but less than or equal
to 18 calendar months
of the previous
approval. (R2.2)

Severe VSL

identifications
required by R1 by the
CIP Senior Manager or
delegate according to
Requirement R2 within
18 calendar months of
the previous approval.
(R2.2)
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Table of Compliance Elements

R1

Time
Horizon

Operations | Medium

Planning

Lower VSL

The Responsible Entity
documented and
implemented one or
more cyber security
policies for its high
impact and medium
impact BES Cyber
Systems, but did not
address one of the nine
topics required by R1.
(R1)

OR

The Responsible Entity
did not complete its
review of the one or
more documented
cyber security policies
for its high impact and
medium impact BES
Cyber Systems as
required by R1 within
15 calendar months
but did complete this

Violation Severity Levels (CIP-003-5)

Moderate VSL

The Responsible
Entity documented
and implemented
one or more cyber
security policies for
its high impact and
medium impact BES
Cyber Systems, but
did not address two
of the nine topics
required by R1. (R1)

OR

The Responsible
Entity did not
complete its review
of the one or more
documented cyber
security policies for
its high impact and
medium impact BES
Cyber Systems as
required by R1
within 16 calendar

High VSL

The Responsible
Entity documented
and implemented
one or more cyber
security policies for
its high impact and
medium impact BES
Cyber Systems, but
did not address
three of the nine
topics required by
R1. (R1)

OR

The Responsible
Entity did not
complete its review
of the one or more
documented cyber
security policies for
its high impact and
medium impact BES
Cyber Systems as
required by R1

Severe VSL

The Responsible Entity
documented and
implemented one or
more cyber security
policies for its high impact
and medium impact BES
Cyber Systems, but did
not address four or more
of the nine topics
required by R1. (R1)

OR

The Responsible Entity did
not have any documented
cyber security policies for
its high impact and
medium impact BES Cyber
Systems as required by
R1. (R1)

OR

The Responsible Entity did
not complete its review of
the one or more
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Time
Horizon

Lower VSL

review in less than or
equal to 16 calendar
months of the previous
review. (R1)

OR

The Responsible Entity
did not complete its
approval of the one or
more documented
cyber security policies
for its high impact and
medium impact BES
Cyber Systems as
required by R1 by the
CIP Senior Manager or
delegate according to
Requirement R1 within
15 calendar months
but did complete this
approval in less than or
equal to 16 calendar
months of the previous
approval. (R1)

Violation Severity Levels (CIP-003-5)

Moderate VSL

months but did
complete this
review in less than
or equal to 17
calendar months of

the previous review.

(R1)
OR

The Responsible
Entity did not
complete its
approval of the one
or more
documented cyber
security policies for
its high impact and
medium impact BES
Cyber Systems as
required by R1 by
the CIP Senior
Manager or
delegate according
to Requirement R1
within 16 calendar
months but did

High VSL

within 17 calendar
months but did
complete this
review in less than
or equal to 18
calendar months of

the previous review.

(R1)
OR

The Responsible
Entity did not
complete its
approval of the one
or more
documented cyber
security policies for
its high impact and
medium impact BES
Cyber Systems as
required by R1 by
the CIP Senior
Manager or
delegate according
to Requirement R1
within 17 calendar

Severe VSL

documented cyber
security policies as
required by R1 within 18
calendar months of the
previous review. (R1)

OR

The Responsible Entity did
not complete its approval
of the one or more
documented cyber
security policies for its
high impact and medium
impact BES Cyber Systems
as required by R1 by the
CIP Senior Manager or
delegate according to
Requirement R1 within 18
calendar months of the
previous approval. (R1)
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Time
Horizon

Lower VSL

Violation Severity Levels (CIP-003-5)

Moderate VSL

complete this
approval in less than
or equal to 17
calendar months of
the previous
approval. (R1)

High VSL

months but did
complete this
approval in less than
or equal to 18
calendar months of
the previous
approval. (R1)

Severe VSL

R2

Operations | Lower

Planning

The Responsible Entity
documented and
implemented one or
more cyber security
policies for assets with
a low impact rating
that address only three
of the topics as
required by R2 and has
identified deficiencies
but did not assess or
correct the
deficiencies. (R2)

OR

The Responsible Entity
documented and
implemented one or

The Responsible
Entity documented
and implemented
one or more cyber
security policies for
assets with a low
impact rating that
address only two of
the topics as
required by R2 and
has identified
deficiencies but did
not assess or correct
the deficiencies.
(R2)

OR
The Responsible

The Responsible
Entity documented
and implemented
one or more cyber
security policies for
assets with a low
impact rating that
address only one of
the topics as
required by R2 and
has identified
deficiencies but did
not assess or correct
the deficiencies.
(R2)

OR
The Responsible

The Responsible Entity did
not document or
implement any cyber
security policies for assets
with a low impact rating
that address the topics as
required by R2.

OR

The Responsible Entity did
not complete its review of
the one or more
documented cyber
security policies for assets
with a low impact rating
as required by R2 within
18 calendar months of the
previous review. (R2)
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Time
Horizon

Lower VSL

more cyber security
policies for assets with
a low impact rating
that address only three
of the topics as
required by R2 but did
not identify, assess, or
correct the
deficiencies.

OR

The Responsible Entity
did not complete its
review of the one or
more documented
cyber security policies
for assets with a low
impact rating as
required by R2 within
15 calendar months
but did complete this
review in less than or
equal to 16 calendar
months of the previous
review. (R2)

Violation Severity Levels (CIP-003-5)

Moderate VSL

Entity documented
and implemented
one or more cyber
security policies for
assets with a low
impact rating that
address only two of
the topics as
required by R2 but
did not identify,
assess, or correct
the deficiencies.

OR

The Responsible
Entity did not
complete its review
of the one or more
documented cyber
security policies for
assets with a low
impact rating as
required by R2
within 16 calendar
months but did
complete this

High VSL

Entity documented
and implemented
one or more cyber
security policies for
assets with a low
impact rating that
address only one of
the topics as
required by R2 but
did not identify,
assess, or correct
the deficiencies.

OR

The Responsible
Entity did not
complete its review
of the one or more
documented cyber
security policies for
assets with a low
impact rating as
required by R2
within 17 calendar
months but did
complete this

Severe VSL

OR

The Responsible Entity did
not complete its approval
of the one or more
documented cyber
security policies for assets
with a low impact rating
as required by R2 by the
CIP Senior Manager or
delegate according to
Requirement R2 within 18
calendar months of the
previous approval. (R2)
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Time
Horizon
Lower VSL

OR

The Responsible Entity
did not complete its
approval of the one or
more documented
cyber security policies
for assets with a low
impact rating as
required by R2 by the
CIP Senior Manager or
delegate according to
Requirement R2 within
15 calendar months
but did complete this
approval in less than or
equal to 16 calendar
months of the previous
approval. (R2)

Violation Severity Levels (CIP-003-5)

Moderate VSL

review in less than
or equal to 17
calendar months of
the previous review.
(R2)

OR

The Responsible
Entity did not
complete its
approval of the one
or more
documented cyber
security policies for
assets with a low
impact rating as
required by R2 by
the CIP Senior
Manager or
delegate according
to Requirement R2
within 16 calendar
months but did
complete this
approval in less than
or equal to 17

High VSL

review in less than
or equal to 18
calendar months of
the previous review.
(R2)

OR

The Responsible
Entity did not
complete its
approval of the one
or more
documented cyber
security policies for
assets with a low
impact rating as
required by R2 by
the CIP Senior
Manager or
delegate according
to Requirement R2
within 17 calendar
months but did
complete this
approval in less than
or equal to 18

Severe VSL
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Time
Horizon

Lower VSL

Violation Severity Levels (CIP-003-5)

Moderate VSL

calendar months of
the previous
approval. (R2)

High VSL

calendar months of
the previous
approval. (R2)

Severe VSL

R3

Operations
Planning

Medium

The Responsible Entity
has identified by name
a CIP Senior Manager,
but did not document
changes to the CIP
Senior Manager within
30 calendar days but
did document this
change in less than 40
calendar days of the
change. (R3)

The Responsible
Entity has identified
by name a CIP
Senior Manager, but
did not document
changes to the CIP
Senior Manager
within 40 calendar
days but did
document this
change in less than
50 calendar days of
the change. (R3)

The Responsible
Entity has identified
by name a CIP
Senior Manager, but
did not document
changes to the CIP
Senior Manager
within 50 calendar
days but did
document this
change in less than
60 calendar days of
the change. (R3)

The Responsible Entity
has not identified, by
name, a CIP Senior
Manager.

OR

The Responsible Entity
has identified by name a
CIP Senior Manager, but
did not document
changes to the CIP Senior
Manager within 60
calendar days of the
change. (R3)
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Table of Compliance Elements

Time

Horizon

Violation Severity Levels (CIP-004-5)

R1

Operations | Lower

Planning

Lower VSL

The Responsible
Entity did not
reinforce cyber
security practices
and associated
physical security
practices during a
calendar quarter
but did so less than
10 calendar days
after the start of a
subsequent
calendar quarter.
(1.1)

Moderate VSL

The Responsible Entity
did not reinforce cyber
security practices and
associated physical
security practices during
a calendar quarter but
did so between 10 and
30 calendar days after
the start of a
subsequent calendar
guarter. (1.1)

High VSL

The Responsible Entity
did not reinforce cyber
security practices and
associated physical
security practices during
a calendar quarter but
did so within the
subsequent quarter but
beyond 30 calendar
days after the start of
that calendar quarter.
(1.1)

Severe VSL

The Responsible Entity
did not document or
implement any security
awareness process(es)
to reinforce cyber
security practices and
associated physical
security practices. (R1)

OR

The Responsible Entity
did not reinforce cyber
security practices and
associated physical
security practices for at
least two consecutive
calendar quarters. (1.1)

R2

Operations | Lower

Planning

The Responsible
Entity
implemented a
cyber security
training program
but failed to
include one of the
training content

The Responsible Entity
implemented a cyber
security training
program but failed to
include two of the
training content topics
in Requirement Parts
2.1.1 through 2.1.9, and

The Responsible Entity
implemented a cyber
security training
program but failed to
include three of the
training content topics
in Requirement Parts
2.1.1 through 2.1.9, and

The Responsible Entity
did not implement a
cyber security training
program appropriate to
individual roles,
functions, or
responsibilities. (R2)
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Time
Horizon

Lower VSL
topics in
Requirement Parts
2.1.1 through 2.1.9,
and did not
identify, assess and
correct the
deficiencies. (2.1)

OR

The Responsible
Entity
implemented a
cyber security
training program
but failed to train
one individual
(with the exception
of CIP Exceptional
Circumstances)
prior to their being
granted authorized
electronic and
authorized
unescorted
physical access,
and did not
identify, assess and

Violation Severity Levels (CIP-004-5)

Moderate VSL
did not identify, assess
and correct the
deficiencies. (2.1)

OR

The Responsible Entity
implemented a cyber
security training
program but failed to
train two individuals
(with the exception of
CIP Exceptional
Circumstances) prior to
their being granted
authorized electronic
and authorized
unescorted physical
access, and did not
identify, assess and

correct the deficiencies.

(2.2)
OR

The Responsible Entity
implemented a cyber
security training
program but failed to

High VSL
did not identify, assess
and correct the
deficiencies. (2.1)

OR

The Responsible Entity
implemented a cyber
security training
program but failed to
train three individuals
(with the exception of
CIP Exceptional
Circumstances) prior to
their being granted
authorized electronic
and authorized
unescorted physical
access, and did not
identify, assess and

correct the deficiencies.

(2.2)
OR

The Responsible Entity
implemented a cyber
security training
program but failed to

Severe VSL
OR

The Responsible Entity
implemented a cyber
security training
program but failed to
include four or more of
the training content
topics in Requirement
Parts 2.1.1 through
2.1.9, and did not
identify, assess and
correct the deficiencies.
(2.1)

OR

The Responsible Entity
implemented a cyber
security training
program but failed to
train four or more
individuals (with the
exception of CIP
Exceptional
Circumstances) prior to
their being granted
authorized electronic
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Time
Horizon

Lower VSL
correct the
deficiencies. (2.2)

OR

The Responsible
Entity
implemented a
cyber security
training program
but failed to train
one individual with
authorized
electronic or
authorized
unescorted
physical access
within 15 calendar
months of the
previous training
completion date,
and did not
identify, assess and
correct the
deficiencies. (2.3)

Violation Severity Levels (CIP-004-5)

Moderate VSL
train two individuals
with authorized
electronic or authorized
unescorted physical
access within 15
calendar months of the
previous training
completion date, and
did not identify, assess
and correct the
deficiencies. (2.3)

High VSL
train three individuals
with authorized
electronic or authorized
unescorted physical
access within 15
calendar months of the
previous training
completion date, and
did not identify, assess
and correct the
deficiencies. (2.3)

Severe VSL
and authorized
unescorted physical
access, and did not
identify, assess and
correct the deficiencies.
(2.2)

OR

The Responsible Entity
implemented a cyber
security training
program but failed to
train four or more
individuals with
authorized electronic or
authorized unescorted
physical access within
15 calendar months of
the previous training
completion date, and
did not identify, assess
and correct the
deficiencies. (2.3)

R3

Operations | Medium

Planning

The Responsible
Entity has a

The Responsible Entity
has a program for

The Responsible Entity
has a program for

The Responsible Entity
did not have all of the
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Time
Horizon

Lower VSL
program for
conducting
Personnel Risk
Assessments
(PRAs) for
individuals,
including
contractors and
service vendors,
but did not conduct
the PRA as a
condition of
granting authorized
electronic or
authorized
unescorted
physical access for
one individual, and
did not identify,
assess, and correct
the deficiencies.
(R3)

OR

The Responsible
Entity did conduct
Personnel Risk

Violation Severity Levels (CIP-004-5)

Moderate VSL
conducting Personnel
Risk Assessments (PRAs)
for individuals, including
contractors and service
vendors, but did not
conduct the PRA as a
condition of granting
authorized electronic or
authorized unescorted
physical access for two
individuals, and did not
identify, assess, and
correct the deficiencies.
(R3)

OR

The Responsible Entity
did conduct Personnel
Risk Assessments (PRAs)
for individuals, including
contractors and service
vendors, with
authorized electronic or
authorized unescorted
physical access but did
not confirm identity for
two individuals, and did

High VSL
conducting Personnel
Risk Assessments (PRASs)
for individuals, including
contractors and service
vendors, but did not
conduct the PRA as a
condition of granting
authorized electronic or
authorized unescorted
physical access for three
individuals, and did not
identify, assess, and
correct the deficiencies.
(R3)

OR

The Responsible Entity
did conduct Personnel
Risk Assessments (PRAs)
for individuals, including
contractors and service
vendors, with
authorized electronic or
authorized unescorted
physical access but did
not confirm identity for
three individuals, and

Severe VSL
required elements as
described by 3.1
through 3.4 included
within documented
program(s) for
implementing Personnel
Risk Assessments
(PRAs), for individuals,
including contractors
and service vendors, for
obtaining and retaining
authorized cyber or
authorized unescorted
physical access. (R3)

OR

The Responsible Entity
has a program for
conducting Personnel
Risk Assessments (PRAs)
for individuals, including
contractors and service
vendors, but did not
conduct the PRA as a
condition of granting
authorized electronic or
authorized unescorted
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Time

Horizon

Lower VSL
Assessments
(PRAs) for
individuals,
including
contractors and
service vendors,
with authorized
electronic or
authorized
unescorted
physical access but
did not confirm
identity for one
individual, and did
not identify, assess,
and correct the
deficiencies. (3.1 &
3.4)

OR

The Responsible
Entity has a process
to perform seven-
year criminal
history record
checks for
individuals,

Violation Severity Levels (CIP-004-5)

Moderate VSL
not identify, assess, and
correct the deficiencies.
(3.1 & 3.4)

OR

The Responsible Entity
has a process to
perform seven-year
criminal history record
checks for individuals,
including contractors
and service vendors,
with authorized
electronic or authorized
unescorted physical
access but did not
include the required
checks described in
3.2.1and 3.2.2 for two
individuals, and did not
identify, assess, and
correct the deficiencies.
(3.2&3.4)

OR

The Responsible Entity
did conduct Personnel

High VSL
did not identify, assess,
and correct the
deficiencies. (3.1 & 3.4)

OR

The Responsible Entity
has a process to
perform seven-year
criminal history record
checks for individuals,
including contractors
and service vendors,
with authorized
electronic or authorized
unescorted physical
access but did not
include the required
checks described in
3.2.1 and 3.2.2 for three
individuals, and did not
identify, assess, and
correct the deficiencies.
(3.2&3.4)

OR

The Responsible Entity
did conduct Personnel

Severe VSL
physical access for four
or more individuals, and
did not identify, assess,
and correct the
deficiencies. (R3)

OR

The Responsible Entity
did conduct Personnel
Risk Assessments (PRAs)
for individuals, including
contractors and service
vendors, with
authorized electronic or
authorized unescorted
physical access but did
not confirm identity for
four or more individuals,
and did not identify,
assess, and correct the
deficiencies. (3.1 & 3.4)

OR

The Responsible Entity
has a process to
perform seven-year
criminal history record
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Time
Horizon

Lower VSL
including
contractors and
service vendors,
with authorized
electronic or
authorized
unescorted
physical access but
did not include the
required checks
described in 3.2.1
and 3.2.2 for one
individual, and did
not identify, assess,
and correct the
deficiencies. (3.2 &
3.4)

OR

The Responsible
Entity did conduct
Personnel Risk
Assessments
(PRAs) for
individuals,
including
contractors and

Violation Severity Levels (CIP-004-5)

Moderate VSL
Risk Assessments (PRAs)
for individuals, including
contractors and service
vendors, with
authorized electronic or
authorized unescorted
physical access but did
not evaluate criminal
history records check
for access authorization
for two individuals, and
did not identify, assess,
and correct the
deficiencies. (3.3 & 3.4)

OR

The Responsible Entity
did not conduct
Personnel Risk
Assessments (PRAs) for
two individuals with
authorized electronic or
authorized unescorted
physical access within 7
calendar years of the
previous PRA
completion date, and

High VSL
Risk Assessments (PRAs)
for individuals, including
contractors and service
vendors, with
authorized electronic or
authorized unescorted
physical access but did
not evaluate criminal
history records check
for access authorization
for three individuals,
and did not identify,
assess, and correct the
deficiencies. (3.3 & 3.4)

OR

The Responsible Entity
did not conduct
Personnel Risk
Assessments (PRAs) for
three individuals with
authorized electronic or
authorized unescorted
physical access within 7
calendar years of the
previous PRA
completion date, and

Severe VSL
checks for individuals,
including contractors
and service vendors,
with authorized
electronic or authorized
unescorted physical
access but did not
include the required
checks described in
3.2.1 and 3.2.2 for four
or more individuals, and
did not identify, assess,
and correct the
deficiencies. (3.2 & 3.4)

OR

The Responsible Entity
did conduct Personnel
Risk Assessments (PRAs)
for individuals, including
contractors and service
vendors, with
authorized electronic or
authorized unescorted
physical access but did
not evaluate criminal
history records check
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Time

Horizon

Lower VSL
service vendors,
with authorized
electronic or
authorized
unescorted
physical access but
did not evaluate
criminal history
records check for
access
authorization for
one individual, and
did not identify,
assess, and correct
the deficiencies.
(3.3 &3.4)

OR

The Responsible
Entity did not
conduct Personnel
Risk Assessments
(PRAs) for one
individual with
authorized
electronic or
authorized

Violation Severity Levels (CIP-004-5)

Moderate VSL
did not identify, assess,
and correct the
deficiencies. (3.5)

High VSL
did not identify, assess,
and correct the
deficiencies. (3.5)

Severe VSL
for access authorization
for four or more
individuals, and did not
identify, assess, and
correct the deficiencies.
(3.3&3.4)

OR

The Responsible Entity
did not conduct
Personnel Risk
Assessments (PRAs) for
four or more individuals
with authorized
electronic or authorized
unescorted physical
access within 7 calendar
years of the previous
PRA completion date
and has identified
deficiencies, and did not
identify, assess, and
correct the deficiencies.
(3.5)
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Time
Horizon

Lower VSL
unescorted
physical access
within 7 calendar
years of the
previous PRA
completion date,
and did not
identify, assess,
and correct the
deficiencies. (3.5)

Violation Severity Levels (CIP-004-5)
High VSL

Moderate VSL

Severe VSL

R4

Operations
Planning
and Same
Day
Operations

Lower

The Responsible
Entity did not verify
that individuals
with active
electronic or active
unescorted
physical access
have authorization
records during a
calendar quarter
but did so less than
10 calendar days
after the start of a
subsequent
calendar quarter,
and did not

The Responsible Entity
did not verify that
individuals with active
electronic or active
unescorted physical
access have
authorization records
during a calendar
quarter but did so
between 10 and 30
calendar days after the
start of a subsequent
calendar quarter, and
did not identify, assess,
and correct the
deficiencies. (4.2)

The Responsible Entity
did not verify that
individuals with active
electronic or active
unescorted physical
access have
authorization records
during a calendar
quarter but did so
between 10 and 30
calendar days after the
start of a subsequent
calendar quarter, and
did not identify, assess,
and correct the
deficiencies. (4.2)

The Responsible Entity
did not implement any
documented program(s)
for access management.
(R4)

OR

The Responsible Entity
has implemented one or
more documented
program(s) for access
management that
includes a process to
authorize electronic
access, unescorted
physical access, or
access to the designated
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Time
Horizon

Lower VSL
identify, assess and
correct the
deficiencies. (4.2)
OR
The Responsible
Entity has
implemented
processes to verify
that user accounts,
user account
groups, or user role
categories, and
their specific,
associated
privileges are
correct and
necessary within 15
calendar months of
the previous
verification but for
one BES Cyber
System, privileges
were incorrect or
unnecessary, and
did not identify,
assess and correct
the deficiencies.

Violation Severity Levels (CIP-004-5)
High VSL

Moderate VSL
OR

The Responsible Entity
has implemented
processes to verify that
user accounts, user
account groups, or user
role categories, and
their specific, associated
privileges are correct
and necessary within 15
calendar months of the
previous verification but
for two BES Cyber
Systems, privileges were
incorrect or
unnecessary, and did
not identify, assess, and
correct the deficiencies.
(4.3)

OR

The Responsible Entity
has implemented
processes to verify that
access to the designated
storage locations for
BES Cyber System

OR

The Responsible Entity
has implemented
processes to verify that
user accounts, user
account groups, or user
role categories, and
their specific, associated
privileges are correct
and necessary within 15
calendar months of the
previous verification but
for three BES Cyber
Systems, privileges were
incorrect or
unnecessary, and did
not identify, assess, and
correct the deficiencies.
(4.3)

OR

The Responsible Entity
has implemented
processes to verify that
access to the designated
storage locations for
BES Cyber System

Severe VSL
storage locations where
BES Cyber System
Information is located,
and did not identify,
assess, and correct the
deficiencies. (4.1)

OR

The Responsible Entity
did not verify that
individuals with active
electronic or active
unescorted physical
access have
authorization records
for at least two
consecutive calendar
guarters, and did not
identify, assess, and
correct the deficiencies.
(4.2)

OR

The Responsible Entity
has implemented
processes to verify that
user accounts, user
account groups, or user
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Time
Horizon

Lower VSL
(4.3)

OR

The Responsible
Entity has
implemented
processes to verify
that access to the
designated storage
locations for BES
Cyber System
Information is
correct and
necessary within 15
calendar months of
the previous
verification but for
one BES Cyber
System Information
storage location,
privileges were
incorrect or
unnecessary, and
did not identify,
assess and correct
the deficiencies.
(4.4)

Violation Severity Levels (CIP-004-5)

Moderate VSL
Information is correct
and necessary within 15
calendar months of the
previous verification but
for two BES Cyber
System Information
storage locations,
privileges were
incorrect or
unnecessary, and did
not identify, assess, and
correct the deficiencies.
(4.4)

High VSL
Information is correct
and necessary within 15
calendar months of the
previous verification but
for three BES Cyber
System Information
storage locations,
privileges were
incorrect or
unnecessary, and did
not identify, assess, and
correct the deficiencies.
(4.4)

Severe VSL
role categories, and
their specific, associated
privileges are correct
and necessary within 15
calendar months of the
previous verification but
for four or more BES
Cyber Systemes,
privileges were
incorrect or
unnecessary, and did
not identify, assess, and
correct the deficiencies.
(4.3)

OR

The Responsible Entity
has implemented
processes to verify that
access to the designated
storage locations for
BES Cyber System
Information is correct
and necessary within 15
calendar months of the
previous verification but
for four or more BES
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Time
Horizon

Lower VSL

Violation Severity Levels (CIP-004-5)
High VSL

Moderate VSL

Severe VSL
Cyber System
Information storage
locations, privileges
were incorrect or
unnecessary, and did
not identify, assess, and
correct the deficiencies.
(4.4)

R5

Same Day
Operations

and
Operations
Planning

Medium

The Responsible
Entity has
implemented one
or more
process(es) to
revoke the
individual’s access
to the designated
storage locations
for BES Cyber
System Information
but, for one
individual, did not
do so by the end of
the next calendar
day following the
effective date and
time of the

The Responsible Entity
has implemented one or
more process(es) to
remove the ability for
unescorted physical
access and Interactive
Remote Access upon a
termination action or
complete the removal
within 24 hours of the
termination action but
did not initiate those
removals for one
individual, and did not
identify, assess, and
correct the deficiencies.
(5.1)

OR

The Responsible Entity
has implemented one or
more process(es) to
remove the ability for
unescorted physical
access and Interactive
