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Questions

1. The SDT developed CIP-013-1 Requirement R1 to address the Order No. 829 directive for entities to implement a plan(s) that includes
security controls for cyber security supply chain risk management of industrial control system hardware, software, and services associated
with BES operations (P 43, 45). This plan(s) is intended to cover the procurement aspects of all four objectives in the order (P 34 - 62). Do you
agree with the proposed requirement? If you do not agree, or if you agree but have comments or suggestions for the proposed requirement
provide your recommendation and explanation.

2. The SDT developed CIP-013-1 Requirement R2 to address the Order No. 829 directive for entities to periodically reassess selected controls
and keep plans up to date with emerging cyber security supply chain risk management concerns and vulnerabilities (P 46). Do you agree with
the proposed requirement? If you do not agree, or if you agree but have comments or suggestions for the proposed requirement provide
your recommendation and explanation.

3. The SDT developed CIP-013-1 Requirement R3 to address the Order No. 829 directive for entities to address verification of software
integrity and authenticity in the BES Cyber System environment (P 48) as it applies to high and medium impact BES Cyber Systems. Do you
agree with the proposed requirement? If you do not agree, or if you agree but have comments or suggestions for the proposed requirement
provide your recommendation and explanation.

4. The SDT developed CIP-013-1 Requirement R4 to address the Order No. 829 directive for entities to address logging and controlling third-
party (i.e., vendor) initiated remote access sessions including machine-to-machine vendor remote access to BES Cyber Systems (P 51) as it
applies to high and medium impact BES Cyber Systems. Do you agree with the proposed requirement? If you do not agree, or if you agree
but have comments or suggestions for the proposed requirement provide your recommendation and explanation.

5. The SDT developed CIP-013-1 Requirement R5 to address Order No. 829 directives for (i) verifying software integrity and authenticity; and
(ii) controlling vendor remote access, as they apply to low impact BES Cyber Systems (P 48 and P 51). Do you agree with the proposed
requirement? If you do not agree, or if you agree but have comments or suggestions for the proposed requirement provide your
recommendation and explanation.

6. Do you agree with the Implementation Plan for proposed CIP-013-1? If you do not agree, or if you agree but have comments or suggestions
for the Implementation Plan provide your recommendation and explanation.

7. Do you agree with the Violation Risk Factors (VRFs) and Violation Severity Levels (VSLs) for the requirements in proposed CIP-013-17 If
you do not agree, or if you agree but have comments or suggestions for the VRFs and VSLs provide your recommendation and explanation.

8. The SDT drafted the Technical Guidance and Examples document to provide entities with technical considerations and examples of
controls that will aid in implementing proposed CIP-013-1. Provide any comments or suggestions to improve the document, including
recommended changes, additions, or deletions, along with technical justification. Include page and line number if applicable.

9. Provide any additional comments for the SDT to consider, if desired.



Organization Name
Name

Luminant - Brenda

Luminant Hampton

Energy

Tennessee Brian Millard

Valley

Authority

Chris Gowder Chris Gowder

Segment(s)

1,3,5,6

Region

SERC

FRCC

Group Name Group Member

Luminant

Tennessee
Valley
Authority

FMPA

Name

Brenda Hampton

Stewart Rake

Alshare Hughes

Scott, Howell D.

Grant, lan S.

Thomas, M. Lee

Parsons, Marjorie

S.

Tim Beyrle

Jim Howard
Lynne Mila

Javier Cisneros

Randy Hahn

Don Cuevas

Jeffrey Partington

Group
Member
Organization

Group
Member
Segment(s)

Luminant - 6
Luminant
Energy

Luminant 7
Mining

Company LLC
Luminant - 5
Luminant
Generation
Company LLC

Tennessee 1
Valley
Authority

Tennessee 3
Valley
Authority

Tennessee 5
Valley
Authority

Tennessee 6
Valley
Authority

Cityof New 4
Smyrna
Beach

Lakeland 5
Electric

City of 4
Clewiston

Fort Pierce 3
Utility

Authority

Ocala Utility 3
Services

Beaches 1
Energy
Services

Keys Energy 4
Services

Group Member
Region
Texas RE

Texas RE

Texas RE

SERC

SERC

SERC

SERC

FRCC

FRCC
FRCC

FRCC

FRCC

FRCC

FRCC



Duke Energy Colby Bellville 1,3,5,6

Seattle City
Light

Joe McClung Joe McClung

Ginette
Lacasse

MGE Energy - Joseph

Madison Gas DePoorter

1,3,45,6

4

FRCC,RF,SERC Duke Energy

WECC

FRCC

Seattle City
Light Ballot
Body

JEA Voters

MRO NSRF

Tom Reedy

Steve Lancaster

Mike Blough

Mark Brown
Chris Adkins
Ginny Beigel

Doug Hils
Lee Schuster

Dale Goodwine

Florida
Municipal
Power Pool

Beaches
Energy
Services

Kissimmee
Utility
Authority

City of Winter
Park

City of
Leesburg

City of Vero
Beach

Duke Energy
Duke Energy
Duke Energy

Greg Cecll Duke Energy

Pawel Krupa Seattle City
Light

Hao Li Seattle City
Light

Bud (Charles) Seattle City

Freeman Light

Mike Haynes Seattle City
Light

Michael Watkins Seattle City
Light

Faz Kasraie Seattle City
Light

John Clark Seattle City
Light

Tuan Tran Seattle City
Light

Laurrie Hammack Seattle City
Light

Ted Hobson JEA

Garry Baker JEA

John Babik JEA

Joseph MGE

DePoorter

R O O W

3
5
1,2,3,45,6

FRCC

FRCC

FRCC

FRCC

FRCC

FRCC

RF
FRCC
SERC
RF
WECC

WECC

WECC

WECC

WECC

WECC

WECC

WECC

WECC

FRCC
FRCC
FRCC
MRO



and Electric
Co.

Entergy Julie Hall 6

DTE Energy - Karie Barczak 3
Detroit Edison

Company

Con Ed -
Consolidated
Edison Co. of
New York

Kelly Silver 1 NPCC

Southern SERC
Company -

Southern

Company

Services, Inc.

Pamela Hunter 1,3,5,6

Northeast Ruida Shu
Power
Coordinating

Council

1,2,3,45,6,7,8,9,10 NPCC

Entergy/NERC
Compliance

DTE Energy -
DTE Electric

Con Edison

Southern
Company

RSC no
Dominion and
NextEra

Joseph
DePoorter

Oliver Burke

Jaclyn Massey

Jeffrey Depriest
Daniel Herring
Karie Barczak

Kelly Silver

Edward Bedder

Katherine Prewitt

R. Scott Moore

William D. Shultz

Jennifer G. Sykes

Paul Malozewski

Guy Zito

Randy
MacDonald

Wayne Sipperly

MGE

Entergy -
Entergy
Services, Inc.

Entergy -
Entergy
Services, Inc.

DTE Energy -
DTE Electric

DTE Energy -
DTE Electric

DTE Energy -
DTE Electric

Con Edison
Company of
New York

Orange and
Rockland
Utilities
Southern
Company
Services, Inc.

Alabama
Power
Company

Southern
Company
Generation

Southern
Company
Generation
and Energy
Marketing

Hydro One.

Northeast
Power
Coordinating
Council

New
Brunswick
Power

New York
Power
Authority

1,2,3,45,6

(€3]

w

1,3,5,6

NA - Not
Applicable

1

NA - Not
Applicable

4

MRO

SERC

SERC

RF

RF

RF

NPCC

NPCC

SERC

SERC

SERC

SERC

NPCC
NPCC

NPCC

NPCC



Colorado
Springs
Utilities

Shannon Fair

6

Colorado
Springs
Utilities

Glen Smith

Brian Robinson

Bruce Metruck

Alan Adamson

Edward Bedder

David Burke

Michele Tondalo

Sylvain Clermont

Si Truc Phan
Helen Lainis
Laura Mcleod
Michael Forte
Kelly Silver
Peter Yost
Brian O'Boyle
Greg Campoli

Kathleen
Goodman

Michael
Schiavone

Michael Jones

David
Ramkalawan

Quintin Lee

Kaleb Brimhall

Entergy
Services

Utility
Services

New York
Power
Authority

New York
State
Reliability
Council

Orange &
Rockland
Utilities

Ul

Ul

Hydro Quebec
Hydro Quebec
IESO

NB Power
Con Edison
Con Edison
Con Edison
Con Edison
NY-1ISO
ISO-NE

National Grid

National Grid

Ontario Power
Generation
Inc.

Eversource
Energy

Colorado
Springs
Utilities

N N O A WO P, PN DN P PP®

NPCC

NPCC

NPCC

NPCC

NPCC

NPCC
NPCC
NPCC
NPCC
NPCC
NPCC
NPCC
NPCC
NPCC
NPCC
NPCC
NPCC

NPCC

NPCC
NPCC

NPCC

WECC



Southwest Shannon 2
Power Pool, Mickens

Inc. (RTO)

Santee Shawn 1
Cooper Abrams

PPL NERC Shelby Wade 1,3,5,6
Registered

Affiliates

Public Service Sheranee
Enterprise Nedd

1,3,5,6

SPP RE

RF,SERC

NPCC,RF

SPP
Standards
Review Group

Santee
Cooper

PPL NERC
Registered
Affiliates

PSEG REs

Charlie Morgan

Shawna Speer

Shannon Fair

Shannon
Mickens

Louis Guidry

Robert Gray

Shawn Eck

Tom Abrams
Rene' Free

Bob Rhett
Chris Jimenez
Troy Lee

Glenn Stephens
Charlie Freibert

Brenda Truhe

Dan Wilson
Linn Oelker

Tim Kucey

Colorado
Springs
Utilities
Colorado
Springs
Utilities
Colorado
Springs
Utilities
Southwest

Power Pool
Inc.

Cleco
Corporation

Board of
Public
Utilities,KS
(BPU)

Empire District
Electric
Company

Santee
Cooper

Santee
Cooper

Santee
Cooper

Santee
Cooper

Santee
Cooper

Santee
Cooper

LG&E and KU
Energy, LLC

PPL Electric
Utilities
Corporation

LG&E and KU
Energy, LLC

LG&E and KU
Energy, LLC

PSEG - PSEG
Fossil LLC

1,3,5,6

1,35

WECC

WECC

WECC

SPP RE

SPP RE

SPP RE

SPP RE

SERC

SERC

SERC

SERC

SERC

SERC

SERC

RF

SERC

SERC

RF



Group, Public
Service
Electric &
Gas, PSEG
Fossil LLC,
PSEG Energy
Resources &
Trade LLC

Midcontinent
ISO, Inc.

Oxy -
Occidental
Chemical

Terry Bllke 2

Venona Greaff 7

IRC-SRC

Oxy

Karla Jara

Jeffrey Mueller

Joseph Smith

Kathleen
Goodman

Ben Li

Terry Bilke
Greg Campoli
Mark Holman
Charles Yeung

Venona Greaff

Michelle
D'Antuono

PSEG Energy 6
Resources

and Trade

LLC

PSEG - Public 3
Service

Electric and

Gas Co

PSEG - Public 1
Service

Electric and

Gas Co

ISONE

N

IESO
MISO
NYISO
PIM
SPP

~N N DN DN NN

Occidental
Chemical
Corporation

Ingleside 5
Cogeneration
LP.

RF

RF

RF

NPCC

NPCC
RF
NPCC
RF

SPP RE
SERC

Texas RE



1. The SDT developed CIP-013-1 Requirement R1 to address the Order No. 829 directive for entities to implement a plan(s) that includes
security controls for cyber security supply chain risk management of industrial control system hardware, software, and services associated
with BES operations (P 43, 45). This plan(s) is intended to cover the procurement aspects of all four objectives in the order (P 34 - 62). Do you
agree with the proposed requirement? If you do not agree, or if you agree but have comments or suggestions for the proposed requirement
provide your recommendation and explanation.

Joseph DePoorter - MGE Energy - Madison Gas and Electric Co. - 4, Group Name MRO NSRF
Answer No
Document Name

Comment

As stated in FERC Order 829, section 59, “The new or modified Reliability Standard must address the provision and verification of relevant security
concepts in future contracts for industrial control system hardware, software, and computing and networking services associated with bulk electric
system operations”. R1 does not align with the above FERC directive. FERC clearly insisted that future contracts will address the five attributes of
section 59.

If Future is added, the NSRF request that “Future” needs to be better defined. If a company has a contract that is multi-year and each year a new
Purchase Order is issued, the contract is not new or revised. There needs to be direction given on how to implement the requirements of the standard
going forward.

If Future is not added, then the NSRF request a possible foot note stating... that R1 applies to all contracts (agreements) starting on the date of
enforcement of CIP-013-1. As FERC has stated in FERC Order 693, section 253, Entities need to satisfy the Requirements in order to be compliant.

The SDT should update R1 to clearly state this, such as;

“R1. Each Responsible Entity shall implement one or more documented supply chain risk management plan(s) that address controls for mitigating
cyber security risks to future contracts concerning the procurement of BES Cyber Systems and, if applicable, associated Electronic Access Control or
Monitoring Systems, Physical Access Control Systems, and Protected Cyber Assets. The plan(s) shall address: “

This proposed update aligns with FEERC Order 829, section 59 and clearly informs the applicable entity in what is required in future endeavors. R1 will
fulfill the FERC directive of having supply chain risk management plans for future procurement, which falls in line with the SDT’s “Notional BES Cyber
System Life cycle” model. The NSRF does not agree with the “if applicable” wording and the addition of :” associated Electronic Access Control or
Monitoring Systems, Physical Access Control Systems, and Protected Cyber Assets”, as this is not within the FERC Order.

R1.1 and its parts seem to be disjointed. The NSRF understands to have a Plan (R1) to mitigate cyber security risks to the future procurement of BES
Cyber Systems, etc. Within the Plan, entities are to use controls in their BES Cyber System planning and development “phase” (which is taken as the
Entity’s internal processes of wants and needs). To have controls during the “planning and development” phase will not have an impact on the



procurement of a BES Cyber System, etc., since nothing is occurring; this is a planning phase, only. Entities are only discussing their wants and

needs. This is similar to the caveat within the NERC Defined term of Operating Instruction; (A discussion of general information and of potential options
or alternatives to resolve Bulk Electric System operating concerns is not a command and is not considered an Operating Instruction.) R1.1 has two
parts that should address what is required to occur within the plan concerning the objective of R1.1.

Recommend R1.1 to read “The use of controls for BES Cyber Systems to:”

R1.1.1 Identify and assess risk(s) during the procurement and deployment of vendor products and services; and” (unchanged for the proposed
draft). This updated wording of R1.1, directs the use of controls within the plan of R1 and R1.1 states use controls to accomplish the attributes of
R1.1.1.

Then R1.1.2, states the Entity is to “...evaluate methods to address identified risk(s)”. As written, the Entity is to review (address?) their methods to
mitigate identified risk(s). Without saying, does this part need to be within the proposed Standard? The intent is to mitigate any known risks, not
evaluate methods to identify risk(s). This could be viewed as an entity’s method of industry trends to see what new “processes” there are to “evaluate
methods to address identified risk(s). Or is this required in order to keep the “how and what” an entity does up to date and current with known “identify
and assess” practices. If so, please clarify.

It may be less ambiguous if R1.1.2 is rewritten to read; “Evaluate mitigation methods to address identified risk(s)”. This clearly supports R1 where the
Requirement states “...controls for mitigating cyber security risks...”.

Request that R1.2.parts be updated so Entities will clearly know their expectations under this proposed Standard:

R1.2.1, Process(es) for receiving notification of vendor identified security events; or “Process(es) for receiving notification and release notes of vendor
identified security events;

Justification: this updated wording will establish agreed upon processes between the vendor and entity.

R1.2.2, Process(es) for being notified cation when vendor employee remote or onsite access should no longer be granted;

Justification: this updated wording will establish agreed upon processes between the vendor and entity and that the entity need to be kept current on
who is authorized by the vendor and allowed by the entity to access BES Cyber Systems.

1.2.3, Process(es) for disclosure of known applicable system vulnerabilities;



Justification: this updated wording will establish agreed upon processes between the vendor and entity and not present a catch 22 when a vendor does
not share applicable system vulnerabilities. We also request the “applicable system” be added (as above). Entities may have other vulnerabilities that
will not impact the entity’s applicable system.

1.2.4, Coordination of response to vendor-related cyber security incidents;
No change.
1.2.5. Process(es) for verifying software integrity and authenticity of all applicable software and patches that are intended for use;

Justification: this updated wording will establish agreed upon processes between the vendor and entity and relates R1.2.3 since the vendor disclosed a
vulnerability. Suggest rewording to ensure that it only applies to situations where the vendor provides means to verify software, since standard does not
impose requirements on vendors, Responsible Entity would otherwise be forced into non-compliance.

1.2.6. Coordination of remote access controls for (i) vendor-initiated Interactive Remote Access and (ii) system-to-system remote access with a
vendor(s); and

No change.

1.2.7. Other pProcess(es) to address risk(s) as determined in Part 1.1.2, if applicable.

Justification: The use of the word “other” is too broad based and could be viewed as all processes, even those outside of the NERC arena. With the
clause of “... in Part 1.1.2, if applicable” clearly points to the identified risks of R1.1.2.

Within R1, R1.2, the SDT added the clause, “if applicable” as it relates to EACMS, PACS and PCA’s and the NSRF has concerns with this. As written
in the proposed Standard’s rational box, this item is covered in P.59. FERC Order 829, P. 59, in part states:

“59. The new or modified Reliability Standard must address the provision and verification of relevant security concepts in future contracts for industrial
control system hardware, software, and computing and networking services associated with bulk electric system operations”.

FERC does not state the use of EACMS, PACS and PCA's, but rather “...must address the provision and verification of relevant security concepts in
future contracts for industrial control system hardware, software, and computing and networking services associated with bulk electric system
operations” (emphasis added).

By the SDT interpreting P 59 to mean EACMS, PACS and PCA’s, this unnecessarily expands the scope of this proposed Standard above and beyond
the FERC directive. The NSRF views this as, 1) future contracts concerning security concepts and 2) that support BES operations, which is the BES

Cyber Systems identified per CIP-002-5.1a, only. Notwithstanding that EACMAS and PACS is not associated with Low impact BES Cyber

Systems. Recommend that R1 and R1.2 have the “if applicable, EACMS, PACS and PCA's” clause deleted. This will allow the Responsible Entity to
have their own risk based controls within their supply chain risk management plan(s) based on the definition of BES Cyber System.



Additional NSRF concerns:

The following statement is taken directly from the Rationale for Requirement R1: “Obtaining specific controls in the negotiated contract may not be
feasible and is not considered failure to implement an entity's plan.” This, in our opinion, is not conveyed in the written standard’s requirement. Though
vendors are not intended to be affected by this standard’s requirements, Registered Entities will be forced to shy away from purchasing software from
companies that cannot meet this standard. We see Regional Entities’ Enforcement teams having a difficult time in upholding any possible violations with
this standard.

R1. Comments

When it states “if applicable, associated Electronic Access Control or Monitoring Systems, Physical Access Control Systems, and Protected Cyber
Assets” what is their intent with the word applicable? It should either be applied or not applied to the systems. If the intent is to give the decision to the
Registered Entities make this clearer, or remove the non-BCSs, completely.

R1.1.2 Comments

Add “mitigation” to methods. The intent is to alleviate an identified assessed risk.

Likes 2 Platte River Power Authority, 5, Archie Tyson; OTP - Otter Tail Power Company, 5, Fogale Cathy
Dislikes 0

faranak sarbaz - Los Angeles Department of Water and Power - 1
Answer No
Document Name

Comment

The standard as written doesn't clearly address the objectives as listed in its Requirements. It also creates confusion and possible double jeopardy with
other CIP Standards.

Likes 0

Dislikes 0

Richard Kinas - Orlando Utilities Commission - 5
Answer No
Document Name

Comment

¢ Recommend rewording Requirement 1 to: “Each Responsible Entity shall implement one or more documented supply chain risk management
plan(s) that address controls for mitigating cyber security risks to BES Cyber Systems and, if applicable, associated Electronic Access Control



or Monitoring Systems, Physical Access Control Systems, and Protected Cyber Assets, to specifically address the risk of introduction of
malicious code through the supply-chain process. The plan(s) shall address:” This addition clearly scopes the plan without relying on
the title alone to hint at the proper scope.

e Is 1.1.2 only evaluating or is it evaluating and implementing?

Likes 1 Tallahassee Electric (City of Tallahassee, FL), 3, Williams John
Dislikes 0

Donald Lock - Talen Generation, LLC -5
Answer No
Document Name

Comment

The expressions, “Identify and assess risk(s),” in R1.1.1 and, “Evaluate methods to address identified risk(s),” in R1.1.2 are unsuitably vague.

TFE opportunity is needed, nor should there be any obligation to impose measures on vendors (see our “additional comments” responses).

Terms such as, “vendor security event,” should be defined or removed.

R1.2.2 conflicts with CIP-004-6 R5 and should therefore be deleted.

R1.2.5 is largely duplicative of R3 and R5 of the standard. They should be made consistent, or one of them should be deleted.

R1.2.6 is largely duplicative of R4 of the standard. They should be made consistent, or one of them should be deleted.

The R1 Rationale statement that CIP-013-1, “does not require the Responsible Entity to renegotiate or abrogate existing contracts,” implies that no

action needs to be taken for existing PEDs. This point should be made explicit in the standard per se, but our “additional comments” concerns would
still apply for replacing or upgrading existing equipment.

Likes O
Dislikes 0

Marty Hostler - Northern California Power Agency - 5
Answer No
Document Name

Comment

See APPA's, TAP's, and USI's comments.

Likes 1 Tallahassee Electric (City of Tallahassee, FL), 3, Williams John



Dislikes 0

Thomas Foltz - AEP -5
Answer No
Document Name

Comment

R1 is applicable to all BES Cyber Systems and, as applicable, EACMS PACS and PCA. The philosophy used by preceding CIP standard
drafting teams has been to write any requirements for low impact BES Cyber Systems in Attachment 1 of CIP-003 R2. AEP believes this
IS a practice that results in a greater potential for compliance of all Responsible Entities. AEP recommends that the essence of R1 be
rewritten to address the lower risk associated with low impact BES Cyber Systems and moved to CIP-003 R2 Attachment 1. In

addition, CIP-013-1 R1 should be rewritten to be only applicable to high and medium impact BES Cyber Systems

Likes O
Dislikes 0

John Williams - Tallahassee Electric (City of Tallahassee, FL) - 3
Answer No
Document Name

Comment

Requirement 1 should state specifically, as to its purpose, to prevent the introduction of malware or malicious code through the supply-chain process.

There should be an official NERC definition of the term ‘Vendor(s)’. Although the Rational and Guidelines for each define the term, there should be a
more official definition in order to provide appropriate guidance for the auditors when evaluating compliance to this standard.

What does Requirement 1.1.2 mean? ... The plan(s) shall address: The use of controls ... to: Evaluate methods to address identified risk(s). If a risk is
identified during procurement and deployment, are we only required to evaluate methods to address those risks — or address the risks? This is
incredibly confusing and leaves this requirement wide-open to interpretation.

The rational for Requirement R5 is identified as being based on FERC Order 829 (page 48), which specifically addresses Vendor Remote Access to
BES Cyber Systems, without respect to applicability — Sections 76-80. Multiple requirements are referenced in Standards CIP-004, CIP-005 and CIP-
007 that are only applicable to High and/or Medium Impact BESCS with weaknesses identified by not directly addressing vendor initiated machine-to-
machine remote access. In the final sentence of Section 80, it is noted that vendor remote access is not adequately addressed in the ‘Approved’
standards and, therefore, is an objective that must be addressed in the supply chain management plans. Again, there is no reference to applicability,
whereas the meat of the directive covers approved standards that reference Medium and High impact BESCS.



The scope and content of the already approved standards is the appropriate place to account for this weakness. A full impact and applicability analysis
should be performed prior to proposed modification(s).

Likes 2 Tallahassee Electric (City of Tallahassee, FL), 5, Webb Karen; Tallahassee Electric (City of Tallahassee,
FL), 1, Langston Scott

Dislikes 0

Jesus Sammy Alcaraz - Imperial Irrigation District - 1
Answer No
Document Name

Comment

Change/add language to emphasize that failure to obtain the cyber security controls from a vendor doesn't translate to being out of compliance. Entity

should have the ability to mitigate risks posed by vendors. IID feels that the SDT should consider modifications to current CIP standards where the topic
is already addressed.

Likes O
Dislikes 0

Brian Millard - Tennessee Valley Authority - 1,3,5,6 - SERC, Group Name Tennessee Valley Authority
Answer No
Document Name

Comment

1. The standard lacks clarity on addressing R1.2 sub-requirements where no relationship of any sort exists between a RE and vendors whose
products may be installed on applicable systems.

Many software and hardware components utilized on BES Cyber Systems, associated EACMS, PCA, and PACS systems are provided without any
contractual agreement other than acceptance of a End-User-License-Agreement (EULA) upon installation.

For example, the Java Resource Environment, which is provided by Oracle Corporation, is utilized by many products. However, there is no
agreement or financial transaction associated with the acquisition of Java.

This is even further complicated where open-source software is utilized for which no formal organization holds responsibility.

Finally, some proprietary software is acquired without any contractual arrangements due to low acquisition costs, such as an SSH client for less than
$200.



In the case where there is a lack of relationship and/or financial interest in establishment of a formal agreement, how can RE address the provided
requirements?

2. What incentive does a vendor have to disclose their vulnerabilities to a client? Wouldn't this disclosure ultimately serve
to publicize the vulnerabilities?

Responsible entities can request this cooperation, but verification that the vendor is disclosing all vulnerabilities is not possible.

Likes O
Dislikes 0

Eric Ruskamp - Lincoln Electric System - 6
Answer No
Document Name

Comment

During the CIP-013-1 webinar on Feb 2, the SDT indicated several times that it is not the intention of R1 to force vendors to perform actions so that
entities can comply with the standard. R1.2.1, R1.2.2, R1.2.3 would force vendors to develop internal processes to notify entities of any changes
relating to the requirements which would force vendors to take independent action to notify entities of any changes. Also, during the procurement
phase, why would vendors reveal potential security flaws in their product above and beyond normal security patch notifications while they are competing
against other vendors for the entities business? This seems like wishful thinking. Also, entities have processes in place already for other CIP
requirements to fully prepare an asset for deployment into the ESP. We don't grab equipment off of the back of the delivery truck and deploy it into the
ESP immediately so what is the point of knowing about security flaws in their products during procurement? Any security flaws are probably already
addressed with patches that will be downloaded and installed when preparing the asset for deployment. Also, a vulnerability assessment has to be
performed against the asset and CIP-007/CIP-005 security controls have to be checked prior to deployment. 1.2.1, 1.2.3, 1.2.4 appear to be redundant
with CIP-007 R2 security patch management. Is the SDT expecting vendors to provide information about security/design flaws above and beyond the
normal security patch notifications? If so, what kind of information would that be?

1.2.5 is troublesome as well (and it seems to be a duplicate of R3). Entities typically use update or proxy servers to discover and identify applicable
security patches. For example, we use Windows Update Server Services to identify patches and roll them out once testing and approvals are
complete. Do we need to check the check sums of the identified patches or can we trust that the update servers are authenticating the software?

Likes O
Dislikes 0

Deborah VanDeventer - Edison International - Southern California Edison Company - 1,3,5,6 - WECC
Answer No
Document Name

Comment



SCE agrees with this requirement in concept. However, as written, this requirement contains several issues that SCE believes should be resolved. The
language of CIP-013-1 Requirement R1 does not clearly state what is required and is open to several interpretations. For example, Requirement R1,
1.1 requires the use of controls to identify and assess risks during the procurement and deployment of vendor products and services. However,
consistent with the COSO framework, a risk methodology identifies and assesses risks, and controls are used to mitigate those identified risks. In
addition, the requirement and its subparts do not define the security objective. This lack of clarity in the language of Requirement R1 may pose issues
during audit. We recommend the following language to clarify the requirement consistent with intent of the FERC Order No. 829 directives:

R1. Each Responsible Entity shall define, document, and implement one or more supply chain risk management methodologies(s) that address
objectives, risks, and controls for mitigating cyber security risks to BES Cyber Systems and, if applicable, associated Electronic Access Control or
Monitoring Systems, Physical Access Control Systems, and Protected Cyber Assets. The defined methodologies(s) shall define controls used to
mitigate the risks of entering into contracts with vendors who pose significant risks to responsible entity’s information systems, of procuring products that
fail to meet minimum security criteria, and of failing to receive adequate notice from compromised vendors, and shall include: [Violation Risk Factor:
Medium] [Time Horizon: Operations Planning]

1.1 The use of controls in procuring vendor product(s) or service(s) that address the following items, to the extent each item applies to the Responsible
Entity's BES Cyber Systems and, if applicable, associated Electronic Access Control or Monitoring Systems, Physical Access Control Systems, and
Protected Cyber Assets:

111 Process(es) for notification of vendor security events;

1.1.2 Process(es) for notification when vendor employee remote or onsite access should no longer be granted;

113 Process(es) for disclosure of known vulnerabilities;

114 Coordination of response to vendor-related cyber security incidents;

115 Process(es) for verifying software integrity and authenticity of all software and patches that are intended for use;

1.1.6 Coordination of remote access controls for (i) vendor-initiated Interactive Remote Access and (ii) system-to-system remote access with a
vendor(s); and

1.1.7 Other process(es) to address risk(s) as determined, if applicable.

Likes O
Dislikes 0

Colby Bellville - Duke Energy - 1,3,5,6 - FRCC,SERC,RF, Group Name Duke Energy
Answer No
Document Name

Comment

Duke Energy requests further clarification from the drafting team on R1 and whether it applies to Low impact BES Cyber Assets. Since the current
language of the requirement is silent on the level of applicability, an entity may assume that R1 applies to all High, Medium, and Low Impact BES Cyber



Systems. Duke Energy disagrees with the concept of applying R1 to Low Impact BES Cyber Systems. At the outset, Low Impact BES Cyber Systems
have been subject to a risk assessment and classified as Low Impact since they pose a minimal threat to the BES. Also, a Responsible Entity is not
obligated to have an inventory list of its Low Impact BES Cyber Systems. In the rationale section of R5, it is even mentioned that a list of Low Impact
BES Cyber Assets is not required. Without a list of Low Impact BES Cyber Systems, we fail to see how a Responsible Entity could demonstrate
compliance with R1. For this reason, coupled with the fact that the Low Impact BES Cyber Systems pose a minimal risk to the BES, we do not believe
R1 should be applicable to Low Impact BES Cyber Systems, and the requirement language should reflect the applicability.

Duke Energy requests confirmation that the rationale provided in R1 (and throughout the standard) be included in the standard, even after the standard
has been finalized and approved. We feel that some of the language in the rationale is very useful, and that some of the language is warranted in the
requirement(s) themselves. Specifically, the phrase used in the rationale of R1:

“Obtaining specific controls in the negotiated contract may not be feasible and is not considered failure to implement an entity's plan.”

We feel that this language is significant enough as it pertains to R1.2 and the possibility of disagreement between an Entity and an external party, that it
should be placed somewhere in the standard.

Lastly, we recommend the drafting team consider developing this standard similarly to CIP-002-5.1a with regards to the leveraging of a bright-line model
of risk assessment. This will ensure that entities are assessing risk consistently of their vendors and removes the potential disagreement in audit that a
regulator finds that the entity’s risk determination is incorrect based on a different set of subjective criteria. This was the justification needed to move
from the risk-based assessment methodology (RBAM) in CIP Versions 1 — 3 to the bright-line criteria developed in CIP Version 5.

Likes 0

Dislikes 0

Shelby Wade - PPL NERC Registered Affiliates - 1,3,5,6 - SERC,RF, Group Name PPL NERC Registered Affiliates
Answer No
Document Name

Comment

We have four concerns with the proposed requirement.

First, CIP-013 should follow the other CIP Standards with respect to Low BES Cyber Assets. R1 should clearly exclude Low BES Cyber Assets and
refer to R5 for those assets, and all requirements related to Low BES Cyber Systems should be consolidated into R5.

Second, we are concerned that the difference in wording between R 1.1 which refers only to BES Cyber Systems, and R1.2 which includes EACMS,
PACS and PCAs, is confusing and can cause inconsistencies in implementation.  R1.1, and subsequently R1.2, should be rewritten to help with
this. Please consider the following suggestions:

From: “1.1 The use of controls in BES Cyber System planning and development to:”

To: "1.1 The use of controls in planning and development to:”



From: “1.2 The use of controls in procuring vendor product(s) or service(s) that address the
Following items, to the extent each item applies to the Responsible Entity’s BES Cyber
Systems and if applicable, associated Electronic Access Control or Monitoring Systems,
Physical Access Control Systems, and Protected Cyber Assets:”

To:  “1.2 The use of controls in procuring vendor product(s) or service(s):

Third, we believe that the term “cyber security incident” in R1.2.4 should be capitalized to be clear that it is to be interpreted as the NERC-defined term
“Cyber Security Incident”.

Fourth, for consistency and clarity, we request the term ‘supply chain risk management’ be ‘supply chain cyber security risk management’ throughout
the standard and guidance.

Likes 2 PPL - Louisville Gas and Electric Co., 6, Oelker Linn; Snohomish County PUD No. 1, 6, Lu Franklin

Dislikes 0

ALAN ADAMSON - New York State Reliability Council - 10

Answer No
Document Name

Comment

See NPCC comments.

Likes O
Dislikes 0

Thomas Rafferty - Edison International - Southern California Edison Company - 5

Answer No
Document Name

Comment



Please refer to comments submitted by Deborah VanDeventer on behalf of Southern California Edison

Likes O
Dislikes 0

Mark Riley - Associated Electric Cooperative, Inc. - 1
Answer No
Document Name

Comment

AECI contends that R1 should be separated into two distinct requirements. R1 should be revised to require the Responsible Entity to develop and
document supply chain risk management plan(s) that address controls for mitigating cyber security risks to BES Cyber Systems... The SDT should then
develop an additional requirement (R2) to require the Responsible Entity to implement the documented supply chain risk management plan(s)
documented in R1.

In addition to the comments above, AECI supports the following comments submitted by the MRO NRSF:

“As stated in FERC Order 829, section 59, “The new or modified Reliability Standard must address the provision and verification of relevant security
concepts in future contracts for industrial control system hardware, software, and computing and networking services associated with bulk electric
system operations”. R1 does not align with the above FERC directive. FERC clearly insisted that future contracts will address the five attributes of
section 59.

If Future is added, the NSRF request that “Future” needs to be better defined. If a company has a contract that is multi-year and each year a new
Purchase Order is issued, the contract is not new or revised. There needs to be direction given on how to implement the requirements of the standard
going forward.

If Future is not added, then the NSRF request a possible foot note stating... that R1 applies to all contracts (agreements) starting on the date of
enforcement of CIP-013-1. As FERC has stated in FERC Order 693, section 253, Entities need to satisfy the Requirements in order to be compliant.”

Furthermore, AECI urges the SDT to use the supply chain definition from NIST Special Publication 800-53 Rev.4 that was identified in paragraph 32,
footnote 61 in this requirement.

Likes 0

Dislikes 0

Mick Neshem - Public Utility District No. 1 of Chelan County - 3
Answer No
Document Name

Comment



CHPD has been engaging in dialogue with peers of trade associations such as Large Public Power Council to address the CIP-013 standard
development activities. We continue to be a strong supporter of efforts that ensure the security of the bulk electric system. We appreciate the great
strides that the SDT has made in the development of this standard to address the elements of the FERC Order while balancing reasonable
responsibilities as required by the electric industry in support of the security objectives.

CHPD does not agree with including all BES Cyber Systems in Requirement R1. Using a risk-based approach, CHPD requests limiting this requirement
to high and medium only. As the current low impact requirements do not require entities to conduct an inventory of equipment and software or identify
systems, CHPD believes this requirement will place substantial additional administrative burden on entities with low impact assets. If a risk
management plan is to be required low, with a reduced set of requirements to address their lower risk, CHPD requests that those requirements be
included as an element of R5 so all the low impact requirements are together or, ideally, included in CIP-003 along with the content of R5.

CHPD requests that the SDT add the following language from the rationale to the language of the standard: “Implementation of the cyber security risk
management plan(s) does not require the Responsible Entity to renegotiate or abrogate existing contracts.”

CHPD is concerned about compliance obligations for procurement activities associated with multi-party wide-area contracts such as state & city
negotiated contracts. An exception, comparable to a CIP Exceptional Circumstance, should be included in the standard for these kinds of procurement
activities (see CHPD's response to Question #9 for additional information on exceptions).

CHPD notes that the Rationale for R1 includes a definition of the term “vendors”. This definition is also included in the Technical Guidance and
Examples document. This term should be officially added to the NERC Glossary of Terms and capitalized when used.

For R1.1.2 CHPD requests changing the word evaluate to determine.

For R1.2.1 CHPD requests that the words Security Event and the definition from the Technical Guidance and Examples document be placed in the
NERC Glossary of Terms and capitalized when used.

For R1.2.1 CHPD requests that the SDT provide clarification on the language in the guidance document related to 1.2.1. The document references the
“process for notification” which is very different than the “request vendor cooperation” language. The requirement as written would require that a
process be defined and implemented. CHPD requests additional language in the requirement that addresses “entities are not required to validate a
vendor is adhering to its processes and a failure of a vendor to follow a defined process is not a violation of this Requirement.”

Likes O

Dislikes 0

Tyson Archie - Platte River Power Authority - 5
Answer No
Document Name

Comment

Platte River Power Authority (PRPA) has been engaging in dialogue with peers of trade associations such as Large Public Power Council to address
the CIP-013 standard development activities. We continue to be a strong supporter of efforts that ensure the security of the bulk electric system. We
appreciate the great strides that the SDT has made in the development of this standard to address the elements of the FERC Order while balancing
reasonable responsibilities as required by the electric industry in support of the security objectives.

PRPA does not agree with including all BES Cyber Systems in Requirement R1. Using a risk-based approach, PRPA requests limiting this requirement
to high and medium only. As the current low impact requirements do not require entities to conduct an inventory of equipment and software or identify



systems, PRPA believes this requirement will place substantial additional administrative burden on entities with low impact assets. If a risk
management plan is to be required, low with a reduced set of requirements to address their lower risk, PRPA requests that those requirements be
included as an element of R5 so all the low impact requirements are together or, ideally, included in CIP-003 along with the content of R5.

PRPA requests that the SDT add the following language from the rationale to the language of the standard: “Implementation of the cyber security risk
management plan(s) does not require the Responsible Entity to renegotiate or abrogate existing contracts.”

PRPA is concerned about compliance obligations for procurement activities associated with multi-party wide-area contracts such as state & city
negotiated contracts. An exception, comparable to a CIP Exceptional Circumstance, should be included in the standard for these kinds of procurement
activities (see PRPA's response to Question #9 for additional information on exceptions).

PRPA notes that the Rationale for R1 includes a definition of the term “vendors”. This definition is also included in the Technical Guidance and
Examples document. This term should be officially added to the NERC Glossary of Terms and capitalized when used.

For R1.1.2 PRPA requests changing the word evaluate to determine.

For R1.2.1 PRPA requests that the words Security Event and the definition from the Technical Guidance and Examples document be placed in the
NERC Glossary of Terms and capitalized when used.

For R1.2.1 PRPA requests that the SDT provide clarification on the language in the guidance document related to 1.2.1. The document references the
“process for natification” which is very different than the “request vendor cooperation” language. The requirement as written would require that a
process be defined and implemented. PRPA requests additional language in the requirement that addresses “entities are not required to validate a
vendor is adhering to its processes and a failure of a vendor to follow a defined process is not a violation of this Requirement.”

Likes 1 Nick Braden, N/A, Braden Nick

Dislikes 0

Steven Mavis - Edison International - Southern California Edison Company - 1
Answer No
Document Name

Comment

Please refer to comments submitted by Deborah VanDeventer on behalf of Southern California Edison.

Likes O
Dislikes 0

Andrew Gallo - Austin Energy - 6
Answer No
Document Name

Comment



Austin Energy (AE) has been engaging in dialogue with peers of trade associations such as Large Public Power Council to address the CIP-013
standard development activities. We continue to be a strong supporter of efforts that ensure the security of the bulk electric system. We appreciate the
great strides that the SDT has made in the development of this standard to address the elements of the FERC Order while balancing reasonable
responsibilities as required by the electric industry in support of the security objectives.

AE does not agree with including all BES Cyber Systems in Requirement R1. Using a risk-based approach, XXX requests limiting this requirement to
high and medium only. As the current low impact requirements do not require entities to conduct an inventory of equipment and software or identify
systems, XXX believes this requirement will place substantial additional administrative burden on entities with low impact assets. If a risk management
plan is to be required low, with a reduced set of requirements to address their lower risk, XXX requests that those requirements be included as an
element of R5 so all the low impact requirements are together or, ideally, included in CIP-003 along with the content of R5.

AE requests that the SDT add the following language from the rationale to the language of the standard: “Implementation of the cyber security risk
management plan(s) does not require the Responsible Entity to renegotiate or abrogate existing contracts.”

AE is concerned about compliance obligations for procurement activities associated with multi-party wide-area contracts such as state & city negotiated
contracts. An exception, comparable to a CIP Exceptional Circumstance, should be included in the standard for these kinds of procurement activities
(see XXX's response to Question #9 for additional information on exceptions).

AE notes that the Rationale for R1 includes a definition of the term “vendors”. This definition is also included in the Technical Guidance and Examples
document. This term should be officially added to the NERC Glossary of Terms and capitalized when used.

For R1.1.2 AE requests changing the word evaluate to determine.

For R1.2.1 AE requests that the words Security Event and the definition from the Technical Guidance and Examples document be placed in the NERC
Glossary of Terms and capitalized when used.

For R1.2.1 AE requests that the SDT provide clarification on the language in the guidance document related to 1.2.1. The document references the
“process for notification” which is very different than the “request vendor cooperation” language. The requirement as written would require that a
process be defined and implemented. AE requests additional language in the requirement that addresses “entities are not required to validate a vendor
is adhering to its processes and a failure of a vendor to follow a defined process is not a violation of this Requirement.”

Likes 2 Austin Energy, 4, Garvey Tina; Austin Energy, 3, Preston W. Dwayne
Dislikes 0

Brian Evans-Mongeon - Utility Services, Inc. - 4
Answer No
Document Name

Comment

1. The Rational for Requirement R1 includes a definition of the term “vendors”. This definition is also included in the Guidelines and Examples
document. This term should be officially defined in the standard or added to the NERC Glossary of Terms and capitalized when used.

2. ltis not clear if R1 applies to high, medium and low since R3, R4 and R5 specify the impact level. The high, medium, low impact level
applicability would be much easier to understand if this standard were written to be consistent with CIP-004 through CIP-011 through the use of
Applicability Tables.

3. R1l.1lisvague in the language used with terms like “assess risk” and “evaluate”. The need to revise CIP-002 shows the difficulties that have
occurred when entities are required to assess risk. Request that the SDT encourage NERC to include in the CIP-013 RSAW, language similar
to that used in the CIP-003-7(i) RSAW, Attachment 1 Section 4, possible Notes to Auditor:“The entity must document its determination as to



10.

11.

12.

13.

what are the supply chain risks. Once this determination has been made and documented, the audit team’s professional judgement cannot
override the determination made by the Responsible Entity. “

For R1: This requirement requires both the development and the implementation of a plan. We recommend modifying this requirement into
three steps which follows the CIP-014 structure — Entity to 1) identify risk, 2) develop a plan, 3) develop an implementation timeline. The
timeline should use fixed dates or intervals and not dates that are linked to the completion of other compliance activities

For R1: We recommend stating the responsible entity is not required to renegotiate or abrogate existing contracts. The rationale from R1 states
that “Obtaining specific controls in the negotiated contract may not be feasible and is not considered failure to implement an entity's plan.” This
should be incorporated into the Requirement itself.

For R1.1 and the R1 Rationale: The R1 Rationale and the Guidance document list “planning, acquisition and deployment” and versions of
these terms in the diagram. R1.1 uses “planning and development”. The meaning of “development” has not been clarified and is not part of the
process addressed by this standard. Suggest that “development” be clarified or removed.

The standard as written addresses Vendor Risk Management and no other supply chain risks such as sole source and international
dependencies. Suggest changing the name, purpose, and other areas of the standard from supply chain” to “vendor”.

For R1.1.2:

i. We recommend changing evaluate to Determine. We also seek further clarification of the intent. As, written the requirement is
ambiguous:

a. lIs the intent to have the entity evaluate potential methods to mitigate risk? or;
b. to evaluate the effectiveness of mitigating that risk? or;
c. is it meant to identify what controls you have to mitigate the risks you have?

ii. The evaluation of methods is a administrative task and similar to other tasks removed from the NERC standards as part of the
Paragraph 81 project.

For R1.2.1: The words “Security Event” are in quotes the first time that they are used in the Guidelines and Examples document (page 6). If
the Guidelines and Examples document is providing a definition to be applied here, then this should be an officially defined term either in the
standard or in the NERC glossary. The s definition provided in the glossary is “any identified, threatened, attempted or successful breach of
vendor’'s components, software or systems” and “that have potential adverse impacts to the availability or reliability of BES Cyber Systems” It is
unclear if the second portion is meant to be part of the definition. Many cyber systems, like firewalls, are under constant threat and attempts to
breach the systems security. Suggest replacing “vendor security event” with “identification of a new security vulnerability”. Vendors may not be
able to determine if a vulnerability “could have potential adverse impact to the availability or reliability of BES Cyber System”. This clause would
only be applicable in determining when an entity would notify a vendor.

For R1.2.1: Page 6, line 12 of the Guidance and Examples document list both notification of security events from the vendor and notifications
from the entity. The R1.2.1 language is unclear in requiring both types of notifications.

For R1.2.1: The requirement for the” process for notification” is very different than the “request vendor cooperation” guidance given on page 6,
line 22 of the guidance document.

For R1.2.2: The requirement for the "process for notification” is very different than the “request vendor cooperation” guidance given on page 6,
line 22 of the guidance document The requirement as written would require that a process be defined and implemented. The failure of a
vendor to notify the entity would, at a minimum be a violation of the entities process or maybe even a compliance violation as a failure to
implement the process. Would like to see an additional statement in the requirement language that “A failure of a vendor to follow a defined
process is not a violation of this Requirement.”

Page 6, line 12 of the guidance details the notification of the vendor by the entity. It is unclear that the R1.2.1 requires notification by the entity
to the vendor as detail in the guidance document.



14. Recommend that “Security Event” be changed to require the reporting of only newly identified security vulnerabilities.
15. Change 1.2.7 from pointing to 1.1.2 to 1.1.1. Remove 1.2 since 1.2.7 covers 1.2.

16. Do not agree with the current draft language that includes all High, Medium and Low BES Cyber Systems in Requirement R1. Suggests limiting
this requirement to High and Medium only as the current Low Impact requirements do not require entities to conduct an inventory of equipment
and software or identify systems. As written, this requirement will place additional administrative burden on entities and the impacts are not fully
understood. If controls are needed for low impact, suggest moving these to R5 to consolidate all low impact into a single requirement.

17. The SDT needs to make sure that there is no duplication in the standards. Provide guidance on how areas that seem to overlap like Interactive
Remote Access and CIP-005.

18. Request the SDT to consider adding the following language from the rationale to the language of the standard “Implementation of the cyber
security risk management plan(s) does not require the Responsible Entity to renegotiate or abrogate existing contracts.”

19. The Rationale for R1, it states that R1, P1.1 addresses P 56 of Order No. 829. P 56 calls for a risk assessment of the entities internal systems
with this language “how a responsible entity will include security considerations as part of its information system planning and system
development lifecycle processes”. R1, P1.1.1 calls for a risk assessment of the vendors systems with this language “procurement and
deployment of vendor products and services.” The language in the order does not match the language in the standard and therefore suggest
that the language be consistent to provide clarity.

20. There could be an impact of contract requirements on the ability of public utilities to piggyback on wide-area contracts such as those of National
Association of State Procurement Officials (NASPO) Cooperative, Western States Contracting Alliance (WSCA), Washington State Department
of Enterprise Service, and others. Recommend that a exclusion be permitted in the case of such contracts, which are important to provide
flexibility and negotiating strength for public utilities throughout the country. Include language that provides an exclusion for contracts that are
covered by other laws or regulations.

21. The requirement should not reference the word “mitigation”. Suggest that “mitigate” be replace with “address” as listed in R1.2.

22. Request clarification - May a responsible entity's procurement plan identify and mitigate risks without requiring vendor involvement for each
identified risk?
Likes O
Dislikes 0

Janis Weddle - Public Utility District No. 1 of Chelan County - 6
Answer No
Document Name

Comment

Public Utility District No. 1 of Chelan County (CHPD) has been engaging in dialogue with peers of trade associations such as Large Public Power
Council to address the CIP-013 standard development activities. We continue to be a strong supporter of efforts that ensure the security of the bulk
electric system. We appreciate the great strides that the SDT has made in the development of this standard to address the elements of the FERC
Order while balancing reasonable responsibilities as required by the electric industry in support of the security objectives.



CHPD does not agree with including all BES Cyber Systems in Requirement R1. Using a risk-based approach, CHPD requests limiting this requirement
to high and medium only. As the current low impact requirements do not require entities to conduct an inventory of equipment and software or identify
systems, CHPD believes this requirement will place substantial additional administrative burden on entities with low impact assets. If a risk
management plan is to be required low, with a reduced set of requirements to address their lower risk, CHPD requests that those requirements be
included as an element of R5 so all the low impact requirements are together or, ideally, included in CIP-003 along with the content of R5.

CHPD requests that the SDT add the following language from the rationale to the language of the standard: “Implementation of the cyber security risk
management plan(s) does not require the Responsible Entity to renegotiate or abrogate existing contracts.”

CHPD is concerned about compliance obligations for procurement activities associated with multi-party wide-area contracts such as state & city
negotiated contracts. An exception, comparable to a CIP Exceptional Circumstance, should be included in the standard for these kinds of procurement
activities (see CHPD's response to Question #9 for additional information on exceptions).

CHPD notes that the Rationale for R1 includes a definition of the term “vendors”. This definition is also included in the Technical Guidance and
Examples document. This term should be officially added to the NERC Glossary of Terms and capitalized when used.

For R1.1.2 CHPD requests changing the word evaluate to determine.

For R1.2.1 CHPD requests that the words Security Event and the definition from the Technical Guidance and Examples document be placed in the
NERC Glossary of Terms and capitalized when used.

For R1.2.1 CHPD requests that the SDT provide clarification on the language in the guidance document related to 1.2.1. The document references the
“process for notification” which is very different than the “request vendor cooperation” language. The requirement as written would require that a
process be defined and implemented. CHPD requests additional language in the requirement that addresses “entities are not required to validate a
vendor is adhering to its processes and a failure of a vendor to follow a defined process is not a violation of this Requirement.”

Likes 0

Dislikes 0

Haley Sousa - Public Utility District No. 1 of Chelan County - 5
Answer No
Document Name

Comment

The Public Utility District No. 1 of Chelan County (CHPD) has been engaging in dialogue with peers of trade associations such as Large Public Power
Council to address the CIP-013 standard development activities. We continue to be a strong supporter of efforts that ensure the security of the bulk



electric system. We appreciate the great strides that the SDT has made in the development of this standard to address the elements of the FERC
Order while balancing reasonable responsibilities as required by the electric industry in support of the security objectives.

CHPD does not agree with including all BES Cyber Systems in Requirement R1. Using a risk-based approach, CHPD requests limiting this requirement
to high and medium only. As the current low impact requirements do not require entities to conduct an inventory of equipment and software or identify
systems, CHPD believes this requirement will place substantial additional administrative burden on entities with low impact assets. If a risk
management plan is to be required low, with a reduced set of requirements to address their lower risk, CHPD requests that those requirements be
included as an element of R5 so all the low impact requirements are together or, ideally, included in CIP-003 along with the content of R5.

CHPD requests that the SDT add the following language from the rationale to the language of the standard: “Implementation of the cyber security risk
management plan(s) does not require the Responsible Entity to renegotiate or abrogate existing contracts.”

CHPD is concerned about compliance obligations for procurement activities associated with multi-party wide-area contracts such as state & city
negotiated contracts. An exception, comparable to a CIP Exceptional Circumstance, should be included in the standard for these kinds of procurement
activities (see CHPD'’s response to Question #9 for additional information on exceptions).

CHPD notes that the Rationale for R1 includes a definition of the term “vendors”. This definition is also included in the Technical Guidance and
Examples document. This term should be officially added to the NERC Glossary of Terms and capitalized when used.

For R1.1.2 CHPD requests changing the word evaluate to determine.

For R1.2.1 CHPD requests that the words Security Event and the definition from the Technical Guidance and Examples document be placed in the
NERC Glossary of Terms and capitalized when used.

For R1.2.1 CHPD requests that the SDT provide clarification on the language in the guidance document related to 1.2.1. The document references the
“process for naotification” which is very different than the “request vendor cooperation” language. The requirement as written would require that a
process be defined and implemented. CHPD requests additional language in the requirement that addresses “entities are not required to validate a
vendor is adhering to its processes and a failure of a vendor to follow a defined process is not a violation of this Requirement.”

Likes 0

Dislikes 0

W. Dwayne Preston - Austin Energy - 3
Answer No
Document Name

Comment

| support the comments of Andrew Gallo at Austin Energy.

Likes O
Dislikes 0

Michael Haff - Seminole Electric Cooperative, Inc. - 1,3,4,5,6 - FRCC



Answer No
Document Name

Comment

R1.1 The lack of guidelines and technical basis within a balloted and approved standard itself (not in a separate document) will result in many different
interpretations and expectations on how to meet the requirement. As demonstrated in the measures section, the section lacks specificity as potentially
every correspondence with a vendor is subject to data request and audit.

Who is the vendor? Is it the manufacturer/software company, the reseller the hardware/software is acquired from, the shipping company, the integrator,
others? For temporary staff, is the contract employee a vendor? These are just example questions.

A lack of guidelines and technical basis within the standard itself could result in a broad interpretation of R1.1 that provides higher risk with little or no
additional security. As entities will have to guess the auditor’s interpretation, it increases the likelihood that a standard will be violated due to poor
definition.

R1.2 This requirement should define a specific minimum security standard in a manner that avoids the inefficiencies from hundreds of entities
performing the same analysis. This inefficiency adds costs to entities and to vendors for items that will be passed on to entities. As written, only
concepts are presented, not a minimum specification that entities and vendors can effectively use to cost effectively demonstrate compliance in a
consistent manner across the industry.

Likes O
Dislikes 0

Joe McClung - Joe McClung On Behalf of: Ted Hobson, JEA, 5, 1, 3; - Joe McClung, Group Name JEA Voters
Answer No
Document Name

Comment

We agree with the LPPC/APPA comments.

Likes O
Dislikes 0

Chad Bowman - Public Utility District No. 1 of Chelan County - 1
Answer No
Document Name

Comment



CHPD has been engaging in dialogue with peers of trade associations such as Large Public Power Council to address the CIP-013 standard
development activities. We continue to be a strong supporter of efforts that ensure the security of the bulk electric system. We appreciate the great
strides that the SDT has made in the development of this standard to address the elements of the FERC Order while balancing reasonable
responsibilities as required by the electric industry in support of the security objectives.

CHPD does not agree with including all BES Cyber Systems in Requirement R1. Using a risk-based approach, CHPD requests limiting this requirement
to high and medium only. As the current low impact requirements do not require entities to conduct an inventory of equipment and software or identify
systems, CHPD believes this requirement will place substantial additional administrative burden on entities with low impact assets. If a risk
management plan is to be required low, with a reduced set of requirements to address their lower risk, CHPD requests that those requirements be
included as an element of R5 so all the low impact requirements are together or, ideally, included in CIP-003 along with the content of R5.

CHPD requests that the SDT add the following language from the rationale to the language of the standard: “Implementation of the cyber security risk
management plan(s) does not require the Responsible Entity to renegotiate or abrogate existing contracts.”

CHPD is concerned about compliance obligations for procurement activities associated with multi-party wide-area contracts such as state & city
negotiated contracts. An exception, comparable to a CIP Exceptional Circumstance, should be included in the standard for these kinds of procurement
activities (see CHPD's response to Question #9 for additional information on exceptions).

CHPD notes that the Rationale for R1 includes a definition of the term “vendors”. This definition is also included in the Technical Guidance and
Examples document. This term should be officially added to the NERC Glossary of Terms and capitalized when used.

For R1.1.2 CHPD requests changing the word evaluate to determine.

For R1.2.1 CHPD requests that the words Security Event and the definition from the Technical Guidance and Examples document be placed in the
NERC Glossary of Terms and capitalized when used.

For R1.2.1 CHPD requests that the SDT provide clarification on the language in the guidance document related to 1.2.1. The document references the
“process for notification” which is very different than the “request vendor cooperation” language. The requirement as written would require that a
process be defined and implemented. CHPD requests additional language in the requirement that addresses “entities are not required to validate a
vendor is adhering to its processes and a failure of a vendor to follow a defined process is not a violation of this Requirement.”

Likes O

Dislikes 0

Lona Hulfachor - Salt River Project - 1,3,5,6 - WECC



Answer No
Document Name

Comment

SRP has an active role on the CIP-013 SDT with an employee serving as a member of the team as well as our support staff who are participating in the
SDT meetings. In addition, SRP has been engaging in dialogue with peers of trade associations such as LPPC to address the CIP-013 standard
development activities.

SRP continues to be a strong supporter of efforts that ensure the security of the Bulk Electric System. We appreciate the great strides that the SDT has
made in the development of this standard to address the elements of the FERC Order, while balancing reasonable responsibilities as required by the
electric industry in support of the security objectives.

SRP does not agree with including all BES Cyber Systems in Requirement R1. Using a risk-based approach, SRP requests limiting this requirement to
high and medium only. As the current low impact requirements do not require entities to conduct an inventory of equipment and software or identify
systems, SRP believes this requirement will place substantial additional administrative burden on entities with low impact assets. If a risk management
plan is to be required for low impact assets, with a reduced set of requirements to address their lower risk, SRP requests that those requirements be
included as an element of R5 so all the low impact requirements are together or, ideally, included in CIP-003 along with the content of R5.

SRP requests that the SDT add the following language from the rationale to the language of the standard: “Implementation of the cyber security risk
management plan(s) does not require the Responsible Entity to renegotiate or abrogate existing contracts.”

SRP is concerned about compliance obligations for procurement activities associated with multi-party wide-area contracts. An exception, comparable to
a CIP Exceptional Circumstance, should be included in the standard for these kinds of procurement activities (see SRP’s response to Question #9 for
additional information on exceptions).

SRP notes that the Rationale for R1 includes a definition of the term “vendors”. This definition is also included in the Technical Guidance and Examples
document. This term should be officially added to the NERC Glossary of Terms and capitalized when used.

For R1.1.2 SRP requests changing the word evaluate to determine.

For R1.2.1 SRP requests that the words Security Event and the definition from the Technical Guidance and Examples document be placed in the NERC
Glossary of Terms and capitalized when used.

For R1.2.1 SRP requests that the SDT provide clarification on the language in the guidance document related to 1.2.1. The document references the
“process for notification” which is very different than the “request vendor cooperation” language. The requirement as written would require that a
process be defined and implemented. SRP requests additional language in the requirement that addresses “entities are not required to validate a
vendor is adhering to its processes and a failure of a vendor to follow a defined process is not a violation of this Requirement.”

Likes 1 Snohomish County PUD No. 1, 6, Lu Franklin

Dislikes 0

Steven Rueckert - Western Electricity Coordinating Council - 10
Answer No
Document Name

Comment



No objections to R1.1. Although the actual language of R1.2 seems sound, how does this language in the R1 rationale section , "For example, entities
can implement the plan by including applicable procurement items from their plan in Requests for Proposals (RFPs) and in negotiations with
vendors. Obtaining specific controls in the negotiated contract may not be feasible and is not considered failure to implement an entity's
plan" (Section B, p. 5) manage risks associated with Supply Chain Management vendors? Where is the incentive for an entity to actively pursue vendor
negotiations to minimize risks during the procurement phase? Merely adding control elements to an RFP that are not subsequently incorporated through
vendor negotiations into a product or Service Level Agreement [SLA] seems to be nothing more than an academic exercise. At a minimum, under the
current rationale the entity should provide working documents (as described in M1) of the negotiations process to demonstrate compliance with R1.2?
Likes 0

Dislikes 0

John Hagen - Pacific Gas and Electric Company - 3
Answer No
Document Name

Comment

The following language from the rational box for Requirement R1 does not seem to incentivize an entity to actively pursue vendor negotiations to
minimize risks during the procurement phase.

For example, entities can implement the plan by including applicable procurement items from their plan in Requests for Proposals (RFPs) and in
negotiations with vendors. Obtaining specific controls in the negotiated contract may not be feasible and is not considered failure to implement an
entity's plan.”

Merely adding control elements to an RFP that are not incorporated through vendor negotiations seems to be nothing more than an academic exercise.
At a minimum, under the current rational, the entity should provide working documents of the negotiations process to demonstrate compliance with
R1.2. Extending the initial review and update, as necessary

Likes 0

Dislikes 0

Aaron Ghodooshim - FirstEnergy - FirstEnergy Corporation - 4
Answer No
Document Name

Comment

e The extent of the “supply chain risk management plan” should be more clearly defined. The Requirement language goes beyond what is
typically considered “supply chain” activities (i.e. activities involving the transformation of natural resources, raw materials, and components into
a finished product that is delivered to the end customer) and includes ongoing operational protections. The Standard should more clearly define
what is meant by “supply chain” and limit the associated Requirement to mitigating the associated risks. All other operational related



protections should be addressed within the existing CIP Standard that already cover the related protections (e.g. remote access controls should
be included in CIP-007 and not in a supply chain standard).

e The R1 Supply Chain Risk Management plan is applicable to BES Cyber Systems of all impact levels (and any associated EACMS, PACs, and
PCAs). The following recommendations are provided:

0 The inclusion of Low Impact BES Cyber Systems in the scope of the Supply Chain Risk Management Plan should be
reconsidered. The existing CIP-002-5.1 and CIP-003-6 only requires an entity to identify asset(s) containing Low Impact BCS and does
not require a documented inventory of low impact BCS/BCA or even a documented list of system/asset types. The expectations of the
Requirement would make it very difficult for an Entity to demonstrate compliance without a list of Low Impact BCS/BCA.

o0 If after reconsideration it is still deemed necessary to include Low Impact BCS within the scope of the Supply Chain Risk Management
Plan, the supply chain Requirement should be removed from CIP-013 and added to CIP-003 with the rest of the requirements that are
applicable to Low Impact BCS. SDTs have made conscious decisions to keep all Requirements applicable to Low Impact BCS within
the CIP-003 Standard and not have them sprinkled throughout all the CIP Standards. Additional time should be taken in developing the
standard to remain consistent with this approach. (Note: Reference the CIP-003-7i draft CIP Standard related to low impact BES
System Transient Cyber Assets.)

e For consistency with other CIP Standards, CIP-003 R1.1 should be expanded to include supply chain risk management as part of the collective
cyber security policies to be reviewed and approved by the CIP Sr. Manager at least every 15 months.

e Use of the “Notional BES Cyber System Life Cycle” model is problematic. Entities plan and assess future cyber systems, but acquire,
configure, deploy, and maintain individual cyber assets.

e R1-1.21,1.2.3, 1.2.4 references to vendor security events, vulnerabilities, and incidents are undefined and potentially overly broad. Auditors
may not collectively or individually agree with an individual RE’s assessment of how these terms are defined and used within their R1 Plan.

e RI1 - appears to overlap with parts of several existing CIP Standards, including: CIP-003-6 R2 Att. 1, Section 3; CIP-004-6 R4.1 - 4.4 and R5.1 -
5.5; CIP-005-5 R2.1 - 2.3; CIP-007-6 R2.1, R5.1, 5.5, 5.6, 5.7; and CIP-010-2 R1.1. Expanding the scope of these existing CIP programs with
a new Standard could unintentionally disrupt or conflict with current security architectures and/or critical operations. FE recommends that the
SDT consider making coordinated modifications to the scope and applicability of CIP-003, 004, 005, 007 and 010, at some future date, rather
than extending existing requirements to a new Standard, i.e. CIP-013. FE suggests that the scope of the Supply Chain Standard include the
administrative controls needed to address Order 829, and the operational and technical security controls remain in the existing CIP standards.

e Measures and Evidence — Since the R1 requires an entity to show that the plan has been implemented, M1 does not adequately describe the
evidence required to demonstrate implementation of the plan, i.e. especially for technical sub-requirements. (For example the evidence that an
entity has implemented, “1.2.1 Process(es) for notification of vendor security events,” would likely require a process map for how vendor
notifications are received, processed and resolved. Additionally, an auditor would likely want a sample of actual dated notifications from several
vendors with dated evidence of consistent action and resolution.) FE recommends that the SDT provide additional guidance on evidence types,
formats etc... similar to what was provided in CIP-003-6 Attachment 2.

Likes O

Dislikes 0

Si Truc Phan - Hydro-Qu?bec TransEnergie - 1 - NPCC
Answer No

Document Name



Comment

Please refer to RSC- NPCC comments

Likes O
Dislikes 0

Aubrey Short - FirstEnergy - FirstEnergy Corporation - 1
Answer No
Document Name

Comment

Support FirstEnergy Comments submitted by Aaron Ghodooshim — Segment 4).

Likes O
Dislikes 0

Mike Kraft - Basin Electric Power Cooperative - 5
Answer No
Document Name

Comment

R1, R2, and R5 contain obligations that apply to low impact BES Cyber Systems. With the inherent low risk that comes with these systems, Basin
Electric questions whether the same protections for highs and mediums should be applicable to lows, especially in context of R1. Basin Electric would
prefer low impact requirements be included in CIP-003 rather than CIP-013. Basin Electric is concerned the inclusion of lows will necessitate
maintaining a list of low BES Cyber Systems and possibly a list of low BES Cyber Assets.

As stated in FERC Order 829, section 59, “The new or modified Reliability Standard must address the provision and verification of relevant security
concepts in future contracts for industrial control system hardware, software, and computing and networking services associated with bulk electric
system operations”. R1 does not align with the above FERC directive. FERC clearly insisted that future contracts will address the five attributes of
section 59.

If Future is added, Basin Electric requests that “Future” needs to be better defined. If a company has a contract that is multi-year and each year a new
Purchase Order is issued, the contract is not new or revised. There needs to be direction given on how to implement the requirements of the standard
going forward.



If Future is not added, then Basin Electric requests a possible foot note stating... that R1 applies to all contracts (agreements) starting on the date of
enforcement of CIP-013-1. As FERC has stated in FERC Order 693, section 253, Entities need to satisfy the Requirements in order to be compliant.

The SDT should update R1 to clearly state this, such as:

“R1. Each Responsible Entity shall implement one or more documented supply chain risk management plan(s) that address controls for mitigating
cyber security risks to future contracts concerning the procurement of BES Cyber Systems and, if applicable, associated Electronic Access Control or
Monitoring Systems, Physical Access Control Systems, and Protected Cyber Assets. The plan(s) shall address: “

This proposed update aligns with FERC Order 829, section 59 and clearly informs the applicable entity in what is required in future endeavors. R1 will
fulfill the FERC directive of having supply chain risk management plans for future procurement, which falls in line with the SDT’s “Notional BES Cyber
System Life cycle” model. Basin Electric does not agree with the “if applicable” wording and the addition of :” associated Electronic Access Control or
Monitoring Systems, Physical Access Control Systems, and Protected Cyber Assets”, as this is not within the FERC Order.

R1.1 and its parts seem to be disjointed. Basin Electric understands to have a Plan (R1) to mitigate cyber security risks to the future procurement of
BES Cyber Systems, etc. Within the Plan, entities are to use controls in their BES Cyber System planning and development “phase” (which is taken as
the Entity’s internal processes of wants and needs). To have controls during the “planning and development” phase will not have an impact on the
procurement of a BES Cyber System, etc., since nothing is occurring; this is a planning phase, only. Entities are only discussing their wants and

needs. This is similar to the caveat within the NERC Defined term of Operating Instruction; (A discussion of general information and of potential options
or alternatives to resolve Bulk Electric System operating concerns is not a command and is not considered an Operating Instruction.) R1.1 has two
parts that should address what is required to occur within the plan concerning the objective of R1.1.

Recommend R1.1 to read “The use of controls for BES Cyber Systems to:”

R1.1.1 Identify and assess risk(s) during the procurement and deployment of vendor products and services; and” (unchanged for the proposed
draft). This updated wording of R1.1, directs the use of controls within the plan of R1 and R1.1 states use controls to accomplish the attributes of
R1.1.1.

Then R1.1.2, states the Entity is to “...evaluate methods to address identified risk(s)”. As written, the Entity is to review (address?) their methods to
mitigate identified risk(s). Without saying, does this part need to be within the proposed Standard? The intent is to mitigate any known risks, not
evaluate methods to identify risk(s). This could be viewed as an entity’'s method of industry trends to see what new “processes” there are to “evaluate
methods to address identified risk(s). Or is this required in order to keep the “how and what” an entity does up to date and current with known “identify
and assess” practices. If so, please clarify.

It may be less ambiguous if R1.1.2 is rewritten to read; “Evaluate mitigation methods to address identified risk(s)”. This clearly supports R1 where the
Requirement states “...controls for mitigating cyber security risks...”.



Request that R1.2.parts be updated so Entities will clearly know their expectations under this proposed Standard:

Please add clarification to what is meant by vendor “services” as stated in R1.2.

R1.2.1, Process(es) for receiving notification of vendor identified security events; or “Process(es) for receiving notification and release notes of vendor
identified security events;

Justification: this updated wording will establish agreed upon processes between the vendor and entity.

R1.2.2, Process(es) for being notified when vendor employee remote or onsite access should no longer be granted,;

Justification: this updated wording will establish agreed upon processes between the vendor and entity and that the entity need to be kept current on
who is authorized by the vendor and allowed by the entity to access BES Cyber Systems.

1.2.3, Process(es) for disclosure of known applicable system vulnerabilities;

Justification: this updated wording will establish agreed upon processes between the vendor and entity and not present a catch 22 when a vendor does
not share applicable system vulnerabilities. We also request the “applicable system” be added (as above). Entities may have other vulnerabilities that
will not impact the entity’s applicable system.

1.2.5. Process(es) for verifying software integrity and authenticity of all applicable software and patches that are intended for use;

Justification: this updated wording will establish agreed upon processes between the vendor and entity and relates R1.2.3 since the vendor disclosed a
vulnerability. Suggest rewording to ensure that it only applies to situations where the vendor provides means to verify software, since standard does not
impose requirements on vendors, Responsible Entity would otherwise be forced into non-compliance.

1.2.7. Process(es) to address risk(s) as determined in Part 1.1.2, if applicable.

Justification: The use of the word “other” is too broad based and could be viewed as all processes, even those outside of the NERC arena. With the
clause of “... in Part 1.1.2, if applicable” clearly points to the identified risks of R1.1.2.

Within R1, R1.2, the SDT added the clause, “if applicable” as it relates to EACMS, PACS and PCA’s and Basin Electric has concerns with this. As
written in the proposed Standard’s rational box, this item is covered in P.59. FERC Order 829, P. 59, in part states:

“59. The new or modified Reliability Standard must address the provision and verification of relevant security concepts in future contracts for industrial
control system hardware, software, and computing and networking services associated with bulk electric system operations”.



FERC does not state the use of EACMS, PACS and PCA’s, but rather “...must address the provision and verification of relevant security concepts in
future contracts for industrial control system hardware, software, and computing and networking services associated with bulk electric system
operations” (emphasis added).

By the SDT interpreting P 59 to mean EACMS, PACS and PCA's, this unnecessarily expands the scope of this proposed Standard above and beyond
the FERC directive. Basin Electric views this as, 1) future contracts concerning security concepts and 2) that support BES operations, which is the BES
Cyber Systems identified per CIP-002-5.1a, only. Notwithstanding that EACMAS and PACS is not associated with Low impact BES Cyber

Systems. Recommend that R1 and R1.2 have the “if applicable, EACMS, PACS and PCA’s” clause deleted. This will allow the Responsible Entity to
have their own risk based controls within their supply chain risk management plan(s) based on the definition of BES Cyber System.

The following statement is taken directly from the Rationale for Requirement R1: “Obtaining specific controls in the negotiated contract may not be
feasible and is not considered failure to implement an entity's plan.” This is not conveyed in the written standard’s requirement. Though vendors are not
intended to be affected by this standard’s requirements, Registered Entities will be forced to shy away from purchasing software from companies that
cannot meet this standard. We see Regional Entities’ Enforcement teams having a difficult time in upholding any possible violations with this standard.

Likes O
Dislikes 0

Kelly Silver - Con Ed - Consolidated Edison Co. of New York - 1, Group Name Con Edison
Answer No
Document Name

Comment

For R1.1.2: We seek further clarification of the intent. As, written the requirement is ambiguous:
1.
i. Isthe intent to have the entity evaluate potential methods to mitigate risk? or;
ii. To evaluate the effectiveness of mitigating that risk? or;

iii. Is it meant to identify the controls in place to mitigate the identified risks?

Revise R1.2.1 as follows, “Process(es) for notification of vendor security events that affect BES reliability;”

For R1.2.1: Page 6 of the Guidance and Examples document list both notification from the vendor and notifications from the entity. The R1.2.1
language is unclear in requiring both notifications. Request an update to the Guidance and Examples or the Requirement, for consistency.



Itis not clear if R1 applies to High, Medium and Low since R3, R4 and R5 specify the impact level. This standard should be written using the
Applicability Tables used in CIP-003 through CIP-011.

R1.1 is vague in the language used with terms like “assess risk” and “evaluate”.

Concern that the Entity interpretation can be very different than Auditor interpretation. Once an entity has completed its risk evaluation, this
determination cannot be overturned by the Regional Entity.

Requirements overlap with existing CIP standards and create double jeopardy situations. Change 1.2.7 from pointing to 1.1.2t0 1.1.1
The following statements from the R1 Rationale box are important caveats for compliance and should be included in the Requirement text:

o ‘“Implementation of the cyber security risk management plan(s) does not require the Responsible Entity to renegotiate or abrogate existing
contracts.”

e “Obtaining specific controls in the negotiated contract may not be feasible and is not considered failure to implement an entity's plan.”

Likes O
Dislikes 0

Michael Ward - Seminole Electric Cooperative, Inc. - 4
Answer No
Document Name

Comment

Seminole Electric comments submitted by Michael Haff

Likes O
Dislikes 0

William Harris - Foundation for Resilient Societies - 8

Answer No
Document Name Resilient Societies CIP 013-1 Comments 03042017.docx
Comment

See overview comments and comments specific to Req2uirement R1, in attached file.

Likes O
Dislikes 0



Nicholas Lauriat - Network and Security Technologies - 1
Answer No
Document Name

Comment

Both the draft guidance document and the “Rationale for Requirement R1" section of the draft Standard contain the statement, “Obtaining specific
controls in the negotiated contract may not be feasible and is not considered failure to implement an entity's plan.” However, there is nothing in any
Requirement or any Requirement Part containing such language. Language similar to existing technical feasibility language in CIP-002 through CIP-011
should be added.

N&ST considers requirement part 1.2.2 redundant with existing CIP-004-6 Requirements R4 and R5 and recommends that either it be deleted from this
Standard or modified to indicate a Responsible Entity may address it with existing CIP-004 access management procedures.

N&ST considers requirement part 1.2.6 redundant with existing CIP-005-5 Requirements R1 and R2 and recommends that either it be deleted from this
Standard or modified to indicate a Responsible Entity may address it with existing CIP-005 procedures for Electronic Access Points and for Interactive
Remote Access.

N&ST also recommends that all “Vendor remote access” requirements relevant to supply chain management be presented in one top-level requirement,
not in two (R1 and R4).

N&ST also recommends that all “Software integrity and authenticity” requirements be presented in one top-level requirement, not two (R1 and R3).

Likes O
Dislikes 0

Shannon Mickens - Southwest Power Pool, Inc. (RTO) - 2 - SPP RE, Group Name SPP Standards Review Group
Answer No
Document Name

Comment

We recommend the drafting team remove the phrase “if applicable, associated Electronic Access Control or Monitoring Systems, Physical Access
Control Systems, and Protected Cyber Assets” from the language of Requirement R1 and Section 1.2 because, we feel that this language is
inconsistent with FERC Order 829 Directive language. Also, we suggest that the drafting team add some clarity to the sub-parts of Section 1.2 so that
the industry will clearly know their expectations.

In reference to Requirement R1 and contracts, we suggest that the term “future contracts” be included in the proposed language of the Requirement.
Also, we suggest the drafting team develop a definition for the term “future contracts” that would potentially include the phrase “new or modified
contracts on or after the date of Enforcement” in the proposed definition.

SPP’s proposed language revision to R1:



“Each Responsible Entity shall implement one or more documented supply chain risk management plan(s) that address controls for mitigating cyber
security risks to future contracts pertaining to the procurement of the BES Cyber System.”

Finally, we feel that the Measurement and Requirement language is inconsistent with the sub-part language. In the second sentence of the

Requirement and Measurement the term “mitigating” is used, and we suggest replacing the term with “addressing”. We need to ensure all of our risk
management options are available to us.

Likes O
Dislikes 0

Rob Collins - Rob Collins On Behalf of: Scotty Brown, Southern Indiana Gas and Electric Co., 1, 6, 5, 3; - Rob Collins
Answer No
Document Name

Comment

With Vectren's commitment to safety, reliability, and compliance excellence, we appreciate the opportunity to provide comments. Vectren supports
attention to the threat of inadequate supply chain risk management procedures and offer these comments to that end. We propose the SDT modify
standard language based on Vectren's proposed language below:

R1. Each Responsible Entity shall implement one or more documented supply chain risk management plan(s) that address controls for mitigating
cyber security risks to industrial control systems project planning that include processes to identify and evaluate risks during the procurement

process. For control system procurement activities related to industrial control systems covered by NERC CIP Standards CIP-002 through CIP-012 and
CIP-014 that shall include:

1.1 Planning, including the implementation of controls to identify, evaluate, and assess risks during the procurement and deployment of products and
services.

1.2 Criteria for products and services that address:
1.2.1. Disclosing known product vulnerabilities;
1.2.2. Verifying product integrity and authenticity of software patches; and
1.2.3. Controlling vendor-initiated interactive remote access and

machine etssm achine rem ot ac
In the event the SDT does not accept the above changes, Vectren asks the following comments be considered:

R1



1.2 - How do we address these requirements with large companies (Microsoft, Oracle, etc.)? How do we document the decision to stay with a preferred
source that refuses to comply or cannot comply? Is there a threshold or risk level?

1.2.1 - "Vendor security events" is too broad of a statement. Does this include physical security events as well? Vectren recommends placing some
type of a boundary around this statement. How do we document the decision to stay with the vendor if they refuse to comply? Is this identifying for
1.2.4 coordination? How does vendor security event relate to vendor-related cyber security incidents — is it the same?

1.2.3 — Technical Guidance & Examples states that for the duration of the relationship with the vendor cooperation in access to documentation
regarding identified security breaches. Standard states R1 and R2 are for the procurement of products, not operation/maintenance.

1.2.4 - "vendor-related cyber security incidents" is too broad of a statement. Place some type of a boundary around this statement. Coordinate with
vendor, internally, what is our responsibility? If Microsoft has a phishing attempt, what does that mean to the utility? Is that an event for the

utility? What is the trigger for the utility to implement their plan?

1.2.6 - Would an Entity-owned anti-virus server that provides signature updates to assets be considered "vendor initiated" system-to-system remote
access?

Add the forward-looking language to the standard, itself.

Propose to remove security events. Would this require contract language that requires vendor to notify utility within 24 hours of a security event?

Likes O
Dislikes 0

Fred Frederick - Southern Indiana Gas and Electric Co. - 3

Answer No

Document Name

Comment

With Vectren's commitment to safety, reliability, and compliance excellence, we appreciate the opportunity to provide comments. Vectren supports

attention to the threat of inadequate supply chain risk management procedures and offer these comments to that end. Vectren proposes that the SDT
modify standard language based on Vectren's proposed language below:

R1. Each Responsible Entity shall implement one or more documented supply chain risk management plan(s) that address controls for mitigating
cyber security risks to industrial control systems project planning that include processes to identify and evaluate risks during the procurement

process. For control system procurement activities related to industrial control systems covered by NERC CIP Standards CIP-002 through CIP-012 and
CIP-014 that shall include:

1.1 Planning, including the implementation of controls to identify, evaluate, and assess risks during the procurement and deployment of products and
services.

1.2 Criteria for products and services that address:
1.2.1. Disclosing known product vulnerabilities;
1.2.2. Verifying product integrity and authenticity of software patches; and
1.2.3. Controlling vendor-initiated interactive remote access and

machine Temota cltbess.



In the event the SDT does not accept the above changes, Vectren asks the following comments be considered:
R1

1.2 - How do we address these requirements with large companies (Microsoft, Oracle, etc.)? How do we document the decision to stay with a preferred
source that refuses to comply or cannot comply? Is there a threshold or risk level?

1.2.1 - "Vendor security events" is too broad of a statement. Does this include physical security events as well? Vectren recommends placing some
type of a boundary around this statement. How do we document the decision to stay with the vendor if they refuse to comply? Is this identifying for
1.2.4 coordination? How does vendor security event relate to vendor-related cyber security incidents — is it the same?

1.2.3 — Technical Guidance & Examples states that for the duration of the relationship with the vendor cooperation in access to documentation
regarding identified security breaches. Standard states R1 and R2 are for the procurement of products, not operation/maintenance.

1.2.4 - "vendor-related cyber security incidents" is too broad of a statement. Place some type of a boundary around this statement. Coordinate with
vendor, internally, what is our responsibility? If Microsoft has a phishing attempt, what does that mean to the utility? Is that an event for the
utility? What is the trigger for the utility to implement their plan?

1.2.6 - Would an Entity-owned anti-virus server that provides signature updates to assets be considered "vendor initiated" system-to-system remote
access?

Add the forward-looking language to the standard, itself.

Propose to remove security events. Would this require contract language that requires vendor to notify utility within 24 hours of a security event?

Likes O
Dislikes 0

Darnez Gresham - Darnez Gresham On Behalf of: Dehn Stevens, Berkshire Hathaway Energy - MidAmerican Energy Co., 1, 3; - Darnez
Gresham

Answer No
Document Name

Comment

We commend the drafting team for attempting to meet the directives and respect their effort and commitment to that end. We agree with now acting
FERC chair LaFleur's comments in her dissent on Order 829, “The Commission is issuing a general directive in the Final Rule, in the hope that the
standards team will do what the Commission clearly could not do: translate general supply chain concerns into a clear, auditable, and enforceable
standard within the framework of section 215 of the Federal Power Act.”

We do not agree with the approach in R1 (and R2) of creating “plans” and the intent of the plans to “cover the procurement aspects of all four
objectives.”



Order 829's four objectives did not include creating “plans.” All four of the directives either direct or use examples of specific operational cyber security
controls which are best addressed as revisions to CIP-002 through -011.

Standards will not be effective, auditable or enforceable with a CIP-013 standard dueling with CIP-002 through -011 on scope and obligations.

CIP-002 through -011 are the appropriate place to address these operational security controls. These standards establish the least ambiguity in scope
of obligations. These standards make granular distinctions based on risk when assigning what BES Cyber Assets are subject to each requirement. The
risk distinctions go beyond just low, medium or high impact and incorporate Control Center, External Routable Connectivity and Interactive Remote
Access in assigning obligations for requirements.

NERC'’s Compliance Registry Summary of Unique Entities and Functions as of March 3, 2017, identifies 1,398 unique NERC entities. These entities
range from entities with a couple breakers for low impact Facilities (lines), to entities operating gigawatts of low impact generation units to entities
operating high-impact Control Centers for thousands of miles of medium impact Transmission Facilities, for example. All have BES Cyber Assets and all
have very different risks to the grid and different obligations under CIP-002 through CIP-011.

“Plans” cannot achieve an effective, auditable and enforceable standard for 1,398 NERC entities that address the complicated issues identified in
LaFleur's dissent ... and certainly not to meet the September 2017 directed deadline.

Industry can at a minimum advance cyber security by revisions to operational security controls in CIP-002 through -011. Other commenters, including
EEI, are submitting examples of language as starting points.

We recommend the CIP-013 SDT request NERC to assign the CIP revisions SDT to assist the CIP-013 team to draft the technical revisions for each of
the four directives in CIP-002 through CIP-013. The CIP revisions SDT has met their Order 822 directive that had a deadline. To get the best standards
for reliability and meet the FERC Order 829 directives’ deadlines, NERC and industry should reprioritize SDT teams’ work and resources.

Likes 2 Berkshire Hathaway Energy - MidAmerican Energy Co., 1, Harbour Terry; Jeffrey Watkins, N/A, Watkins
Jeffrey

Dislikes 0

Steve Rawlinson - Southern Indiana Gas and Electric Co. - 1
Answer No
Document Name

Comment



With Vectren's commitment to safety, reliability, and compliance excellence, we appreciate the opportunity to provide comments. Vectren supports
attention to the threat of inadequate supply chain risk management procedures and offer these comments to that end. We propose the SDT modify
standard language based on Vectren's proposed language below:

R1. Each Responsible Entity shall implement one or more documented supply chain risk management plan(s) that address controls for mitigating
cyber security risks to industrial control systems project planning that include processes to identify and evaluate risks during the procurement

process. For control system procurement activities related to industrial control systems covered by NERC CIP Standards CIP-002 through CIP-012 and
CIP-014 that shall include:

1.1 Planning, including the implementation of controls to identify, evaluate, and assess risks during the procurement and deployment of products and
services.

1.2 Criteria for products and services that address:
1.2.1. Disclosing known product vulnerabilities;
1.2.2. Verifying product integrity and authenticity of software patches; and
1.2.3. Controlling vendor-initiated interactive remote access and

machine etssm achne rem ot ac
In the event the SDT does not accept the above changes, Vectren asks the following comments be considered:

R1

1.2 - How do we address these requirements with large companies (Microsoft, Oracle, etc.)? How do we document the decision to stay with a preferred
source that refuses to comply or cannot comply? Is there a threshold or risk level?

1.2.1 - "Vendor security events" is too broad of a statement. Does this include physical security events as well? Vectren recommends placing some
type of a boundary around this statement. How do we document the decision to stay with the vendor if they refuse to comply? Is this identifying for
1.2.4 coordination? How does vendor security event relate to vendor-related cyber security incidents — is it the same?

1.2.3 — Technical Guidance & Examples states that for the duration of the relationship with the vendor cooperation in access to documentation
regarding identified security breaches. Standard states R1 and R2 are for the procurement of products, not operation/maintenance.

1.2.4 - "vendor-related cyber security incidents" is too broad of a statement. Place some type of a boundary around this statement. Coordinate with
vendor, internally, what is our responsibility? If Microsoft has a phishing attempt, what does that mean to the utility? Is that an event for the

utility? What is the trigger for the utility to implement their plan?

1.2.6 - Would an Entity-owned anti-virus server that provides signature updates to assets be considered "vendor initiated" system-to-system remote
access?

Add the forward-looking language to the standard, itself.

Propose to remove security events. Would this require contract language that requires vendor to notify utility within 24 hours of a security event?

Likes O
Dislikes 0




Sean Bodkin - Dominion - Dominion Resources, Inc. - 6

Answer

No

Document Name

Comment

Dominion supports the work that the drafting team has performed to-date and understands that the current draft of CIP-013-1 is continuing to
evolve. Dominion has developed extensive comments to allow the drafting team to focus efforts on areas of particular concern with the current
draft. Dominion supports the team’s continued efforts to bring stakeholder knowledge and expertise together to develop an objective based
reliability standard that realistically addresses reliability gaps in the cyber supply chain process.

Dominion has a concern that the specific risks identified in P57 of FERC Order No. 829 are not included Requirement R1. The term used in the
current draft of CIP-013-1, “cyber security risks”, is overly broad and should be constrained by the enumerated risks in the FERC order.

Constraining language for the term ‘cyber security risks’ could include” risks associated with the of procurement and installation of unsecure

equipment or software, the risks associated with unintentionally failing to anticipate security issues that may arise due to network architecture or
during technology and vendor transitions, and the risks associated with purchasing software that is counterfeit or that has been modified by an
unauthorized party.”

Dominion recommends the development team consider the following language change for R1.:

“Each Responsible Entity shall implement one or more documented supply chain risk management plan(s) that include security considerations related

to cyber

security risks related to procuring and installing unsecure equipment or software, the risk of unintentionally failing to anticipate security issues

that may arise due to network architecture, unintentionally arise during technology and vendor transitions, and purchasing software that is counterfeit or

that has

been modified by an unauthorized party for BES Cyber Systems and, if applicable, associated Electronic Access Control or Monitoring

Systems, Physical Access Control Systems, and Protected Cyber Assets.”

R1:

In addition, Dominion recommends that system applicability should be clearly identified in the Rationale section of the requirement. Specifically,
it is recommended that the “to the extent applicable” language should be removed from part 1. 2 and from the Rationale for R1.

Dominion recommends the following for Parts 1.1.1 and 1.1.2:

i. ldentify and assess cyber security risk(s) to the BES, if any, during the procurement and deployment of vendor products and services;
and

ii. Evaluate methods to address identified risk(s).

The term “services” in Part 1.2 is very broad and could be interpreted differently by different parties. To ensure consistent understanding of this
term, Dominion recommends that the development team place context around the term ‘service’ as used in requirement R1.2 in a compliance
guidance document.

Dominion recommends that Part 1.2.7 be removed from CIP-013-1. The comprehensive list of risks in Parts 1.2.1 through 1.2.6 appropriately
addresses the risk.

As an alternative to the above recommendations, the development team could consider the following new proposed requirements in lieu of
requirement R1 and R2:

Each Responsible Entity shall implement one or more documented supply chain risk management plan(s) that include security considerations
related to cyber security risks of 1) procuring and installing un-secure equipment or 2) procuring and installing un-secure software, including
purchasing counterfeit software, or software that has been modified by an un-authorized party 3) unintentionally failing to anticipate security



issues that may arise due to network architecture, 4) unintentionally failing to anticipate security issues that may arise during technology and
vendor transitions for BES Cyber Systems and associated Electronic Access Control or Monitoring Systems, Physical Access Control Systems,
and Protected Cyber Assets. The supply chain plan(s) shall address:

1. 1. Process(es) for natification of vendor security events;

1.2. Process(es) for natification when vendor employee remote or onsite access should no longer be granted;

1.3. Process(es) for disclosure by the vendor of known vulnerabilities;

1.4. Coordination of response to vendor-related cyber security incidents;

1.5. Process(es) for verifying software integrity and authenticity of all software and patches that are intended for use; and,

1.6. Coordination of remote access controls for (i) vendor-initiated Interactive Remote Access and (ii) system-to-system remote access with a vendor(s);

R2: The supply chain plan(s) shall include a process whereby any risk identified by the vendor during the purchasing process is assessed, reviewed,
mitigating activities evaluated, and actions based on the selected mitigating activities implemented prior to placing the item(s) in service.

R3: The supply chain plan(s) shall be reviewed, updated as necessary, and approved by CIP SM or delegate at least once every fifteen (15) months.

The Rationale should explain that risks 1 and2 are addressed by R1.3 and R1.5, risk 3 by R1.1-R1.4 and R1.6, and risk 4 by R1.2, 1.3, and R1.6. And
that the planning and system lifecycle processes are addressed in the order are expected to encapsulate the purchasing process and are covered by
R2.

2. The SDT developed CIP-013-1 Requirement R2 to address the Order No. 829 directive for entities to periodically reassess selected controls and
keep plans up to date with emerging cyber security supply chain risk management concerns and vulnerabilities (P 46). Do you agree with the proposed
requirement? If you do not agree, or if you agree but have comments or suggestions for the proposed requirement provide your recommendation and
explanation.

Likes 0

Dislikes 0

RoLynda Shumpert - SCANA - South Carolina Electric and Gas Co. - 1,3,5,6 - SERC
Answer No
Document Name

Comment

In addition to high and medium impact BES Cyber Systems, the applicability of R1 should be clear to include low impact BES Cyber Systems.

SCE&G agrees with the concerns and question raised by the Security Practices Working Group of North American Generator Forum (NAGF) regarding
“if applicable”:

“The phrase “if applicable” is ambiguous in the language of the main requirement. One reading is that “if applicable” means that the requirement only
applies should the device types of associated EACMS, PACS or PCAs actually exist. Another reading is that “if applicable” is based on the risk that an
entity places on a particular vendor as part of its documented risk management plan(s). If an entity performs a risk assessment of its vendors and finds



that a vendor is a low or potentially zero risk (coupling a vendor’s reputation with their particular usage within an entity), does this mean that an entity
could determine that the protections in R1 are therefore “not applicable” and not place any additional expectations on them?”

SCE&G believes the current language of R1 places unacceptable burden on the Regional Entities because the obligations of R1 occur at the end of the
supply chain between Regional Entity and its vendor(s). Cyber security risks can occur at any phase of the supply chain(s) and R1 does not clearly
demarcate the supply chain(s) where the risk management plan(s) apply. It is not clear how far in the supply chain(s) of a BES Cyber Asset do
Responsible Entities need to identify and assess procurement risks. SCE&G is concerned that Regional Entities will be held responsible for
assessment and mitigation of risks outside of the Entities’ realm of influence over vendor internal processes and vendor’s supply chain(s).

Likes O
Dislikes 0

Kara Douglas - NRG - NRG Energy, Inc. - 3,4,5,6 - FRCC,MRO,WECC,Texas RE,NPCC,SERC,SPP RE,RF
Answer No
Document Name

Comment

NRG recommends that the overall structure of the proposed CIP-013 standard be changed to be consistent with CIP-004 through CIP-011 standards
(Specifically by applying similar formatting and use of applicability tables to identify the in-scope systems.) NRG recommends that the CIP-013
standard should focus only on R1 and R2. This would allow the operational controls to remain or be placed in the existing CIP standards.

NRG suggests that the drafting team consider the risk impact classification for Requirement R1 as they would with the other Requirements through the
Standard. Additionally, we suggest the drafting team remove the phrase “if applicable, associated Electronic Access Control or Monitoring Systems,
Physical Access Control Systems, and Protected Cyber Assets” from the language of R1 and section 1.2 because, we think that this language is
inconsistent with FERC Order 829 Directive language. Also, we suggest that the drafting team adds some clarity to the sub-parts of Section 1.2 on what
are the SDT intentions for the industry in reference to these sub-parts.

In reference to R1 and contracts, NRG suggests that the term “future contracts” be addressed in the requirement language such as: “new or modified
contracts” on or after the date of Enforcement. NRG recommends that these terms should be vetted in an implementation plan to include a conversation
of initial compliance versus implemented/ongoing compliance (for example, Registered Entities need clear understanding of the scope as it pertains to
plan reviews, new contracts, modified contracts, current contracts).

The Measurement and Requirement language is inconsistent with the sub-part language. In the second sentence of R1's Measures section, the term
“mitigating” is used and we suggest replacing the term with “addressing”. NRG recommends that the term “addressing” includes that Registered
Entities have the flexibility to exercise all risk management options within a Risk Management Plan (to include an acceptance of risk).

Each requirement should have a provision that allows an entity to accept the risk of selection a vendor that will not or cannot supply a control. The
requirement intent appears to be about control of a process of disclosure and communication (how a vendor notifies us). Whether a vendor fixes a
vulnerability does not appear to be the direct scope or intent of the requirement. Therefore, obtaining specific controls in the negotiated contract may
not be feasible. In these cases, NRG suggests that a failure to obtain and implement these controls is not considered a failure to implement an entity's
plan. NRG recommends that an entity be able to use a formalized risk management process to evaluate or accept the risk [Risk Management Plan]. In
the event that a vendor cannot supply a control, that a Registered Entity may be able to present a mitigating control or that the Registered Entity be
allowed to decide to accept the risk (for example a process to vet through a Registered Entity risk management, supply chain, and/or senior
management departments and a process to accept risk based on a risk matrix). This may be implied by R1.2.7; however NRG recommends that the
standard explicitly communicate that a level of risk acceptance can be part of an entities’ Risk Management Plan. The Risk Management Plan could



include steps to keep track of failures and steps to take in the event that vendor controls are found to be insufficient (for example, lessons learned
feedback and correction process) - in the Measures section. An example of demonstration of compliance could be a periodic (i.e. 15 month) survey to
the vendor during plan review (i.e. 15 month) validation of the notification processes between the two parties or dependent on the level or risk. NRG
recommends that R1 should have a description of elements of a good Risk Management Plan (Measures) to include how deficiencies will be addressed,
regular feedback to the vendor, and potential implications of non-conformance. NRG requests clarity on how revisions to the Risk Management Plan
would need to be addressed for contracts that are in the process of being negotiated since this negotiation process may take months.

For R.1.2.7, NRG recommends using “or” vs “and” after R1.2.6

In R1.2, NRG recommends rewording the requirement to “implement processes that describe controls to address risks identified in R1.1.” NRG
recommends that the intent of R1 to be to provide processes (for disclosure and responding controls). Therefore, NRG recommends that the Measure
be limited to the sufficiency of the Entities’ vendor controls and evaluation process. The Measures should state that the evaluation would be on an
entities process for evaluation and if a vendor does not uphold a negotiated communication process, this does not reflect a compliance violation on the
Registered Entity.

Likes O
Dislikes 0

David Rivera - New York Power Authority - 3
Answer No
Document Name

Comment

1. The Rational for Requirement R1 includes a definition of the term “vendors”. This definition is also included in the Guidelines and Examples
document. This term should be officially defined.

2. ltis not clear if R1 applies to high, medium and low since R3, R4 and R5 specify the impact level. The high, medium, low impact level
applicability would be much easier to understand if this standard were written to be consistent with CIP-004 through CIP-011 through the use of
Applicability Tables.

3. Rl.1lisvague in the language used with terms like “assess risk” and “evaluate”. The need to revise CIP-002 shows the difficulties that have
occurred when entities are required to assess risk. Request that the SDT encourage NERC to include in the CIP-013 RSAW, language similar
to that used in the CIP-003-7(i) RSAW, Attachment 1 Section 4, possible Notes to Auditor:

“The entity must document its determination as to what are the supply chain risks. Once this determination has been made and documented, the
audit team’s professional judgement cannot override the determination made by the Responsible Entity. “

4. For R1: This requirement requires both the development and the implementation of a plan. Recommend breaking this into three steps, which
follows CIP-014 — Entity to a) identify risk, b) develop a plan, c) implement plan in future contracts.

5. For R1: We recommend stating the responsible entity is not required to renegotiate or abrogate existing contracts. The rationale from R1 states
that “Obtaining specific controls in the negotiated contract may not be feasible and is not considered failure to implement an entity's plan.” This
should be incorporated into the Requirement itself.



6. For R1.1 and the R1 Rationale: The R1 Rationale and the Guidance document list “planning, acquisition and deployment” and versions of
these terms in the diagram. R1.1 uses “planning and development”. The meaning of “development” has not been clarified and is not part of the
process addressed by this standard. Suggest that “development” be clarified or removed.

7. For R1.1.2: We seek further clarification of the intent. As, written the requirement is ambiguous:

i. Isthe intent to have the entity evaluate potential methods to mitigate risk? or;
ii. To evaluate the effectiveness of mitigating that risk? or;
iii. Is it meant to identify the controls in place to mitigate the identified risks?

8. For R1.2.1: The words “Security Event” are in quotes the first time that they are used in the Guidelines and Examples document (page 6). If
the Guidelines and Examples document is providing a definition to be applied here, then” Security Event” should be replaced or clarified in the
Requirement. This clarification could include “any identified, threatened, attempted or successful breach of the vendor’s components, software
or systems used in the support of the Entity’'s BES Cyber System.” This new language differentiates R1.2.1 from the vulnerabilities in R1.2.3

9. For R1.2.1: Page 6 of the Guidance and Examples document list both notification from the vendor and notifications from the entity. The R1.2.1
language is unclear in requiring both notifications. Request an update to the Guidance and Examples or the Requirement, for consistency.

10. For R1.2.2: The requirement for the” process for notification” is very different than the “request vendor cooperation” guidance given on page 6,
line 22 of the guidance document the requirement as written would require that a process be defined and implemented. The failure of a vendor
to notify the entity would, at a minimum be a violation of the entities process or maybe even a compliance violation as a failure to implement the
process. Would like to see an additional statement in the requirement language that “A failure of a vendor to follow a defined process is not a
violation of this Requirement.”

11. Request clarification - May a responsible entity's procurement plan identify and mitigate risks without requiring vendor involvement for each
identified risk

12. Requirements overlap with existing CIP standards and create double jeopardy situations. Change 1.2.7 from pointingto 1.1.2to 1.1.1

13. The following statements from the R1 Rationale box are important caveats for compliance and should be included in the Requirement text:

“Implementation of the cyber security risk management plan(s) does not require the Responsible Entity to renegotiate or abrogate existing contracts.”

“Obtaining specific controls in the negotiated contract may not be feasible and is not considered failure to implement an entity's plan.”

Likes O
Dislikes 0

Alyssa Hubbard - SCANA - South Carolina Electric and Gas Co. - 5
Answer No
Document Name

Comment

Same as RoLynda Shumpert's comments from SCE&G:
In addition to high and medium impact BES Cyber Systems, the applicability of R1 should be clear to include low impact BES Cyber Systems.

SCE&G agrees with the concerns and question raised by the Security Practices Working Group of North American Generator Forum (NAGF) regarding
“if applicable™:

“The phrase “if applicable” is ambiguous in the language of the main requirement. One reading is that “if applicable” means that the requirement only
applies should the device types of associated EACMS, PACS or PCAs actually exist. Another reading is that “if applicable” is based on the risk that an
entity places on a particular vendor as part of its documented risk management plan(s). If an entity performs a risk assessment of its vendors and finds



that a vendor is a low or potentially zero risk (coupling a vendor’s reputation with their particular usage within an entity), does this mean that an entity
could determine that the protections in R1 are therefore “not applicable” and not place any additional expectations on them?”

SCE&G believes the current language of R1 places unacceptable burden on the Regional Entities because the obligations of R1 occur at the end of the
supply chain between Regional Entity and its vendor(s). Cyber security risks can occur at any phase of the supply chain(s) and R1 does not clearly
demarcate the supply chain(s) where the risk management plan(s) apply. It is not clear how far in the supply chain(s) of a BES Cyber Asset do
Responsible Entities need to identify and assess procurement risks. SCE&G is concerned that Regional Entities will be held responsible for
assessment and mitigation of risks outside of the Entities’ realm of influence over vendor internal processes and vendor’s supply chain(s).

Likes 0

Dislikes 0

Brad Lisembee - Southern Indiana Gas and Electric Co. - 6
Answer No
Document Name

Comment

With Vectren's commitment to safety, reliability, and compliance excellence, we appreciate the opportunity to provide comments. Vectren supports
attention to the threat of inadequate supply chain risk management procedures and offer these comments to that end. We propose the SDT modify
standard language based on Vectren's proposed language below:

R1. Each Responsible Entity shall implement one or more documented supply chain risk management plan(s) that address controls for mitigating
cyber security risks to industrial control systems project planning that include processes to identify and evaluate risks during the procurement

process. For control system procurement activities related to industrial control systems covered by NERC CIP Standards CIP-002 through CIP-012 and
CIP-014 that shall include:

1.1 Planning, including the implementation of controls to identify, evaluate, and assess risks during the procurement and deployment of products and
services.

1.2 Criteria for products and services that address:
1.2.1. Disclosing known product vulnerabilities;
1.2.2. Verifying product integrity and authenticity of software patches; and
1.2.3. Controlling vendor-initiated interactive remote access and

machine etsssm ach ne rem ote ac

In the event the SDT does not accept the above changes, Vectren asks the following comments be considered:



R1

1.2 - How do we address these requirements with large companies (Microsoft, Oracle, etc.)? How do we document the decision to stay with a preferred
source that refuses to comply or cannot comply? Is there a threshold or risk level?

1.2.1 - "Vendor security events" is too broad of a statement. Does this include physical security events as well? Vectren recommends placing some
type of a boundary around this statement. How do we document the decision to stay with the vendor if they refuse to comply? Is this identifying for
1.2.4 coordination? How does vendor security event relate to vendor-related cyber security incidents — is it the same?

1.2.3 — Technical Guidance & Examples states that for the duration of the relationship with the vendor cooperation in access to documentation
regarding identified security breaches. Standard states R1 and R2 are for the procurement of products, not operation/maintenance.

1.2.4 - "vendor-related cyber security incidents" is too broad of a statement. Place some type of a boundary around this statement. Coordinate with
vendor, internally, what is our responsibility? If Microsoft has a phishing attempt, what does that mean to the utility? Is that an event for the

utility? What is the trigger for the utility to implement their plan?

1.2.6 - Would an Entity-owned anti-virus server that provides signature updates to assets be considered "vendor initiated" system-to-system remote
access?

Add the forward-looking language to the standard, itself.

Propose to remove security events. Would this require contract language that requires vendor to notify utility within 24 hours of a security event?

Likes O
Dislikes 0

Richard Vine - California ISO - 2
Answer No
Document Name

Comment

The California ISO supports the comments submitted by the ISO/RTO Council (IRC) and the Security Working Group (SWG)

Likes O
Dislikes 0

Quintin Lee - Eversource Energy - 1
Answer No
Document Name

Comment

1) The Rational for Requirement R1 includes a definition of the term “vendors”. This definition is also included in the Guidelines and Examples
document. This term should be officially defined.



2) ltis not clear if R1 applies to high, medium and low since R3, R4 and R5 specify the impact level. The high, medium, low impact level applicability
would be much easier to understand if this standard were written to be consistent with CIP-004 through CIP-011 through the use of Applicability Tables.

3) R1.1isvague in the language used with terms like “assess risk” and “evaluate”. The need to revise CIP-002 shows the difficulties that have
occurred when entities are required to assess risk. Request that the SDT encourage NERC to include in the CIP-013 RSAW, language similar to that
used in the CIP-003-7(i) RSAW, Attachment 1 Section 4, possible Notes to Auditor:

“The entity must document its determination as to what are the supply chain risks. Once this determination has been made and documented, the audit
team’s professional judgement cannot override the determination made by the Responsible Entity. “

4)  For R1: This requirement requires both the development and the implementation of a plan. Recommend breaking this into three steps, which
follows CIP-014 — Entity to a) identify risk, b) develop a plan, ¢) implement plan in future contracts.

5) For R1: We recommend stating the responsible entity is not required to renegotiate or abrogate existing contracts. The rationale from R1 states
that “Obtaining specific controls in the negotiated contract may not be feasible and is not considered failure to implement an entity's plan.” This should
be incorporated into the Requirement itself.

6) For R1.1 and the R1 Rationale: The R1 Rationale and the Guidance document list “planning, acquisition and deployment” and versions of these
terms in the diagram. R1.1 uses “planning and development”. The meaning of “development” has not been clarified and is not part of the process
addressed by this standard. Suggest that “development” be clarified or removed.

7)  For R1.1.2: We seek further clarification of the intent. As, written the requirement is ambiguous:
{C}a. Isthe intent to have the entity evaluate potential methods to mitigate risk? or;
{C}b.  To evaluate the effectiveness of mitigating that risk? or;

{C}c. Is it meant to identify the controls in place to mitigate the identified risks?

8) ForR1.2.1: The words “Security Event” are in quotes the first time that they are used in the Guidelines and Examples document (page 6). If the
Guidelines and Examples document is providing a definition to be applied here, then "Security Event” should be replaced or clarified in the
Requirement. This clarification could include “any identified, threatened, attempted or successful breach of the vendor’'s components, software or
systems used in the support of the Entity’'s BES Cyber System.” This new language differentiates R1.2.1 from the vulnerabilities in R1.2.3

9) For R1.2.1: Page 6 of the Guidance and Examples document list both notification from the vendor and notifications from the entity. The R1.2.1
language is unclear in requiring both notifications. Request an update to the Guidance and Examples or the Requirement, for consistency.



10) For R1.2.2: The requirement for the "process for notification” is very different than the “request vendor cooperation” guidance given on page 6, line
22 of the guidance document The requirement as written would require that a process be defined and implemented. The failure of a vendor to notify
the entity would, at a minimum be a violation of the entities process or maybe even a compliance violation as a failure to implement the process. Would
like to see an additional statement in the requirement language that “A failure of a vendor to follow a defined process is not a violation of this
Requirement.”

11) Request clarification - May a responsible entity's procurement plan identify and mitigate risks without requiring vendor involvement for each
identified risk?

Likes 0

Dislikes 0

Amelia Sawyer - CenterPoint Energy Houston Electric, LLC - 1 - Texas RE
Answer No
Document Name

Comment

CenterPoint Energy believes requirement R1 should only be applicable to BES Cyber Systems and recommends removing the portion of the
requirement in R1 and R1.2 that states “and, if applicable, associated Electronic Access Control or Monitoring Systems, Physical Access Control
Systems, and Protected Cyber Assets”. The FERC order is focused on “industrial control system hardware, software, and services associated with bulk
electric system operations” and does not mention Electronic Access Control and Monitoring System (EACMS), Physical Access Control System
(PACYS), or Protected Cyber Assets (PCA). These additional systems are low risk and not considered industrial control systems. CenterPoint Energy
recommends taking a risk-based approach as stated in the FERC order, so entities can focus their efforts on the supply chain risk management of BES
Cyber Systems, which pose a higher risk to the Bulk Electric System. Additionally, this requirement is applicable to High, Medium, and Low Impact BES
Cyber Systems, but Low Impact BES Cyber Systems do not have EACMS, PACS, and PCA.

If the intent of R1 is address the procurement controls, CenterPoint Energy recommends stating that in the main R1 requirement; otherwise, the sub-
requirements in R1 can appear to be duplicative of the technical operational controls in R3 and R4. Furthermore, the expectation for R1 is not clear for
open source products with no vendor or products bought off the shelf with no purchase contract.

CenterPoint Energy recommends deleting R1.1.2 as the items in R1.2 appear to be the mitigation for the risks identified in R1.1. There is no need for a
separate statement about mitigation in R1.1.2.

R1.2.1 uses the term “security events” which is not defined and the meaning could vary for each vendor. CenterPoint Energy recommends defining the
term for consistency.

R1.2.2 appears to be redundant to CIP-004 R5.1 and R5.2 and extends to PACS and PCA requirements formerly required only for BES Cyber Systems
(BCS) and Electronic Access Control and Monitoring Systems (EACMS).

R1.2.4 should capitalize the term “cyber security incident” because it is a NERC defined term.

R1.2.5 includes “all software and patches” which conflicts with the existing CIP Standards.



R1.2.6 is either redundant with or in conflict with CIP-005 requirements to identify inbound and outbound access permissions with reason for access
and control remote access with 2 factor authentication and an identified access control system. It is unclear what additional evidence would be expected
to satisfy this requirement.

R1.2.7 is far too broad, requiring and exposing to audit a potentially infinite number of new processes. The requirement wording is not appropriate for a
Reliability Standard.

Likes O

Dislikes 0

Dennis Sismaet - Northern California Power Agency - 6
Answer No
Document Name

Comment

| support the comments submitted by Brian Evans-Mongeon, Utility Services, Inc, and Marty Hostler, Northern California Power Agency.

Likes O
Dislikes 0

Ballard Mutters - Orlando Utilities Commission - 3
Answer No
Document Name

Comment

OUC has been engaging in dialogue with peers of trade associations such as Large Public Power Council to address the CIP-013 standard
development activities. We continue to be a strong supporter of efforts that ensure the security of the bulk electric system. We appreciate the great
strides that the SDT has made in the development of this standard to address the elements of the FERC Order while balancing reasonable
responsibilities as required by the electric industry in support of the security objectives.

OUC does not agree with including all BES Cyber Systems in Requirement R1. Using a risk-based approach, OUC requests limiting this requirement to
high and medium only. As the current low impact requirements do not require entities to conduct an inventory of equipment and software or identify
systems, OUC believes this requirement will place substantial additional administrative burden on entities with low impact assets. If a risk management
plan is to be required low, with a reduced set of requirements to address their lower risk, OUC requests that those requirements be included as an
element of R5 so all the low impact requirements are together or, ideally, included in CIP-003 along with the content of R5.

OUC requests that the SDT add the following language from the rationale to the language of the standard: “Implementation of the cyber security risk
management plan(s) does not require the Responsible Entity to renegotiate or abrogate existing contracts.”



OUC is concerned about compliance obligations for procurement activities associated with multi-party wide-area contracts such as state & city
negotiated contracts. An exception, comparable to a CIP Exceptional Circumstance, should be included in the standard for these kinds of procurement
activities (see OUC'’s response to Question #9 for additional information on exceptions).

OUC notes that the Rationale for R1 includes a definition of the term “vendors”. This definition is also included in the Technical Guidance and
Examples document. This term should be officially added to the NERC Glossary of Terms and capitalized when used.

For R1.1.2 OUC requests changing the word evaluate to determine.

For R1.2.1 OUC requests that the words Security Event and the definition from the Technical Guidance and Examples document be placed in the
NERC Glossary of Terms and capitalized when used.

For R1.2.1 OUC requests that the SDT provide clarification on the language in the guidance document related to 1.2.1. The document references the
“process for notification” which is very different than the “request vendor cooperation” language. The requirement as written would require that a
process be defined and implemented. OUC requests additional language in the requirement that addresses “entities are not required to validate a
vendor is adhering to its processes and a failure of a vendor to follow a defined process is not a violation of this Requirement.”

Likes O
Dislikes 0

Lauren Price - American Transmission Company, LLC - 1
Answer No
Document Name

Comment

At the main Requirement level, while the rationale for Requirement R1 clearly states,

“Implementation of the cyber security risk management plan(s) does not require the Responsible Entity to renegotiate or abrogate existing contracts,
consistent with Order No. 829 (P. 36) as specified in the Implementation Plan”,

the requirement language is silent to this stipulation and therefore could lead to future confusion if left absent from the requirement language.

For ultimate clarity, ATC recommends the SDT consider the inclusion of language within the Requirement R1 itself that provides this specificity of
scope. Proposed language for consideration could include phrasing like, but not limited to:

“Each Responsible Entity shall implement one or more documented supply chain risk management plan(s) for new/future vendor/supply chain
contracts, agreements, and/or relationships that address controls for mitigating...”

Additionally, it is not uncommon for operational technology to be proprietary, and as such to limit the supplier base and/or the industry’s
options/bargaining power over supplier practices. While the Rationale provided by the SDT carries the message that the intent is for this requirement to
be forward-thinking and exclude existing contracts, even if the above proposed language were incorporated for clarity, it does not address the gap
incurred after initial enforcement and implementation is achieved. Once the Standard would be enforceable, inevitably existing contracts will continue to
age and will need to be renewed or renegotiated. This requirement language does not address that condition, the feasibility of the imposed obligations
upon the future expiration of existing contracts, nor the potential unintended consequences that may be incurred at the time that renewal or
renegotiation process are initiated as those existing contracts reach maturity and ultimately expiration. Consequently, the industry must assure that any
future regulations regarding supply chain are constructed in a manner that 1.) supports successful and ongoing accomplishment of safe, secure,



resilient, and reliable operation of the Bulk Electric System as existing contracts reach maturity and inevitably age to the level of expiration, 2.) prevents
the unintended consequences that are at variance with the intent to maintain safe, secure, resilient, and reliable operation of the Bulk Electric System.

As an example, some unintended consequences could include, and may not be limited to:

e Rendering previously contracted and necessary suppliers inviable upon the renewal or renegotiation of expiring/expired contracts creating a
gap in the ability to procure necessary limited or proprietary supply that supports reliable operations,

e The industry being subject to the operationally risky, unnecessarily time-constrained, and cost prohibitive need to perform wholesale
replacements of infrastructure with a new supplier to achieve compliance,

e The industry being held hostage by its suppliers through cost prohibitive supplier capitalization via unreasonable increase to the cost of supplier
services containing contractual language that meet the CIP-013-1 requirements for their products/services.

The absence of a provision to accommodate for these potential conditions could lead to an impossibility of compliance and/or could compromise
reliability if the Registered Entity 1.) cannot procure necessary products without being subject to a compliance violation, or 2.) is forced to abandon
current solutions and perform wholesale upgrades or replacements of BES Cyber System infrastructure in order to comply, 3.) is forced to pay
exorbitant fees to renegotiate/renew contracts with limited suppliers of necessary limited or proprietary products. Proposed language for consideration
could include phrasing like, but not limited to:

“Each supply chain risk management plan(s) shall contain provisions to address instances where expired/expiring vendor/supply chain contracts,
agreements, and/or relationships cannot be reasonably renewed in a compliant mode without posing significant risk to safe, secure, resilient, and
reliable operation of the Bulk Electric System and its BES Cyber Assets.”

Requirement R1:

The scope of R1 is too broad in its reference to BES Cyber Systems without consideration of impact-rating. Consequently, some of the proposed
requirements are duplicative of existing requirements for high and/or medium impact BES Cyber Systems, and others exceed the controls required for
approved and future enforceable CIP Cyber Security Reliability Standards for low impact BES Cyber Systems.

1. This approach is at odds with the overall intent for the CIP Cyber Security Standards to be constructed in a manner that applies graduated
controls commensurate with the risk associated to the impact rating of the BES Cyber System.

2. This approach creates double jeopardy in certain instances, and is at variance with the approach to the body of documentation that comprises
the CIP Cyber Security Standards wherein significant effort was invested to eliminate cross references and duplicative content.

3. Through it redundancy, this approach is at odds with the efforts associated to the FERC filing of proposed retired standards for Project 2013-02
Paragraph 81, and the intent to eliminate requirements are administrative in nature only and therefore that do not provide security or reliability
value.

4. This approach is at odds with the directive in FERC Order No. 829 (P.2), which directed NERC to draft a new or modified Reliability Standard
wherein “...In making this directive, the Commission does not require NERC to impose any specific controls, nor does the Commission require
NERC to propose “one-size-fits-all” requirements.

Requirement R1 Sub Requirement 1.1.2:

At the sub requirement level, R1 sub requirement 1.1.2 is broad and unclear. ATC recommends the SDT consider providing clarification if anything
actionable is expected beyond just an evaluation, such as creating a plan to address the risk and then mitigating risk where possible.

Requirement R1 Sub Requirement 1.2.2:

R1.2.2 is simultaneously duplicative and additive to the language and/or intent of existing approved and effective CIP Cyber Security Reliability
Standards as consequence of the broad reference to BES Cyber Systems without consideration of impact-rating in Requirement R1.



1. CIP-004-6 R4 and R5 address access management and revocation for individuals having cyber or unescorted access to specified high and/or
medium impact-rated BES Cyber Systems and associated Cyber Assets. The existing enforceable CIP-004-6 standard is silent to the capacity
with which a given individual is engaged with a Registered Entity, and therefore in its silence addresses employees, contractors, interns,
apprentices, and even vendors or suppliers etc. The existing implemented access requirements within CIP-004-6 are more prescriptive than
what is proposed for CIP-013-1 rendering CIP-013-1 R1.2.2 superfluous. Consequently, CIP-013-1 R1.2.2 adds no value and rather creates a
condition of potential double jeopardy for existing approved and enforceable Standard CIP-004-6 R5. Through it redundancy, this approach is
also at odds with the efforts associated to the FERC filing of proposed retired standards for Project 2013-02 Paragraph 81, and the intent to
eliminate requirements are administrative in nature only and therefore that do not provide security or reliability value.

2. CIP-003-6 R1.2 prescribes policy level controls, and CIP-003-6 R2 Attachment 1 Sections 2-3 necessitate plans for the implementation of
physical and electronic controls for low impact BES Cyber Systems. CIP-013-1 R1.2.2 effectively expands the scope and requirements for
access of vendor employees beyond what is mandated as access requirements of low impact BES Cyber Systems to all other types of
employees and Registered Entity engagements wit personnel. Any expansion in scope to access requirements or controls for low impact BES
Cyber Systems as defined in the currently approved and enforceable Standard should be subject to the Standards Authorization Request,
Development, Commenting, and Balloting Processes so as not to be effectively revising an existing approved and enforceable Reliability
Standard through the creation of a separate one.

3. Additionally, the inclusion of “onsite access” within the proposed language in 1.2.2 is an expansion in scope from the second directive in
FERC Order No. 829 (P.2), which directed NERC to draft a new or modified Reliability Standard that “...should address the following security
objectives, discussed in detail below: (1) software integrity and authenticity; (2) vendor remote access; (3) information system planning; and
(4) vendor risk management and procurement controls.”

Requirement R1 Sub Requirement 1.2.4 and 1.2.6:

For consistency with other 1.2.x sub requirements, ATC recommends the SDT consider replacing ‘Coordination’ with ‘Process’ by revising the language
in both R1.2.4 and R1.2.6 to “Process to respond to vendor-related....”, and “Process to implement remote access controls...”, respectively.

Requirement R1 Sub Requirement 1.2.5:

CIP-013-1 R1.2.5 is heavily dependent on supplier capabilities and their willingness to provide tools and/or mechanism to enable Registered Entities to
perform integrity or authenticity verification. ATC recommends the SDT consider incorporating language that provides flexibility where it is not
technically possible.

Likes O

Dislikes 0

Brian Bartos - CPS Energy - 1,3,5
Answer No
Document Name

Comment

CPS Energy supports the comments provided by ERCOT and APPA

Likes O
Dislikes 0



Amy Casuscelli - Amy Casuscelli On Behalf of: David Lemmons, Xcel Energy, Inc., 5, 3, 1; - Amy Casuscelli
Answer No
Document Name

Comment

Xcel Energy supports the comments filed by the Edison Electric Institute (EEI).

Likes O
Dislikes 0

Warren Cross - ACES Power Marketing - 1,3,4,5 - MRO,WECC,Texas RE,SERC,SPP RE
Answer No
Document Name

Comment

1. We are concerned about the risks associated with BES Cyber Asset products and services that may contain potentially malicious functionality,
are counterfeit, or are otherwise vulnerable due to poor manufacturing and development practices within the industrial control system supply chain.
However, the proposed draft standard extends well beyond software authenticity and beyond the ability for entities to manage.

2. New requirements for naotification of changes in supplier workforce and incident reporting are impossible to implement and audit due to a lack of a
consistent approach and application amongst entities. Industry and industrial supply chain vendors would serve more time sending out notification
agreements and attestations than working on making a better and more secure product. Would the supply chain vendor be required to send out a
notification every time an employee leaves or finds a virus in the office? If so, then the requirement will be too burdensome for vendors and entities to
manage.

3.  We believe NERC language in the in the draft standard would have a significant negative impact on the industrial control system community over
the long term. As seen in the nuclear industry, specific standards that are outside of other critical sectors will only drive cost up and a willing supply of
vendors, down.

4.  The need for such a broad set of requirements are unnecessary due to the existing requirement for the entity to have an incident response plan,
anti-virus protection and patch management.



5.  The additions of “and, if applicable, 4 associated Electronic Access Control or Monitoring Systems, Physical Access Control Systems, and 5
Protected Cyber Assets” in requirement 1 greatly expands the scope of cyber assets. ACES recommends limiting the cyber assets in scope to BES
Cyber Assets.

Likes O

Dislikes 0

Wendy Center - U.S. Bureau of Reclamation - 5
Answer No
Document Name

Comment

Though each of the objectives in Order 829 is addressed, Reclamation recommends a more simplified format for the requirements as the SDT originally
suggested in the Cyber Security Supply Chain Management Technical Conference on November 10, 2016.

As part of Supply Chain Risk Management, Reclamation understands that the risks associated with interaction with vendors, their products, and/or their
services are to be considered and mitigated with controls such as contract clauses, physical controls, and/or electronic controls (including vendor
remote access). Reclamation recommends that Requirement R1 should instead address the development of one or more supply chain risk
management plans that identify risks and controls for mitigating cyber security risks throughout the life cycle(s) of BES Cyber Systems and, if
applicable, associated Electronic Access Control or Monitoring Systems, Physical Access Control Systems, and Protected Cyber Assets.

Within Requirement R1, the life cycle steps to consider in identifying risks and the respective controls should include but not be limited to: evaluation of
design, procurement, acquisition, testing, deployment, operation, and maintenance.

Within each Requirement, the sub-requirements should distinguish between high, medium, and low impact BES Cyber Systems and other supporting
systems. Reclamation recommends the implementation plan enforcement dates be staggered based on high, medium, and low impact for auditing
purposes and to allow the associated risks and severity levels to be spelled out more clearly.

Likes 0

Dislikes 0

Laura Nelson - IDACORP - Idaho Power Company - 1
Answer No
Document Name

Comment



Rationale for Requirement R1:

The rationale language for R1 states, “The cyber security risk management plan(s) specified in Requirement R1 apply to BES Cyber Systems." If the
intent of the “BES Cyber Systems” reference is to be applicable for all three impact classifications (High, Medium and Low), IPC recommends adding
impact classification language.

The rationale language for R1 states, “Implementation of the cyber security risk management plan(s) does not require the Responsible Entity to
renegotiate or abrogate existing contracts.” How does the SDT expect Responsible Entities to demonstrate compliance if existing contracts are
acceptable?

The rationale language for R1 states, “The objective of verifying software integrity and authenticity (Part 1.2.5) is to ensure that the software being
installed in the applicable cyber system was not modified without the awareness of the software supplier and is not counterfeit.” How does the SDT
expect Responsible Entities/vendors to demonstrate compliance with this?

The rationale language for R1 states, “Implementation of the cyber security risk management plan(s) does not require the Responsible Entity to
renegotiate or abrogate existing contracts, consistent with Order No. 829 (P. 36) as specified in the Implementation Plan.” IPC suggests including the
verbiage “with vendors, suppliers or other entities executed as of the effective date of CIP-013-1" to the third paragraph of the “Rationale for
Requirement R1.”

R1

The requirement language for R1 states, “Each Responsible Entity shall implement one or more documented supply chain risk management plan(s) that
address controls for mitigating cyber security risks to BES Cyber Systems and, if applicable, associated EACMS, PACS and PCAs.” If the intent of the
“BES Cyber Systems” reference is to be applicable for all three impact classifications (High, Medium and Low), IPC recommends adding impact
classification language. In addition, if the intent of the “if applicable” reference is to imply “EACMS, PACS and PCAs associated with BES Cyber
Systems,” IPC recommends replacing the “if applicable” language with “and their associated” language to remain consistent with current enforceable
standard language.

R1.2 — IPC has concerns about the ability of a Responsible Entity to comply with, as written, R1.2, specifically R1.2.1 — R1.2.7. IPC believes there will
be instances when vendors (e.g., larger IT vendors, smaller vendors, open source software, etc.) will not agree to provide all of the information
necessary to meet the R1.2.1 — R1.2.7 requirements, potentially forcing Responsible Entities to look at other, lower quality options to ensure
compliance, or vendors will use the required compliance control(s) as leverage during contract negotiations. The rationale for R1 states, “Obtaining
specific controls in the negotiated contract may not be feasible and is not considered failure to implement an entity’s plan.” However, the rational
language does not translate to a release from the R1.2 requirements. How does the SDT foresee Responsible Entities demonstrating compliance when
an entity is unable to obtain a specified control(s)? Further, how does the SDT foresee these requirements being measured by auditors?

R1 and R1.2 require the development and implementation of “processes” and/or “plans.” If vendors refuse to agree to terms, what implementation
evidence does the SDT expect Responsible Entities to provide? Additionally, if the vendor agrees to the terms stated but fails to deliver according to the
documented process, does the SDT foresee this being viewed as non-compliance?

IPC would like to know what additional security measures R1.2.1, R1.2.3, and R1.2.4 provide that aren’t already covered by CIP-007-6, for example
CIP-007-6 R2?

IPC recommends adding mitigation plan verbiage to R1.2 requirement language.
M1

The measure language for R1 states, “Evidence shall include (ii) documentation to demonstrate implementation of the supply chain cyber security risk
management plan(s), which could include, but is not limited to, written agreements in electronic or hard copy format, correspondence, policy documents,
or working documents that demonstrate implementation of the cyber security risk management plan(s).” How will this measure apply to Responsible
Entities who do not renegotiate or abrogate existing contracts or are unable to obtain specific controls?



Likes O
Dislikes 0

Shawn Abrams - Santee Cooper - 1, Group Name Santee Cooper
Answer No
Document Name

Comment

Santee Cooper has been engaging in dialogue with peers of trade associations such as Large Public Power Corporation to address the CIP-013
standard development activities. We continue to be a strong supporter of efforts that ensure the security of the bulk electric system. We appreciate the
great strides that the SDT has made in the development of this standard to address the elements of the FERC Order while balancing reasonable
responsibilities as required by the electric industry in support of the security objectives.

Santee Cooper does not agree with including all BES Cyber Systems in Requirement R1 and suggest using a risk-based approach, to limit this
requirement to high and medium only. As the current low impact requirements do not require entities to conduct an inventory of equipment and
software or identify systems, Santee Cooper believes this requirement will place substantial additional administrative burden on entities with low impact
assets. If a risk management plan is to be required low, with a reduced set of requirements to address their lower risk, Santee Cooper requests that
those requirements be included as an element of R5 so all the low impact requirements are together or, ideally, included in CIP-003 along with the
content of R5.

Santee Cooper requests that the SDT add the following language from the rationale to the language of the standard: “Implementation of the cyber
security risk management plan(s) does not require the Responsible Entity to renegotiate or abrogate existing contracts.”

Santee Cooper is concerned about compliance obligations for procurement activities associated with system integrators. An exception, comparable to a
CIP Exceptional Circumstance, should be included in the standard for these kinds of procurement activities because they provide important negotiating
strength, flexibility, and effectiveness in contracting (see Santee Cooper’s response to Question #9 for additional information on exceptions).

Santee Cooper notes that the Rationale for R1 includes a definition of the term “vendors”. This definition is also included in the Technical Guidance and
Examples document. This term should be officially added to the NERC Glossary of Terms and capitalized when used. Additionally, Santee Cooper
requests that the term be used consistently throughout the standard and not switch between vendor and supplier.

For R1.1.2 requests changing the word evaluate to determine.

For R1.2.1 Santee Cooper requests that the SDT provide clarification on the language in the guidance document related to 1.2.1. The document
references the “process for notification” which is very different than the “request vendor cooperation” language. The requirement as written would
require that a process be defined and implemented. Santee Cooper requests additional language in the requirement that addresses “entities are not
required to validate a vendor is adhering to its processes and a failure of a vendor to follow a defined process is not a violation of this Requirement.”

In Measure M1, Santee Cooper requests that the language be changed to be consistent with the Requirement. Specifically, change “Evidence shall
include (i) one or more documented supply chain cyber security risk management plan(s) that address controls for MITIGATING cyber security risks as
specified in the Requirement...” to “Evidence shall include (i) one or more documented supply chain cyber security risk management plan(s) that
address controls for ADDRESSING cyber security risks as specified in the Requirement...” (BOLD emphasis added). The construction “address risk”
conforms to the text of the Requirement and acknowledges that risk might be avoided or transferred, for example, as opposed to mitigated.

Santee Cooper requests that the title of the standard be changed to “Vendor Risk Management” to clarify that the scope of the required activities relate
to the relationships among a utility and its vendors. In common usage, the term “supply chain risk management” encompasses a much broader scope of
concerns, including quality control and verification of third-party suppliers as well as addressing sole-source and international dependencies. Although



the FERC Order and SDT white paper cite concerns about both vendor risk and supply chain risk, the requirements actually proposed in CIP-013
address vendor risk. A change of title is a simple means to clarify what is intended in R1.1, in particular, and helps identify auditable actions throughout
R1.

Likess O

Dislikes 0

Teresa Cantwell - Lower Colorado River Authority - 1
Answer No
Document Name

Comment

LCRA does not agree with including all BES Cyber Systems in Requirement R1. Using a risk-based approach, LCRA requests limiting this requirement
to high and medium only. As the current low impact requirements do not require entities to conduct an inventory of equipment and software or identify
systems, LCRA believes this requirement will place substantial additional administrative burden on entities with low impact assets. If a risk
management plan is to be required low, with a reduced set of requirements to address their lower risk, LCRA requests that those requirements be
included as an element of R5 so all the low impact requirements are together or, ideally, included in CIP-003 along with the content of R5.

Likes 0

Dislikes 0

Aaron Cavanaugh - Bonneville Power Administration - 1,3,5,6 - WECC
Answer No
Document Name

Comment

BPA believes CIP-013-1 R1 should only apply to High and Medium cyber systems. Applicability to Low systems would potentially place a large burden
as current Low Impact requirements do not require entities to conduct an inventory of equipment and software or identify systems.

BPA requests that the SDT provide clarification as to how R1 would apply to TCAs.

1.2.1 - Is notification under 1.2.1 for what is known at the time of procurement or does it persist after the procurement is fulfilled? What is the time limit?
BPA proposes that the language be made consistent with the R1 rationale: “obtaining specific controls in the negotiated contract may not be feasible
and is not considered failure to implement an entity's plan.”



1.2.2 through 1.2.6 — BPA believes this expands the scope of CIP-004 R5. BPA requests clarification on what this applies to: does it apply to the vendor
or to the hardware/software?

The SDT should address gaps that apply to other standards within that standard and not group them into CIP-013-1. For the sub-parts of CIP-013 R1,
the scope might be more appropriate in the following locations:

e The topic of access control CIP-013 R1, P1.2.2 is addressed in CIP-004 R5, P5.1

e Vulnerability assessments CIP-013 R1, P1.2.3 is addressed in CIP-010 R3, P3.1

e Cyber security response CIP-013 R1, P1.2.4 is addressed in CIP-008 R1, P1.1

e Software security patches CIP-013 R1, P1.2.5 is addressed in CIP-007 R2, P2.1-2.4; BPA suggests revision to address all patches.

e Interactive Remote Access CIP-013 R1, P1.2.6 is addressed in CIP-005 R2, P2.1.

Likes O
Dislikes 0

Nathan Mitchell - American Public Power Association - 3,4
Answer No
Document Name

Comment

1) The Rational for Requirement R1 includes a definition of the term “vendors”. This definition is also included in the Guidelines and Examples
document. This term should be officially defined in the standard or added to the NERC Glossary of Terms and capitalized when used.

2)  For R1: This requirement requires both the development and the implementation of a plan. We recommend modifying this requirement into three
steps which follows the CIP-014 structure — Entity to 1) identify risk, 2) develop a plan, 3) develop an implementation timeline. The timeline should use
fixed dates or intervals and not dates that are linked to the completion of other compliance activities

3) The standard as written addresses Vendor Risk Management and no other supply chain risks such as sole source and international
dependencies. Suggest changing the name, purpose, and other areas of the standard from supply chain” to “vendor”.

4)  ForR1.1.2:

a. Werecommend changing evaluate to Determine. We also seek further clarification of the intent. As, written the requirement is ambiguous:
i. Isthe intent to have the entity evaluate potential methods to mitigate risk? or;
ii. to evaluate the effectiveness of mitigating that risk? or;

iii. is it meant to identify what controls you have to mitigate the risks you have?



b.  The evaluation of methods is a administrative task and similar to other tasks removed from the NERC standards as part of the Paragraph 81
project.

5) For R1.2.1: The words “Security Event” are in quotes the first time that they are used in the Guidelines and Examples document (page 6). If the
Guidelines and Examples document is providing a definition to be applied here, then this should be an officially defined term either in the standard or in
the NERC glossary. The s definition provided in the glossary is “any identified, threatened, attempted or successful breach of vendor’'s components,
software or systems” and “that have potential adverse impacts to the availability or reliability of BES Cyber Systems” It is unclear if the second portion is
meant to be part of the definition. Many cyber systems, like firewalls, are under constant threat and attempts to breach the systems security. Suggest
replacing “vendor security event” with “identification of a new security vulnerability”. Vendors may not be able to determine if a vulnerability “could have
potential adverse impact to the availability or reliability of BES Cyber System”. This clause would only be applicable in determining when an entity
would notify a vendor.

6) For R1.2.1: Page 6, line 12 of the Guidance and Examples document list both notification of security events from the vendor and notifications from
the entity. The R1.2.1 language is unclear in requiring both types of naotifications.

7) For R1.2.1: The requirement for the” process for natification” is very different than the “request vendor cooperation” guidance given on page 6, line
22 of the guidance document.

8) Page 6, line 12 of the guidance details the notification of the vendor by the entity. It is unclear that the R1.2.1 requires notification by the entity to
the vendor as detail in the guidance document.

9) Recommend that “Security Event” be changed to require the reporting of only newly identified security vulnerabilities.
10) Change 1.2.7 from pointing to 1.1.2 to 1.1.1. Remove 1.2 since 1.2.7 covers 1.2.

11) Do not agree with the current draft language that includes all High, Medium and Low BES Cyber Systems in Requirement R1. Suggests limiting this
requirement to High and Medium only as the current Low Impact requirements do not require entities to conduct an inventory of equipment and software
or identify systems. As written, this requirement will place additional administrative burden on entities and the impacts are not fully understood. If
controls are needed for low impact, suggest moving these to R5 to consolidate all low impact into a single requirement.

12) The Standard drafting team needs to verify that the SDT needs to make sure that there is no duplication in the standards. Provide guidance on
how areas that seem to overlap like Interactive Remote Access and CIP-005.

13) Request the SDT to consider adding the following language from the rationale to the language of the standard “Implementation of the cyber security
risk management plan(s) does not require the Responsible Entity to renegotiate or abrogate existing contracts.”

14) The Rationale for R1, it states that R1, P1.1 addresses P 56 of Order No. 829. P 56 calls for a risk assessment of the entities internal systems with
this language “how a responsible entity will include security considerations as part of its information system planning and system development lifecycle
processes”. R1, P1.1.1 calls for a risk assessment of the vendors systems with this language “procurement and deployment of vendor products and
services.” The language in the order does not match the language in the standard and therefore suggest that the language be consistent to provide
clarity.

15) There could be an impact of contract requirements on the ability of public utilities to piggyback on wide-area contracts such as those of National
Association of State Procurement Officials (NASPQO) Cooperative, Western States Contracting Alliance (WSCA), Washington State Department of
Enterprise Service, and others. Recommend that an exclusion be permitted in the case of such contracts, which are important to provide flexibility,
effectiveness, and negotiating strength for public utilities throughout the country. In some cases such contracts are required; also include language that
provides an exclusion for contracts that are covered by other laws or regulations.

16) The measure should not reference the word mitigation, which to an auditor may limit the actions an entity might take to address risk (such as avoid
or transfer). Suggest that “mitigate” be replace with “address” as listed in R1.2.

Likes 1 Austin Energy, 3, Preston W. Dwayne
Dislikes 0



Glenn Pressler - CPS Energy - 1
Answer No
Document Name

Comment

CPS Energy supports the comments provided by ERCOT and APPA

Likes O
Dislikes 0

Louis Guidry - Louis Guidry On Behalf of: Robert Hirchak, Cleco Corporation, 6, 5, 3, 1; - Louis Guidry
Answer No
Document Name

Comment

The FERC order applied to industrial control systems. The SDT is applying the standard to all BES Cyber Assets or systems. It is our belief that all

BES Cyber systems are not industrial control systems. The SDT should apply the requirements to industrial control systems such as DCS or EMS
systems located in power plants and control rooms.

Likes O
Dislikes 0

Shannon Fair - Colorado Springs Utilities - 6, Group Name Colorado Springs Utilities
Answer No
Document Name

Comment

Colorado Springs Utilities (CSU) has been engaging in dialogue with peers of trade associations such as Large Public Power Corporation to address
the CIP-013 standard development activities. We continue to be a strong supporter of efforts that ensure the security of the bulk electric system. We
appreciate the great strides that the SDT has made in the development of this standard to address the elements of the FERC Order while balancing
reasonable responsibilities as required by the electric industry in support of the security objectives.



CSU does not agree with including all BES Cyber Systems in Requirement R1. Using a risk-based approach, CSU requests limiting this requirement to
high and medium only. As the current low impact requirements do not require entities to conduct an inventory of equipment and software or identify
systems, CSU believes this requirement will place substantial additional administrative burden on entities with low impact assets. If a risk management
plan is to be required low, with a reduced set of requirements to address their lower risk, CSU requests that those requirements be included as an
element of R5 so all the low impact requirements are together or, ideally, included in CIP-003 along with the content of R5.

CSU requests that the SDT add the following language from the rationale to the language of the standard: “Implementation of the cyber security risk
management plan(s) does not require the Responsible Entity to renegotiate or abrogate existing contracts.”

CSU is concerned about compliance obligations for procurement activities associated with multi-party wide-area contracts such as national, regional,
state & city negotiated contracts. Examples include contracts from the National Association of State Procurement Officials (NASPO) Cooperative and
the Western States Contracting Alliance. An exception, comparable to a CIP Exceptional Circumstance, should be included in the standard for these
kinds of procurement activities because they provide important negotiating strength, flexibility, and effectiveness in contracting (see CS's Uresponse to
Question #9 for additional information on exceptions).

CSU notes that the Rationale for R1 includes a definition of the term “vendors”. This definition is also included in the Technical Guidance and Examples
document. This term should be officially added to the NERC Glossary of Terms and capitalized when used.

For R1.1.2 CSU requests changing the word evaluate to determine.

For R1.2.1 CSU requests that the words Security Event and the definition from the Technical Guidance and Examples document be placed in the NERC
Glossary of Terms and capitalized when used.

For R1.2.1 CSU requests that the SDT provide clarification on the language in the guidance document related to 1.2.1. The document references the
“process for natification” which is very different than the “request vendor cooperation” language. The requirement as written would require that a
process be defined and implemented. CSU requests additional language in the requirement that addresses “entities are not required to validate a
vendor is adhering to its processes and a failure of a vendor to follow a defined process is not a violation of this Requirement.”

In Measure M1, CSU requests that the language be changed to be consistent with the Requirement. Specifically, change “Evidence shall include (i) one
or more documented supply chain cyber security risk management plan(s) that address controls for MITIGATING cyber security risks as specified in the
Requirement...” to “Evidence shall include (i) one or more documented supply chain cyber security risk management plan(s) that address controls for
ADDRESSING cyber security risks as specified in the Requirement...” (BOLD emphasis added). The construction “address risk” conforms with the text
of the Requirement and acknowledges that risk might be avoided or transferred, for example, as opposed to mitigated.

CSU requests that the title of the standard be changed to “Vendor Risk Management” to clarify that the scope of the required activities relate to the
relationships among a utility and its vendors. In common usage, the term “supply chain risk management” encompasses a much broader scope of
concerns, including quality control and verification of third-party suppliers as well as addressing sole-source and international dependencies. Although
the FERC Order and SDT white paper cite concerns about both vendor risk and supply chain risk, the requirements actually proposed in CIP-013



address vendor risk. A change of title is a simple means to clarify what is intended in R1.1, in particular, and helps identify auditable actions throughout
R1.

Likes O
Dislikes 0

Leonard Kula - Independent Electricity System Operator - 2
Answer No
Document Name

Comment

The Rationale for R1 states, “Implementation of elements contained in the entity’s plan related to Party 1.2 is accomplished through the entities
procurement and negotiation process.” The SDT need to define the process for determining the minimum level deemed to be sufficient. Additionally, the
SDT needs to identify the course of action an entity must take and document where a vendor is unwilling or unable to meet the obligations set forth for
Responsible Entities.

R1. In FERC Order No. 829, paragraph 59 states, “The new or modified Reliability Standard must address the provision and verification of relevant
security concepts in future contracts for industrial control system hardware, software, and computing and networking services associated with bulk
electric system operations.” The Order does not address requirements for EACMS, PACS, or PCA as identified in R1. The SDT should limit the
requirement to the context of the Order.

R1.1.1. The obligation to “identify and assess risks” is extremely open-ended and ambiguous. In contrast, the draft Technical Guidance and Examples
document enumerates a list of 11 factors that should be considered in an entity’s plan. NERC standards should be clear on their face, and it is
inappropriate to require and entity to refer to draft Technical Guidance and Examples document for fundamental questions concerning whether an entity
is compliant with a given requirement. If the Drafting Team believes that this list of 11 factors within the draft Technical Guidance and Examples
document is a comprehensive list of factors that should be considered when “identifying and assessing risks,” these factors should be listed in the
standard as the exhaustive set of factors to be assessed. If the Drafting Team does not believe this list is complete or appropriate, an alternate list of
factors should be provided. Without clear requirements on the factors to be considered, there is substantial risk in inconsistency of implementation by
entities.

R1.1.1. The use of the term “deployment” can be read to require an ongoing obligation even after the software or hardware is in production. To avoid
confusion, the term “deployment” should be removed.

Likes O
Dislikes 0




Ginette Lacasse - Seattle City Light - 1,3,4,5,6 - WECC, Group Name Seattle City Light Ballot Body

Answer No
Document Name CIP-013 Comment Mar 2 revision SCL 2017-3-6.docx
Comment

The attached document has comments compiled for all the questions. Please note that the BOLD paragraphs below (YELLOW highlighted in
attachment) are uniquely Seattle City Lights. The un-highlighted comments were developed in collaboration with other entities and trade
organizations such as LPPC. These comments may be like those submitted by other entities but not necessarily. City Light recognizes the
challenges facing the SDT and appreciates the efforts the SDT is placing into working towards developing a solid standard.

Seattle City Light has been engaging in dialogue with peers of trade associations such as Large Public Power Corporation to address the CIP-013
standard development activities. We continue to be a strong supporter of efforts that ensure the security of the bulk electric system. We appreciate the
great strides that the SDT has made in the development of this standard to address the elements of the FERC Order while balancing reasonable
responsibilities as required by the electric industry in support of the security objectives.

Seattle City Light does not agree with including all BES Cyber Systems in Requirement R1. Using a risk-based approach, Seattle City Light requests
limiting this requirement to high and medium only. As the current low impact requirements do not require entities to conduct an inventory of equipment
and software or identify systems, Seattle City Light believes this requirement will place substantial additional administrative burden on entities with low
impact assets. If a risk management plan is to be required low, with a reduced set of requirements to address their lower risk, Seattle City Light
requests that those requirements be included as an element of R5 so all the low impact requirements are together or, ideally, included in CIP-003 along
with the content of R5.

Seattle City Light requests that the SDT add the following language from the rationale to the language of the standard: “Implementation of the cyber
security risk management plan(s) does not require the Responsible Entity to renegotiate or abrogate existing contracts.”

Seattle City Light is concerned about compliance obligations for procurement activities associated with multi-party wide-area contracts such
as national, regional, state & city negotiated contracts. Examples include contracts from the National Association of State Procurement
Officials (NASPO) Cooperative and the Western States Contracting Alliance. In some cases use of these contracts in procurement is
mandated by other laws or regulations. An exception, comparable to a CIP Exceptional Circumstance, should be included in the standard for
these kinds of procurement activities because they provide important negotiating strength, flexibility, and effectiveness in contracting (see
Seattle City Light’'s response to Question #9 for additional information on exceptions).

Seattle City Light notes that the Rationale for R1 includes a definition of the term “vendors”. This definition is also included in the Technical Guidance
and Examples document. This term should be officially added to the NERC Glossary of Terms and capitalized when used.

For R1.1.2 Seattle City Light requests changing the word evaluate to determine.

For R1.2.1 Seattle City Light requests that the words Security Event and the definition from the Technical Guidance and Examples document be placed
in the NERC Glossary of Terms and capitalized when used.

For R1.2.1 Seattle City Light requests that the SDT provide clarification on the language in the guidance document related to 1.2.1. The document
references the “process for notification” which is very different than the “request vendor cooperation” language. The requirement as written would
require that a process be defined and implemented. Seattle City Light requests additional language in the requirement that addresses “entities are not
required to validate a vendor is adhering to its processes and a failure of a vendor to follow a defined process is not a violation of this Requirement.”

In Measure M1, Seattle City Light requests that the language be changed to be consistent with the Requirement. Specifically, change
“Evidence shall include (i) one or more documented supply chain cyber security risk management plan(s) that address controls for
MITIGATING cyber security risks as specified in the Requirement...” to “Evidence shall include (i) one or more documented supply chain
cyber security risk management plan(s) that address controls for ADDRESSING cyber security risks as specified in the Requirement...”



(BOLD emphasis added). The construction “address risk” conforms with the text of the Requirement and acknowledges that risk might be
avoided or transferred, for example, as alternatives to being mitigated.

Seattle City Light requests that the title of the standard be changed to “Vendor Risk Management” to clarify that the scope of the required
activities relate to the relationships among a utility and its vendors. In common usage, the term “supply chain risk management”
encompasses a much broader scope of concerns, including quality control and verification of third-party suppliers as well as addressing
sole-source and international dependencies. Although the FERC Order and SDT white paper cite concerns about both vendor risk and supply
chain risk, the requirements actually proposed in CIP-013 address vendor risk. A change of title is a simple means to clarify what is intended
in R1.1, in particular, and helps identify auditable actions throughout R1.

Likes O
Dislikes 0

Linda Jacobson-Quinn - City of Farmington - 3
Answer No
Document Name

Comment

FEUS supports the comments submitted by APPA

Likes O
Dislikes 0

Chris Gowder - Chris Gowder On Behalf of: Carol Chinn, Florida Municipal Power Agency, 5, 6, 4, 3; Chris Adkins, City of Leesburg, 3; David
Schumann, Florida Municipal Power Agency, 5, 6, 4, 3; Don Cuevas, Beaches Energy Services, 1, 3; Ginny Beigel, City of Vero Beach, 3; Joe
McKinney, Florida Municipal Power Agency, 5, 6, 4, 3; Ken Simmons, Gainesville Regional Utilities, 1, 3, 5; Lynne Mila, City of Clewiston, 4;
Richard Montgomery, Florida Municipal Power Agency, 5, 6, 4, 3; Tom Reedy, Florida Municipal Power Pool, 6; - Chris Gowder, Group Name
FMPA

Answer No
Document Name

Comment

FMPA agrees with comments submitted by American Public Power Association.

Likes O
Dislikes 0




Jay Barnett - Exxon Mobil - 7
Answer No
Document Name

Comment

It is unclear how the risk and requirements in R5 for Low Impact BES Cyber Systems are differentiated from the other requirements and how the
requirements will be measured considering a list of Low Impact systems are not required. There seems to be some reduncancy between R1 and R5 for
Low Impact. Suggest removing Low Impact requirements from CIP-013 and incorporating into CIP-003 for consitency.

Likes O

Dislikes 0

Payam Farahbakhsh - Hydro One Networks, Inc. - 1
Answer No
Document Name

Comment

Ambiguity in R1

FERC Order No. 829 asks for a plan to be developed and implemented by the entity that includes security controls for supply chain management for
industrial control system hardware, software, and services associated with bulk electric system operations. It recognizes the diversity of BES Cyber
System environments, technologies and risks among entities. FERC states that the “Reliability Standard may allow a responsible entity to meet the
security objectives discussed below by having a plan to apply different controls based on the criticality of different assets.”

We find that the use of word “address” in R1 is creating ambiguity.

We suggest that requirement should be clear in stating that entities are to identify supply chain cyber security risks, evaluate controls and select
controls, and implement controls based on their acceptable risk levels for future procurement contracts.

In doing so, entities should consider, at minimum, the controls that are itemized in the FERC Order and evaluate whether implementation of those
controls are appropriate based on risk.

The four objectives that R1 should address are not clear

FERC Order states the “following four specific security objectives in the context of addressing supply chain management risks: (1) software integrity and
authenticity; (2) vendor remote access; (3) information system planning; and (4) vendor risk management and procurement controls. Responsible
entities should be required to achieve these four objectives but have the flexibility as to how to reach the objective (i.e., the Reliability Standard should
set goals (the “what”), while allowing flexibility in how a responsible entity subject to the Reliability Standard achieves that goal (the “how")).”

The required plan is not tied to the objectives stated in the FERC Order.
1.  For Information System Planning, FERC Order appears to ask that the responsible entity must include security considerations as part of its

information system planning and system development lifecycle. The information system planning and development lifecycle should be periodically
reviewed and approved by CIP Senior Manager.



We believe that R1.1 is intended to address the Information System Planning objective in the FERC Order. Consideration of security risks in
Information System Planning is the objective of the overall plan.

R1.1 causes ambiguity. It is not clear how controls can be used to identify and assess risk. Controls are used to mitigate risk. Evaluation of controls is
performed prior to their selection depending on the acceptable level of risk and cost associated with the controls. The verbiage of Part 1.1.2 requires
controls for the evaluation of methods to address risks. It does not require risks to actually be determined.

2. R1.2lists a number of controls (some specifically stated in the FERC Order) and does not identify which objective these controls are to address.

a. For Software Integrity and Authenticity objective, FERC Order appears to ask that at minimum, entities should
consider implementing the following controls to mitigate risk by:

1.  Verifying the identity of the software publisher for all software and patches that are intended for use on BES Cyber Systems; and
2. Verifying the integrity of the software and patches before they are installed in the BES Cyber System environment. (R1.2.5)

The Standard appears to address this objective in Requirement 3. There is overlap/redundancy between R1.2.5 and
Requirement 3.

b.  For Vendor Remote Access to BES Cyber Systems, FERC Order appears to ask that at minimum, entities should consider implementing controls
to mitigate risk by Logging and controlling all third-party (i.e., vendor) initiated remote access sessions including user-initiated and machine-to-machine
vendor remote access. (R1.2.6)

The Standard appears to address this objective in Requirement 4. There is overlap/ redundancy between R1.2.6 and Requirement 4.

C. For Vendor Risk Management and Procurement Controls, FERC Order appears to ask that at minimum, entities’ controls should consider
implementing controls to mitigate by means of:

1.  Vendor security event notification processes; (R1.2.1)
2. Vendor personnel termination notification for employees with access to remote and onsite systems; (R1.2.2)

3.  Product/services vulnerability disclosures, such as accounts that are able to bypass authentication or the presence of hardcoded passwords;
(R1.2.3)

4.  Coordinated incident response activities; and (R1.2.4)
5.  Other related aspects of procurement. (R1.2.7)

Related to R1.2.1, It is not clear what constitutes a “vendor security event”. Every vendor may have a different consideration for what constitutes a
“security event”. It could include an instance of employee fraud, workplace assault, or even the announcement of a patch release.

Related to R1.2.4, Cyber Security Incident is a NERC defined term. Is a cyber security incident a Cyber Security Incident? If not, what is the distinction?
If it is, the term will need to be capitalized. Also the term “vendor related cyber security incident” is not clear. Is it a Cyber Security Incident that could
happen during procurement and deployment stage?

We also find R1.2.7 is unnecessary and creates ambiguity.
Applicability

FERC Order suggests that entities can perform their own assessment of risks and determine applicability of controls based on that.



It is not clear how the described controls are applicable to BES Cyber Systems based on their risk level in the context of CIP Standards (Low, Medium,
and High).

The Standard extends applicability to the EACMS, PACS, and PCAs associated to BES Cyber Systems. We argue that PACS, EACMS and PCAs,
although are important for Physical and Electronic Security, are not necessarily “industrial control system hardware, software, and computing and
networking services associated with bulk electric system operations” as stated in the FERC Order.

This standard should not be applied to systems or assets not needed for BES operations.

Likes O
Dislikes 0

Erick Barrios - New York Power Authority -5
Answer No
Document Name

Comment

The NYPA Comments

Likes O
Dislikes 0

Joe Tarantino - Joe Tarantino On Behalf of: Arthur Starkovich, Sacramento Municipal Utility District, 4, 1, 5, 6, 3; Beth Tincher, Sacramento
Municipal Utility District, 4, 1, 5, 6, 3; Jamie Cutlip, Sacramento Municipal Utility District, 4, 1, 5, 6, 3; Kevin Smith, Balancing Authority of
Northern California, 1; Lori Folkman, Sacramento Municipal Utility District, 4, 1, 5, 6, 3; Susan Oto, Sacramento Municipal Utility District, 4, 1,
5, 6, 3; - Joe Tarantino

Answer No
Document Name

Comment

Sacramento Municipal Utility District (SMUD) has been engaging in dialogue with peers of trade associations such as Large Public Power Council to
address the CIP-013 standard development activities. We continue to be a strong supporter of efforts that ensure the security of the bulk electric
system. We appreciate the great strides that the SDT has made in the development of this standard to address the elements of the FERC Order while
balancing reasonable responsibilities as required by the electric industry in support of the security objectives.



SMUD does not agree with including all BES Cyber Systems in Requirement R1. SMUD supports a risk-based approach, while limiting this requirement
to high and medium only. As the current low impact requirements do not require entities to conduct an inventory of equipment and software or
identify systems, SMUD believes this requirement will place substantial additional administrative burden on entities with low impact assets. If a risk
management plan is to be required low, with a reduced set of requirements to address their lower risk, SMUD requests that those requirements be
included as an element of R5 so all the low impact requirements are together or, ideally, included in CIP-003 along with the content of R5.

SMUD requests that the SDT add the following language from the rationale to the language of the standard: “Implementation of the cyber security
risk management plan(s) does not require the Responsible Entity to renegotiate or abrogate existing contracts.”

SMUD is concerned about compliance obligations for procurement activities associated with multi-party wide-area contracts such as state & city
negotiated contracts. An exception, comparable to a CIP Exceptional Circumstance, should be included in the standard for these kinds of
procurement activities (see SMUD’s response to Question #9 for additional information on exceptions).

SMUD notes that the Rationale for R1 includes a definition of the term “vendors”. This definition is also included in the Technical Guidance and
Examples document. This term should be officially added to the NERC Glossary of Terms and capitalized when used.

For R1.1.2 SMUD requests changing the word evaluate to determine.



For R1.2.1 SMUD requests that the words Security Event and the definition from the Technical Guidance and Examples document be placed in the
NERC Glossary of Terms and capitalized when used.

For R1.2.1 SMUD requests that the SDT provide clarification on the language in the guidance document related to 1.2.1. The document references the
“process for notification” which is very different than the “request vendor cooperation” language. The requirement as written would require that a
process be defined and implemented. SMUD requests additional language in the requirement that addresses “entities are not required to validate a
vendor is adhering to its processes and a failure of a vendor to follow a defined process is not a violation of this Requirement.”

2. The SDT developed CIP-013-1 Requirement R2 to address the Order No. 829 directive for entities to periodically reassess selected controls and keep
plans up to date with emerging cyber security supply chain risk management concerns and vulnerabilities (P 46). Do you agree with the proposed

requirement? If you do not agree, or if you agree but have comments or suggestions for the proposed requirement provide your recommendation
and explanation.

Likes O
Dislikes 0

Melanie Seader - Edison Electric Institute - NA - Not Applicable - NA - Not Applicable
Answer No
Document Name

Comment

Requirement Placement (CIP-013 versus CIP-003)



R1 (and R2) includes low, medium, and high BES Cyber Systems; however, the current CIP Standards put the low impact BES Cyber Systems (LIBCS)
requirements in CIP-003. EEI recommends that the SDT consider whether to move the LIBCS requirements from CIP-013 into CIP-003. Moving the
LIBCS to CIP-003 may make it easier for Responsible Entities with only LIBCS to implement the requirements.

However, Responsible Entities with high, medium, and low impact BES Cyber Systems (HIBCS, MIBCS, and LIBCS) may be concerned that moving the
supply chain LIBCS requirements to CIP-003 may make it difficult for them to take a holistic approach to the CIP-013 requirements. For example, some
entities may want to focus on their BES Cyber System vendors and apply a single vendor-based approach for HIBCS, MIBCS, and LIBCS. Also, CIP-
013 is focused on the risk that vendors and suppliers may introduce into BES Cyber Systems, whereas the other CIP Standards are focused on more
general cybersecurity risks that can be addressed by Responsible Entity operational controls, which are within the control of the Responsible Entity.
Third-party risk is harder for Responsible Entities to control and the methods of control are more likely contractual than operational. For example, a
Responsible Entity cannot control a vendor’'s manufacturing process, but can ask questions during procurement as to how security risk is managed by
the vendor to help evaluate the level of risk the vendor may pose to the Responsible Entity. As a result, there may be value in keeping these
requirements out of the other CIP Standards, which focus on operational controls for cybersecurity risk.

Applicable Systems

Requirement R1 applies to LIBCS as well as HIBCS and MIBCS and their associated EACMS, PACS, and PCAs. We do not believe that EACMS,
PACS, and PCAs should be included under the scope of Requirement R1. The diversity and sheer number of these systems make it difficult to
document how Responsible Entities will address procurement for all of these systems in their risk management plans. Auditing these plans will also be
difficult.

Some products and services may pose greater risk than others depending on many factors including risk introduced by the vendor, risk introduced by
the vendor’s product/service, or how the Responsible Entity deploys the vendor product or service. As a result, the requirement’s objective should be to
get Responsible Entities to evaluate vendor cybersecurity practices during procurement and develop methods to mitigate potential risks, whether that is
choosing another vendor, implementing an operational control, or accepting the risk. CIP-013 cannot address all risk introduced by vendors and their
products and services. Vendors have a responsibility to reduce risk in their manufacturing processes and Responsible Entities have a responsibility to
reduce risk in their operations. The existing CIP standards already address Responsible Entity operational risk.

We are also concerned that by specifying the applicable systems in Requirement R1 that the requirement may be interpreted that every device in a
system must be addressed by these plans. We recommend that the SDT consider either narrowing the scope of the requirement language or making it
more flexible to allow Responsible Entities to define which systems need to be addressed by the plans based on the risk. For example, using “industrial
control systems associated with BES Cyber Systems” may narrow the scope to more critical systems; however, industrial control systems would need to
be defined by the SDT as interpretations may vary.

Security Objective

The security objective of Requirement R1 is unclear. Although it focuses on the Commission objectives 3 and 4, it would be helpful to make it clear in
the requirement language so that Responsible Entities understand the purpose of the requirement.

Objective 3 is focused on making sure that Responsible Entities do not unintentionally plan to procure or fail to anticipate security issues during
procurement or technology/vendor transitions. Objective 4 is focused on ensuring security concepts are addressed in future contracts. Both of these
objectives are focused on evaluation of the risk that the vendor or vendor product/service may introduce to the BCS by the Responsible Entity during
planning for and actual procurement of new systems. The controls that are required under Requirement R1 are also not operational controls, but
process controls to assess and evaluate the risk.

Risk Acceptance

We understand that Order No. 706 ordered the ERO to remove acceptance of risk language from the CIP Reliability Standards. In this case, it was tied
to a concern over uncontrolled compliance exceptions to addressing potential vulnerabilities and the Commission preferred the use of technical
feasibility, which led to technical feasibility exceptions. (See Order No. 706, P 150-151) We are not recommending the use of “acceptance of risk” in
CIP-013, but we want to make it clear that risk acceptance may be a good option in dealing with procurement controls (CIP-013, Requirement R1),
which are different than the operational controls covered by the other CIP Standards.



The security objective for Requirement 1 is focused on Responsible Entity awareness of risk that may be introduced by the vendor or vendor
product/service. The Responsible Entity’s ability to control this risk is limited. For example, the Responsible Entity may only have a few vendors to
choose from for a particular procurement and the vendors may not have a well-defined process for vendor security event notification. The Responsible
Entity can ask them to define a process and can even put language into a contract to require such a contract, but the vendors can say no. The
Responsible Entity is left with the choice of either not procuring this device or system or accepting the risk. Documenting a compliance exception for
every term the vendor does not agree to does not seem reasonable in light of the scope of Requirement R1 — the sheer numbers of systems covered
(HIBCS, MIBCS, and LIBCS) and diversity of vendors for each of these systems and system components. Responsible Entities also cannot make the
vendor develop or follow this process even if the vendor agrees to, which is also a consideration for the SDT — if the vendor does not comply with their
contract terms is the Responsible Entity subject to a violation and penalty?

We recommend that the SDT consider, set, and articulate compliance expectations with Requirements R1 and R2 and recognize the difference
between these procurement controls and the operational controls found in the rest of the CIP Standards.

Measure M1

We are concerned with the M1 language use of “written agreements” as a measure of plan implementation, even though it is introduced with “could
include, but is not limited to.” Requirement R1 does not (and should not) require Responsible Entities to use contract terms to meet the security
objective. However, contract terms may be one method of “how” to meet the security objective (“what”), but not all entities will choose this “how”. We are
concerned that the inclusion of “written agreements” in the measure text suggests that this is a key piece of evidence for compliance with R1. Also, the
use of “correspondence” in M1 could include “written agreements” if an entity chooses to use them for R1. We recommend removing “written
agreements in electronic or hard copy format” from M1.

We recommend the following language for consideration by the SDT:

R1. Each Responsible Entity shall implement one or more documented supply chain risk management plan(s) to minimize the cyber security risks from
vendors and vendor products and services to BES Cyber Systems during planning and procurement of industrial control systems. The plan(s) should
address one or more methods to:

1.1. Raise awareness of risk the vendor and vendor product or service may introduce, including awareness of vendor process(es) to:

1.1.1. Notify the Responsible Entity of vendor security events;

1.1.2. Notify the Responsible Entity of when vendor employee remote or onsite access should no longer be granted,;

1.1.3. Disclose known vulnerabilities to the Responsible Entity;

1.1.4. Coordinate the response to vendor-related cyber security incidents with the Responsible Entity;

1.1.5. Verify the software integrity and authenticity of vendor software and patches; and

1.1.6. Control remote access, including vendor-initiated interactive remote access and system-to-system remote access to the Responsible Entity

1.2 Assess risk(s) introduced by the vendor and vendor product or service identified by Part 1.1; and

1.3. Evaluate method(s) to address risk(s) identified by Part 1.2.

Likes 1 Webb Douglas On Behalf of: Chris Bridges, Great Plains Energy - Kansas City Power and Light Co., 3
Dislikes 0

Marc Donaldson - Tacoma Public Utilities (Tacoma, WA) - 3



Answer No
Document Name

Comment

Tacoma concurs with the comments provided by the LPPC.

Likes O
Dislikes 0

Jeff Johnson - Sempra - San Diego Gas and Electric - 1,2,3,4,5,6,7 - WECC
Answer No
Document Name

Comment

SDG&E agrees with EEI comments and proposed language. Particularly R1 should only focus on supply chain risk management during the
procurement phase rather than controls during operations. Operational controls on BES systems should be covered in other CIP standards.
Furthermore, if controls are to be required on a vendor's manufacturing process, in addition to those identified during RFP negotiations, these controls
should be consistent and verifiable by an industry standard (similar to 1ISO(?) 9001 certification).

Likes O
Dislikes 0

Wesley Maurer - Lower Colorado River Authority - 5
Answer No
Document Name

Comment

LCRA does not agree with including all BES Cyber Systems in Requirement R1. Using a risk-based approach, LCRA requests limiting this requirement
to high and medium only. As the current low impact requirements do not require entities to conduct an inventory of equipment and software or identify
systems, LCRA believes this requirement will place substantial additional administrative burden on entities with low impact assets. If a risk
management plan is to be required low, with a reduced set of requirements to address their lower risk, LCRA requests that those requirements be
included as an element of R5 so all the low impact requirements are together or, ideally, included in CIP-003 along with the content of R5.

Likes O
Dislikes 0




William Wenz - AES - Dayton Power and Light Co. - NA - Not Applicable - RF
Answer No
Document Name

Comment

Many of the aspects of CIP-013-1 R1 cannot be controlled by the entity, but instead need to have assurances from the vendor. In other CIP standards
there are operational controls that the entity can make to meet the requirements of the standards; these controls are things the entity can control.

The scope of R1 includes BCAs, EACMS PACS and PCAs with no guidance concerning the risk associated with each of these types of assets. Some
products and services may pose greater risk than others depending on many factors including risk introduced by the vendor, risk introduced by the
vendor’s product/service, or how the Responsible Entity deploys the vendor product or service. As a result, the requirement’s objective should be to get
Responsible Entities to evaluate vendor cybersecurity practices during procurement and develop methods to mitigate potential risks, whether that is
choosing another vendor, implementing an operational control, or accepting the risk. CIP-013 cannot address all risk introduced by vendors and their
products and services. Vendors have a responsibility to reduce risk in their manufacturing processes and Responsible Entities have a responsibility to
reduce risk in their operations. The existing CIP standards already address Responsible Entity operational risk.

We are also concerned that by specifying the applicable systems in Requirement R1 that the requirement may be interpreted that every device in a
system must be addressed by these plans. We recommend that the SDT consider either narrowing the scope of the requirement language or making it
more flexible to allow Responsible Entities to define which systems need to be addressed by the plans based on the risk. For example, using “industrial
control systems associated with BES Cyber Systems” may narrow the scope to more critical systems; however, industrial control systems would need to
be defined by the SDT as interpretations may vary.

Likes O

Dislikes 0

Terry Bllke - Midcontinent ISO, Inc. - 2, Group Name IRC-SRC
Answer No
Document Name

Comment

The IRC and SWG thanks the Drafting Team for their work and support the concepts in the security program enhancements addressing supply chain
risks.

The Rationale for R1 states, “Implementation of elements contained in the entity’s plan related to Party 1.2 is accomplished through the entities
procurement and negotiation process.” The SDT need to define the process for determining the minimum level deemed to be sufficient. Additionally, the
SDT needs to identify the course of action an entity must take and document where a vendor is unwilling or unable to meet the obligations set forth for
Responsible Entities.



R1. In FERC Order No. 829, paragraph 59 states, “The new or modified Reliability Standard must address the provision and verification of relevant
security concepts in future contracts for industrial control system hardware, software, and computing and networking services associated with bulk
electric system operations.” The Order does not address requirements for EACMS, PACS, or PCA as identified in R1. The SDT should limit the
requirement to the context of the Order.

R1.1.1. The obligation to “identify and assess risks” is extremely open-ended and ambiguous. In contrast, the draft Technical Guidance and Examples
document enumerates a list of 11 factors that should be considered in an entity’s plan. NERC standards should be clear on their face, and it is
inappropriate to require and entity to refer to draft Technical Guidance and Examples document for fundamental questions concerning whether an entity
is compliant with a given requirement. If the Drafting Team believes that this list of 11 factors within the draft Technical Guidance and Examples
document is a comprehensive list of factors that should be considered when “identifying and assessing risks,” these factors should be listed in the
standard as the exhaustive set of factors to be assessed. If the Drafting Team does not believe this list is complete or appropriate, an alternate list of
factors should be provided. Without clear requirements on the factors to be considered, there is substantial risk in inconsistency of implementation by
entities.

R1.1.1. The use of the term “deployment” can be read to require an ongoing obligation even after the software or hardware is in production. To avoid
confusion, the term “deployment” should be removed.

Likes O
Dislikes 0

William Wenz - AES - Dayton Power and Light Co. - NA - Not Applicable - RF
Answer No
Document Name

Comment

Many of the aspects of CIP-013-1 R1 cannot be controlled by the entity, but instead need to have assurances from the vendor. In other CIP standards
there are operational controls that the entity can make to meet the requirements of the standards; these controls are things the entity can control.

The scope of R1 includes BCAs, EACMS PACS and PCAs with no guidance concerning the risk associated with each of these types of assets. Some
products and services may pose greater risk than others depending on many factors including risk introduced by the vendor, risk introduced by the
vendor’s product/service, or how the Responsible Entity deploys the vendor product or service. As a result, the requirement’s objective should be to get
Responsible Entities to evaluate vendor cybersecurity practices during procurement and develop methods to mitigate potential risks, whether that is
choosing another vendor, implementing an operational control, or accepting the risk. CIP-013 cannot address all risk introduced by vendors and their
products and services. Vendors have a responsibility to reduce risk in their manufacturing processes and Responsible Entities have a responsibility to
reduce risk in their operations. The existing CIP standards already address Responsible Entity operational risk.

We are also concerned that by specifying the applicable systems in Requirement R1 that the requirement may be interpreted that every device in a
system must be addressed by these plans. We recommend that the SDT consider either narrowing the scope of the requirement language or making it
more flexible to allow Responsible Entities to define which systems need to be addressed by the plans based on the risk. For example, using “industrial
control systems associated with BES Cyber Systems” may narrow the scope to more critical systems; however, industrial control systems would need to
be defined by the SDT as interpretations may vary.



Likes O
Dislikes 0

Jason Snodgrass - Georgia Transmission Corporation - 1
Answer No
Document Name

Comment

Ql-Issuel-Discussion

(1) In reviewing the measures M1, R1 is written in a manner to collect evidence to achieve two objectives; (i) documentation of the plan, and (ii)
documentation to demonstrate implementation of the plan(s). According to NERC’s Drafting Team Reference Manual which was recently revised and
published October 19, 2016, on page 11 under section B — Requirements and Measures
(http://www.nerc.com/pa/Stand/Resources/Documents/Drafting%20Team%20Reference%20Manual _Oct2016 final.pdf), each requirement should
“achieve one objective.” The Reference Manual goes on to state: If a requirement achieves two objectives, such as developing a document and
distributing that document, then each objective should be addressed in its own requirement. Contrary to instructions delineated in the Reference
Manual, R1 requires Entities meet two objectives, develop and implement the supply chain risk management plan.

Ql-Issuel-Recommendation

GTC recommends R1 be separated into two separate requirements where the first objective of the FERC directive identified in paragraph 2 is
addressed to “develop a plan” (R1), and the second objective is addressed in its own requirement to “implement the plan” (new R2). This method
simplifies compliance documentation for the Responsible Entity and aligns with the principles documented in NERC’s Reference Manual. Additionally,
this method will simplify and provide clarity to achieve FERCs directive for the plan to be forward-looking as explained in further detail below.

Q1-Issue2-DISCUSSION

(2) The SDT has clarified in the rationale for requirement R1 that the implementation of the cyber security risk management plans(s) does not require
the Responsible Entity to renegotiate or abrogate existing contracts, consistent with Order No. 829 as specified in the Implementation

Plan. Additionally, Paragraph 59 stipulates to address security concepts in “future contracts”. However, GTC does not see this forward looking
language in the actual Requirement R1 that is specified by the FERC Order. GTC believes this forward looking language can be better clarified and
highlighted if the SDT accepts GTC's first recommendation to separate R1 into two requirements and “implement the plan” is written as its own
requirement.

Ql-Issue2-Recommendation
GTC recommends the following:
Separate R# to implement plan(s), then update the new Requirement with the following language: “Each Responsible Entity shall implement the

documented supply chain risk management plan(s) specified in Requirement R1. Implementation of the cyber security risk management plan(s) does
not require the Responsible Entity to renegotiate or abrogate existing contracts.”


http://www.nerc.com/pa/Stand/Resources/Documents/Drafting%20Team%20Reference%20Manual_Oct2016_final.pdf

Q1-Issue3-DISCUSSION

(3) Paragraph 45 of Order No. 829, clearly specifies “The Plan” should address, at a minimum, four specific security objectives in the context of
addressing supply chain management risks.

(P. 45) The plan required by the new or modified Reliability Standard developed by NERC should address, at a minimum, the following four specific
security objectives in the context of addressing supply chain management risks: (1) software integrity and authenticity; (2) vendor remote access; (3)
information system planning; and (4) vendor risk management and procurement controls.

Although R1 technically covers the four specific security objectives, the presentation lends itself somewhat confusing. R1.2.5 seems to align with
security objective (1), R1.2.6 seems to align with security objective (2), and are both subsets to R1.2 which seems to align with security objective (4).

Ql-Issue3-Recommendation

GTC believes R1 will be clearer to understand and that the drafting team could gain more support if the four specific security objectives required by
Order 829 Paragraph 45 had their own individual sub-requirement of “The Plan”, in lieu of sub-requirements of one of the security objectives such as:

R1.1 aligns with security objective 3 (information system planning) where the specifics of the third objective identified in paragraph 56 is captured as a
subset of R1.1;

R1.2 aligns with security objective 4 (vendor risk management and procurement controls) where the specifics of the fourth objective identified in
paragraph 59 is captured as a subset of R1.2;

R1.3 to align with security objective 1 (software integrity and authenticity) where the specifics of the first objective identified in paragraph 48 is captured
as a subset of R1.3; and

R1.4 to align with security objective 2 (vendor remote access) where the specifics of the second objective identified in paragraph 51 is captured as a
subset of R1.4.

Q1l-Issue4-DISCUSSION

(4) Order 829 Paragraph 58 refers to NIST Special Publication 800-53 for various supply chain development life cycle controls. The definition of Supply
Chain from NIST SP 800-53 r4 states that the “supply chain horizon" ends at the delivery of products/services to the acquirer. FERC Order 829
acknowledges this definition in paragraph 32, footnote 61.



Supply Chain: “Linked set of resources and processes between multiple tiers of developers that begins with the sourcing of products and services and
extends through the design, development, manufacturing, processing, handling, and delivery of products and services to the acquirer”

Accordingly, in the system lifecycle, the supply chain management process occurs prior to the identification of a Cyber Asset as a BES Cyber System
pursuant to the implementation of CIP-002-5.1a. This designation must only occur “upon commissioning” for planned system installations (and even
later for unplanned changes). Therefore, BES Cyber System identification, categorization as high, medium, or low impact; and also identifying
associated EACMS, PACS, and PCAs does not exist during the supply chain context. Therefore, R1 should be limited to a supply chain risk
management plan which will address controls for mitigating Supply Chain risks to hardware, software, and computing and networking services of Cyber
Assets which are intended to support Bulk Electric System operations as specified in Order 829 paragraph 43.

Q1-Issued4-Recommendation

GTC recommends the SDT adopt the aforementioned NIST SP 800-53 defined term Supply Chain for use with CIP-013-1 R1 in front of the term “risks”
to contain the Time Horizon to supply chain risk management, and also edit to account for the fact that BES Cyber System identification and
categorizations do not exist during the supply chain context.

An example of R1 is provided:

R1. Each Responsible Entity shall document a Supply Chain risk management plan(s) that address controls for mitigating Supply Chain risks to
hardware, software, and computing and networking services which are intended to support Bulk Electric System operations. The plan(s) shall address:

R1.1 The use of controls for mitigating Supply Chain risks associated with information system planning
R1.2 The use of controls for mitigating Supply Chain risks associated with vendor risk management and procurement controls
R1.3 The use of controls for mitigating Supply Chain risks associated with software integrity and authenticity

R1.4 The use of controls for mitigating Supply Chain risks associated with vendor remote access

Q1-Issue5-DISCUSSION

GTC disagrees with the inclusion of associated Electronic Access Control or Monitoring Systems, Physical Access Control Systems, and Protected
Cyber Assets in requirement R1. GTC finds no reference to the inclusion of these associated systems in FERC Order 829 and recommends their
removal from this standard.

Further, GTC questions whether the use of the term BES Cyber Systems is appropriate in a standard which is limited per FERC Order 829 to “the
context of addressing supply chain management risks.” In the system lifecycle, the supply chain management process occurs prior to the identification
of a Cyber Asset as a BES Cyber System pursuant to the implementation of CIP-002-5.1a. This designation must only occur “upon commissioning” for
planned system installations (and even later for unplanned changes). Therefore, BES Cyber System identification, categorization as high, medium, or
low impact; and also identifying associated EACMS, PACS, and PCAs does not exist during the supply chain context.



Q1-Issue5-Recommendation

GTC recommends the removal of any reference to Electronic Access Control or Monitoring Systems, Physical Access Control Systems, and Protected
Cyber Assets. GTC recommends removal of references to BES Cyber Systems and replacing it with the phrase “hardware, software, and computing
and networking services which are intended to support Bulk Electric System operations.”

Likes O

Dislikes 0

Bob Case - Black Hills Corporation - 1,3,5,6 - WECC
Answer No
Document Name

Comment

R1.1 is acceptable in regard to requiring entities to have a plan to identify and assess risks with procured equipment. R1.2 is unacceptable

because Entity creation of Detective Controls for the four Objectives of P. 45 is considered out of the Entity's scope. If only one Entity and one Vendor
existed, the individual sub-parts of R1.2 may be feasible for control planning — but this approach is not viable for hundreds of entities and dozens of
vendors. The Entity is capable of identifying Preventative Controls, in concept, but they will only be effective if all the vendors in the supply chain make
a diligent effort to implement the controls all the way back to the first-line suppliers. Corrective Action Controls are critical, but would be able to be
implemented only after a problem is identified.

Likes O
Dislikes 0

Maryanne Darling-Reich - Maryanne Darling-Reich On Behalf of: Eric Egge, Black Hills Corporation, 1, 3, 6, 5; - Maryanne Darling-Reich
Answer No
Document Name

Comment

See comments submitted by Black Hills Corporation

Likes O
Dislikes 0



Bob Reynolds - Southwest Power Pool Regional Entity - 10
Answer No
Document Name

Comment

The requirement should focus on the risk of the software or services being procured and not allow for the possibility of a Registered Entity taking a risk
view based upon the impact categorization of the BES Cyber System or EACMS, PACS, or PCA that is affected by the procurement. The requirement
needs to clearly be focused on the vendor processes without regard to the Cyber Assets impacted by the vendor. The controls need to include
processes for granting vendor access in addition to the processes for notifying when removal of access is necessary. The controls to grant access
should include expectations for the conduct of training and personnel risk assessments, including review, modification as necessary, and acceptance of
the vendor’s process by the Registered Entity, if applicable, along with expectations of what evidence of compliance will be provided to the Registered
Entity by the vendor. Part 1.2.4 should include an expectation of notification by the vendor in addition to coordination of the response.

Likes 0

Dislikes 0

Bradley Calbick - Bradley Calbick On Behalf of: Bryan Cox, Avista - Avista Corporation, 3, 1, 5; - Bradley Calbick
Answer No
Document Name

Comment

Avista supports the comments filed by the Edison Electric Institute (EEI).

Likes O
Dislikes 0

Ruida Shu - Northeast Power Coordinating Council - 1,2,3,4,5,6,7,8,9,10 - NPCC, Group Name RSC no Dominion and NextEra
Answer No
Document Name

Comment

1) The Rational for Requirement R1 includes a definition of the term “vendors”. This definition is also included in the Guidelines and Examples
document. This term should be officially defined.



2) ltis not clear if R1 applies to high, medium and low since R3, R4 and R5 specify the impact level. The high, medium, low impact level applicability
would be much easier to understand if this standard were written to be consistent with CIP-004 through CIP-011 through the use of Applicability Tables.

3) R1.1lisvague inthe language used with terms like “assess risk” and “evaluate”. The need to revise CIP-002 shows the difficulties that have
occurred when entities are required to assess risk. Request that the SDT encourage NERC to include in the CIP-013 RSAW, language similar to that
used in the CIP-003-7(i) RSAW, Attachment 1 Section 4, possible Notes to Auditor:

“The entity must document its determination as to what are the supply chain risks. Once this determination has been made and documented, the audit
team’s professional judgement cannot override the determination made by the Responsible Entity. “

For R1: With respect to the obligation to “identify and assess risks,” the standard is extremely open-ended. In contrast, the Compliance Guidance
enumerates a list of 11 factors that should be considered. NERC standards should be clear on their face, and it should not be necessary to refer to
Compliance Guidance for basic questions concerning whether an entity is in compliance with a given requirement. If the Drafting Team believes that
this list of 11 factors is a comprehensive list of factors that should be considered when “identifying and assessing risks,” these factors should be listed in
the standard as the exhaustive set of factors to be assessed. If the Drafting Team does not believe this list is complete or appropriate, a complete list of
factors should be provided. Without clear guidance, as to factors that should be considered, there is substantial compliance risk if a subjective auditor
disagrees with the risk factors identified by an entity

R 1.1.1 — The use of the term “deployment” can be read to require an ongoing obligation even after the software or hardware is in production (i.e. once
deployed). To avoid confusion, the term “deployment” should be removed or clarified.

4)  For R1: This requirement requires both the development and the implementation of a plan. Recommend breaking this into three steps, which
follows CIP-014 — Entity to a) identify risk, b) develop a plan, ¢) implement plan in future contracts.

5) For R1: We recommend stating the responsible entity is not required to renegotiate or abrogate existing contracts. The rationale from R1 states
that “Obtaining specific controls in the negotiated contract may not be feasible and is not considered failure to implement an entity's plan.” This should
be incorporated into the Requirement itself.

6) For R1.1 and the R1 Rationale: The R1 Rationale and the Guidance document list “planning, acquisition and deployment” and versions of these
terms in the diagram. R1.1 uses “planning and development”. The meaning of “development” has not been clarified and is not part of the process
addressed by this standard. Suggest that “development” be clarified or removed.

7)  For R1.1.2: We seek further clarification of the intent. As, written the requirement is ambiguous:
a. Isthe intent to have the entity evaluate potential methods to mitigate risk? or;

b.  To evaluate the effectiveness of mitigating that risk? or;



C. Is it meant to identify the controls in place to mitigate the identified risks?

8) For R1.2.1: The words “Security Event” are in quotes the first time that they are used in the Guidelines and Examples document (page 6). If the
Guidelines and Examples document is providing a definition to be applied here, then” Security Event” should be replaced or clarified in the
Requirement. This clarification could include “any identified, threatened, attempted or successful breach of the vendor’'s components, software or
systems used in the support of the Entity’'s BES Cyber System.” This new language differentiates R1.2.1 from the vulnerabilities in R1.2.3

9) For R1.2.1: Page 6 of the Guidance and Examples document list both notification from the vendor and notifications from the entity. The R1.2.1
language is unclear in requiring both notifications. Request an update to the Guidance and Examples or the Requirement, for consistency.

10) For R1.2.2: The requirement for the” process for notification” is very different than the “request vendor cooperation” guidance given on page 6, line
22 of the guidance document the requirement as written would require that a process be defined and implemented. The failure of a vendor to notify the
entity would, at a minimum be a violation of the entities process or maybe even a compliance violation as a failure to implement the process. Would like
to see an additional statement in the requirement language that “A failure of a vendor to follow a defined process is not a violation of this Requirement.”

For R1.2: A newly added (in the 1/19/17 draft) sentence in the Rationale (R1) section states: “Implementation of elements contained in the entity’s plan
related to Part 1.2 is accomplished through the entities procurement and negotiation process. Who determines whether it was a sufficient effort to
“implement the elements” as part of the procurement and negotiation process? What if you take their first “no” for an answer — is that sufficient effort to
implement? Who gets the final sign off?

11) Request clarification - May a responsible entity's procurement plan identify and mitigate risks without requiring vendor involvement for each
identified risk?

The Compliance Guidance states: “Implementation of the cyber security risk management plan(s) does not require the Responsible Entity to renegotiate
or abrogate existing contracts, consistent with Order No. 829 (P 36) as specified in the Implementation Plan.” What qualifies as an existing contract? Is
there an obligation to implement the risk management plan when: (1) negotiating and executing a new Statement of Work; (2) negotiating an
amendment to a Master Agreement; or (3) renewing a contract under existing terms? The answer to these questions should be clarified and directly
addressed in the standard.

Requirements overlap with existing CIP standards and create double jeopardy situations. Change 1.2.7 from pointingto 1.1.2t0 1.1.1
The following statements from the R1 Rationale box are important caveats for compliance and should be included in the Requirement text:
“Implementation of the cyber security risk management plan(s) does not require the Responsible Entity to renegotiate or abrogate existing contracts.”

“Obtaining specific controls in the negotiated contract may not be feasible and is not considered failure to implement an entity's plan.”

Likes O
Dislikes 0



Philip Huff - Arkansas Electric Cooperative Corporation - 3,4,5,6
Answer No
Document Name

Comment

e What is meant by “if applicable” in the Requirement. If this means EACMS/PACS/PCAs for high and medium impact BES Cyber Systems, then
state this.

o Extending the applicability to all BES Cyber Systems and associated EACMS/PACS/PCAs results in an unfathomable expansion in scope. For
example, in a small Medium Impact Control Center BES Cyber System, we have between 50 and 60 individual software and hardware contracts
to manage. Most common industry practices would base the procurement policies for these contracts based on their financial risk, or contracts
above a certain spending threshold. However, managing cyber risk does not relate to spending. A million-dollar EMS system could carry less
cyber security risk than a $20 camera or a one thousand-dollar network switch. This implies a centralized procurement office for all purchases,
since each potential purchase needs to be evaluated for the Cyber Security risk it presents. This would have tremendous costs for smaller
entities. We suggest limiting the scope to high and medium impact BES Cyber Systems.

e 1.2.3 should read “known [security] vulnerabilities”. Vulnerabilities include any weakness in the code.

e \What does coordination mean in 1.2.4 and 1.2.6?

e Remove 1.2.7. This does not belong in a mandatory and enforceable Standard. As it stands, an entity is required to add other indeterminate
processes.

Likes O
Dislikes 0

George Tatar - Black Hills Corporation - 5
Answer No
Document Name

Comment

See Black Hills Corp comments

Likes O
Dislikes 0



Wes Wingen - Black Hills Corporation - 1
Answer No
Document Name

Comment

R1.1 is acceptable in regard to entities having a plan to identify and assess risks with procured equipment. R1.2 is unacceptable because the entity
creation of Detective Controls for the four Objectives of P. 45 is considered out of the Entity's scope. If only one Entity and one Vendor existed, the
individual sub-parts of R1.2 would be feasible for a control plan — but this approach is not viable for hundreds of Entities and dozens of vendors. The
Entity is capable of identifying Preventative Controls, in concept, but they will only be effective if the vendors in the supply chain make a diligent effort to
implement the controls to the first-line suppliers. Corrective Action Controls are critical, but would be able to be implemented only after a problem is
identified. Corrective Action Controls are critical, but would be able to be implemented only after a problem is identified.

Likes 0

Dislikes 0

Jamie Monette - Allete - Minnesota Power, Inc. - 1
Answer No
Document Name

Comment

We generally agree with EEI's comments, except for the exclusion of EACMS, PACs and PCAs for Requirement 1.

Likes O
Dislikes 0

Bradley Collard - SunPower -5
Answer No
Document Name

Comment

FERC didn't specifically ask for Low Impact BES Cyber Systems to be included but didn’t explicitly exclude them either. SunPower does not believe
Low Impact Cyber Systems should have to meet the same expectations of High and Medium Impact Cyber Systems. While we appreciate the efforts of
the SDT to meet the expectations of the FERC Order, we believe the SDT may have gone beyond what FERC was asking them to do.

CIP-003-6 does not require Entities with Low Impact Cyber Systems to have to list the BES Cyber Systems, with this new requirement, do Entities lose
their exception? If there is an expectation of that Low Impact Cyber System Entities must adhere to the same or lesser requirements as High and



Medium Impact Cyber System Entities, then perhaps CIP-003 would be a better place for the exception. SunPower believes CIP-013, as written, is in
direct conflict with the intent of CIP-003-6.

Likes O
Dislikes 0

Douglas Webb - Douglas Webb On Behalf of: Chris Bridges, Great Plains Energy - Kansas City Power and Light Co., 3, 6, 5, 1; Harold Wyble,
Great Plains Energy - Kansas City Power and Light Co., 3, 6, 5, 1; James McBee, Great Plains Energy - Kansas City Power and Light Co., 3, 6,
5, 1; Jessica Tucker, Great Plains Energy - Kansas City Power and Light Co., 3, 6, 5, 1; - Douglas Webb

Answer No
Document Name

Comment

Kansas City Power and Light Company incorporates by reference Edison Electric Institute’s comments to Question 1. In addition, we offer the following
comments:

Remove Identify, Assess, and Control Found at the Requirement Level

We suggest deletion of these words and terms. The use of identify, assess, and control (IAC) is represented by the responsible entity’s governance and
control structure. This is an evaluation performed by the Regional Entity in evaluation of the responsible entity’s inherent risk and oversight model.

Likes O
Dislikes 0

Venona Greaff - Oxy - Occidental Chemical - 7, Group Name Oxy
Answer No
Document Name

Comment

Oxy disagrees that R1 should be applicable to low impact BES Cyber Systems. Although FERC is silent on whether low impact should be included,
Paragraph 2 of Order No. 829 says “nor does the Commission require NERC to propose “one-size-fits-all” requirements. The new or modified
Reliability Standard should instead require responsible entities to develop a plan to meet the four objectives, or some equally efficient and effective
means to meet these objectives, while providing flexibility to responsible entities as to how to meet those objectives.” The language of R1 elevates low
impact BES Cyber Systems to the level of medium and high impact BES Cyber Systems. For example, R 1.2.2 requires a process for when vendor
employee remote or onsite access should no longer be granted. Under existing CIP Standards, Access Management Program requirements reside in
CIP-004 and none are applicable to low impact BES Cyber Systems. R 1.2.5 requires processes for verifying software integrity and authenticity of all
software and patches that are intended for use. Under existing CIP Standards, Security Patch Management requirements reside in CIP-007 and none
are applicable to low impact BES Cyber Systems. Additionally, software and patching typically occurs at the Cyber Asset level and low impact entities
are only required to identify assets containing low impact BES Cyber Systems. As currently written, R1 and its sub-requirements seem to require an
inventory of Cyber Assets or BES Cyber Systems, neither of which are required of low impact entities, which is another element that elevates low’s to



that of medium and high. Using a risk based approach, it seems more appropriate that R1 be applicable to medium impact and high impact only. The
risk assessments are required and performed under CIP-002 and the determination made that low impact BES Cyber Systems pose a minimal threat to
the BES. Finally, under the existing CIP suite of standards, requirements applicable to low impact entities reside in CIP-003. If a risk management plan
is to be required, low impact with a reduced set of requirements to address their minimal BES risk, Oxy requests that those requirements be included as
an element of R5 so all the low impact requirements are together or, ideally, included in CIP-003 along with the content of R5. Oxy also requests that
CIP-013-1, R1 be rewritten to be applicable to medium and high impact BES Cyber Systems only.

Likes 0

Dislikes 0

Heather Morgan - EDP Renewables North America LLC -5
Answer No
Document Name

Comment

e Regarding R1.2.1, vendors will unlikely to share security events. Registered Entities should not be held accountable for compliance obligations
in which they have no control of.

e Regarding R1.2.1, the Standard Drafting Team should clarify what is intended by, “vendor security event.” This is an ambiguous term which can
have different meanings.

o Regarding R1.2.3, the Standard Drafting Team should clarify what is intended by, “known vulnerabilities.” This is an ambiguous term which can
have different meanings.

¢ Regarding R1.2.4, the Standard Drafting Team should clarify what is intended by, “cyber security incidents.” This is an ambiguous term which
can have different meanings.

e Regarding R1.2.4, vendors will be unlikely to share cyber security incidents. Registered Entities should not be held accountable for compliance
obligations in which they have no control of.

e Regarding R1.2.5, this requirement is duplicative of CIP-007-6. The Standard Drafting Team should clarify how proposed requirement would be
completed within the Procurement phase.

e Regarding R1.2.6, this Requirement is duplicative of CIP-005-5.

Likes O
Dislikes 0

Sergio Banuelos - Tri-State G and T Association, Inc. - 1,3,5 - MRO,WECC

Answer No



Document Name

Comment

The scope of the requirement is not clear due to the phrase "if applicable." Please clarify how an entity would determine if their Electronic Access
Control or Monitoring Systems, Physical Access Control Systems, and Protected Cyber Assets are applicable.

Due to some vendors offering many of their products and services outside of the electric utility industry (Microsoft, Cisco, Symantec, GE...) there is a
concern that entities will lack leverage when negotiating these new terms and will likely find it difficult to come to an agreement. There are also
instances where there are very few options available to industry for a particular product, device, or service. Does the SDT envision that registered
entities would be forced to find alternative vendors or products if they are unable to come to an agreement?

It is not clear if the requirements are only applicable to new software purchases or also apply to upgrades of existing software (including adding
additional licenses for existing software) or renewals of software maintenance contracts that provide software upgrades of existing software. If the
existing software is already in place, there is concern that there will be the lack of leverage to require vendors of existing software to negotiate new
terms.

Likes 0

Dislikes 0

Linsey Ray - Linsey Ray On Behalf of; Lee Maurer, Oncor Electric Delivery, 1; - Linsey Ray
Answer No
Document Name

Comment

Concur with EEI's Position

Likes O
Dislikes 0

Val Ridad - Silicon Valley Power -1 - WECC
Answer No
Document Name

Comment

SVP agrees with other entity comments to limit this requirement to High and Medium only, as current low impact requirements does not require entities
to conduct an inventory of equipment and software or identify systems. Pleas also see APPA's comments, with which SVP is in agreement.

Likes O



Dislikes 0

Barry Lawson - National Rural Electric Cooperative Association - 4
Answer No
Document Name

Comment

The need for such a broad set of requirements is unnecessary due to the existing CIP requirements for the entity to have an incident response plan,
anti-virus protection and patch management. To the extent the following items remain in R1, NRECA proposes the following actions:

R1.2 — Recommend deleting text after “BES Cyber Systems” as the text is unnecessary.
R1.1.1 — Clarify what is meant by “vendor security events.”

R1.2.3 — What is the basis for determining what are “known vulnerabilities?”

R1.2.4 — Clarify the scope of this language as it seems unnecessarily open-ended.
R1.2.5 — Clarify that this item is for BES Cyber Systems only.

R1.2.7 — Delete as it is unclear and unnecessarily open-ended.

Likes O
Dislikes 0

Luis Rodriguez - El Paso Electric Company - 6
Answer No
Document Name

Comment

EPE shares the comments and concerns voiced by the Edison Electric Institute (EEI) in this Ballot #1. Please refer to the EEI ballot for detailed
comments on each of the proposed requirements; however, EPE would like to emphasis one issue that is at the forefront of its concerns:

The proposed language of the requirements (especially Requirement 1.2) speaks in terms of using controls that “address process(es),” and yet, the
contents of the requirements include “verifying software integrity.” Responsible Entities are familiar with various existing CIP requirements that mandate
the development of “processes,” but in CIP-013-1, the inclusion of responsibility for verifying software integrity places a Responsible Entity in a
conundrum not present in the other Reliability Standards. Must a Responsible Entity start hiring employees with software capabilities equal or better
than the software developers on the staff of the vendors who have historically supplied software products to the industry? If so, how long will that take



and at what cost to ratepayers, and can a third party effectively or efficiently create a pool of talent superior to the actual developers of the vendor’s
software itself?

Perhaps there is room in the standard for a Responsible Entity to simply require in its processes that any vendor will provide an attestation to the
Responsible Entity that the vendor’s software product is authentic and has integrity for the intended use, making this type of attestation a means of
complying with the verification requirements found throughout CIP-013-1 in its proposed form. If so, the current wording of the draft standard does not
plainly or clearly say so.

EPE understands the objective of the standard, and the Commission’s desire to tackle the risks that stem from third party vendors whose work may
impact the BES. Our participation in the balloting process for this standard is with the goal of arriving at language that is clear and that enables a
Responsible Entity to comply.

Likes O
Dislikes 0

Pablo Onate - El Paso Electric Company - 1
Answer No
Document Name

Comment

EPE shares the comments and concerns voiced by the Edison Electric Institute (EEI) in this Ballot #1. Please refer to the EEI ballot for detailed
comments on each of the proposed requirements; however, EPE would like to emphasis one issue that is at the forefront of its concerns:

The proposed language of the requirements (especially Requirement 1.2) speaks in terms of using controls that “address process(es),” and yet, the
contents of the requirements include “verifying software integrity.” Responsible Entities are familiar with various existing CIP requirements that mandate
the development of “processes,” but in CIP-013-1, the inclusion of responsibility for verifying software integrity places a Responsible Entity in a
conundrum not present in the other Reliability Standards. Must a Responsible Entity start hiring employees with software capabilities equal or better
than the software developers on the staff of the vendors who have historically supplied software products to the industry? If so, how long will that take
and at what cost to ratepayers, and can a third party effectively or efficiently create a pool of talent superior to the actual developers of the vendor’'s
software itself?

Perhaps there is room in the standard for a Responsible Entity to simply require in its processes that any vendor will provide an attestation to the
Responsible Entity that the vendor’s software product is authentic and has integrity for the intended use, making this type of attestation a means of
complying with the verification requirements found throughout CIP-013-1 in its proposed form. If so, the current wording of the draft standard does not
plainly or clearly say so.

EPE understands the objective of the standard, and the Commission’s desire to tackle the risks that stem from third party vendors whose work may
impact the BES. Our participation in the balloting process for this standard is with the goal of arriving at language that is clear and that enables a
Responsible Entity to comply.

Likes O
Dislikes 0




Brenda Hampton - Luminant - Luminant Energy - 6, Group Name Luminant
Answer No
Document Name

Comment

The applicability of this requirement should be limited to high and medium impact BES Cyber Systems. Low impact Cyber Systems are categorized as
low impact because they inherently have a low ability to negatively impact the Bulk Electric System. We should focus our resources on those systems
that have the potential for significant adverse impact on the BES. We can re-evaluate at a later date whether additional requirements should be
established for low impact BES Cyber Systems.

Using “if applicable” adds confusion to the language. If it is not always applicable to associated Electronic Access Control or Monitoring Systems,
Physical Access Control Systems, and Protected Cyber Assets, define where it is applicable and where it is not.

We're concerned that the word “Evaluate” in requirement 1.1.2 might imply that all possible methods for addressing the risks will need to be

evaluated. We prefer replacing the term “Evaluate” with “Identify”. Additionally, there may be occasion where a risk is identified but is judged to be at
an acceptable level given the ability or inability to address it. This standard, in its entirety, should be about minimizing the risks and/or providing
reasonable assurance which may result in some instances where the entity will accept a certain level of risk as reasonable. Therefore, we propose the
following language: 1.1.2. Identify methods to address the above risk(s), as needed.

Requirement 1.2.1 requires “Process(es) for notification of vendor security events”. CIP-007-6 R4 Security Event Monitoring includes a requirement for
generating alerts for security events. Assuming that Requirement R1.2.1. is intended to mean the entity will have a process to encourage and direct
vendor notification to the client, we suggest this be included in the language of CIP-007.

Requirement 1.2.2 requires “Process(es) for notification when vendor employee remote or onsite access should no longer be granted” The revocation of
access, including Interactive Remote Access is currently addressed in CIP-004-6 R5. If this is attempting to require something above and beyond those
requirements, it should be made clear what that is and consideration given to housing all of these requirements in CIP-004.

Requirement 1.2.3 requires “Process(es) for disclosure of known vulnerabilities”. Is this asking for entities to have a process for the entity to disclose
vulnerabilities? Who would we be disclosing to? If it's directed at vendors, the entity can discuss this with the vendor, but the vendor is under no
obligation to disclose vulnerabilities and neither the entity, nor FERC, has the authority to require this. Vendors MAY disclose vulnerabilities, but that
will likely occur concurrent with providing a fix/patch.

Requirement 1.2.4 requires a “Coordination of response to vendor-related cyber security incidents”. From our understanding of what this requires, we
believe this is already covered in the entities cyber security incident response plan (CIP-008).

Requirement 1.2.7 requires “Other process(es) to address risk(s) as determined in Part 1.1.2, if applicable”. While we understand what this requirement
is intending to do, we believe it is may lead to second-guessing by auditors and/or unrealistic auditor expectations.

Likes 1 Public Utility District No. 2 of Grant County, Washington, 1, Sell Michiko

Dislikes 0

Victor Garzon - El Paso Electric Company -5
Answer No
Document Name

Comment



EPE shares the comments and concerns voiced by the Edison Electric Institute (EEI) in this Ballot #1. Please refer to the EEI ballot for detailed
comments on each of the proposed requirements; however, EPE would like to emphasis one issue that is at the forefront of its concerns:

The proposed language of the requirements (especially Requirement 1.2) speaks in terms of using controls that “address process(es),” and yet, the
contents of the requirements include “verifying software integrity.” Responsible Entities are familiar with various existing CIP requirements that mandate
the development of “processes,” but in CIP-013-1, the inclusion of responsibility for verifying software integrity places a Responsible Entity in a
conundrum not present in the other Reliability Standards. Must a Responsible Entity start hiring employees with software capabilities equal or better
than the software developers on the staff of the vendors who have historically supplied software products to the industry? If so, how long will that take
and at what cost to ratepayers, and can a third party effectively or efficiently create a pool of talent superior to the actual developers of the vendor’s
software itself?

Perhaps there is room in the standard for a Responsible Entity to simply require in its processes that any vendor will provide an attestation to the
Responsible Entity that the vendor’s software product is authentic and has integrity for the intended use, making this type of attestation a means of
complying with the verification requirements found throughout CIP-013-1 in its proposed form. If so, the current wording of the draft standard does not
plainly or clearly say so.

EPE understands the objective of the standard, and the Commission’s desire to tackle the risks that stem from third party vendors whose work may

impact the BES. Our participation in the balloting process for this standard is with the goal of arriving at language that is clear and that enables a
Responsible Entity to comply.

Likes O
Dislikes 0

Elizabeth Axson - Electric Reliability Council of Texas, Inc. - 2

Answer No
Document Name Final_Unofficial Comment_Form_2016-03 03162017 _ERCOT comments.docx
Comment

ERCOT supports the IRC comments and offers the following supplemental comments.

FERC Order 829, Paragraph 59, states that NERC’s new or modified standard “must address the provision and verification of relevant security concepts
in future contracts for industrial control system hardware, software, and computing and networking services associated with bulk electric system
operations.” This does not include the Electronic Access Control or Monitoring Systems (EACMS), Physical Access Control Systems (PACS), and
Protected Cyber Assets (PCASs) listed in R1. These systems do not perform or provide bulk electric system operations. ERCOT believes the inclusion
of these systems in the draft standard goes beyond the scope of the standard intended by FERC and recommends the SDT remove them from the
applicable systems of the standard language.

Requirement R1 requires Responsible Entities to have a plan that addresses processes for notification of a vendor’s cyber security events (R1.2.1) and
vulnerabilities (R1.2.3), as well as coordination of cyber security incident response activities (R1.2.4). As this information is highly sensitive, it is unlikely
that all vendors will agree in all cases to provide this information unless they are already required to do so under other regulatory obligations.
Responsible Entities cannot force a vendor to agree to these terms, and in cases where the vendor deems the risk of this disclosure too great compared
to the value of the contract, the vendor will decline to enter into the agreement. This will force the Responsible Entity to seek another vendor that is



willing to accept these terms, and such a vendor may or may not exist. Because it is possible that a Responsible Entity may be unable to identify a
vendor that is willing to accept a contract with the terms required by R1, the proposed standard could seriously hamper the essential functions of
Responsible Entities. To address the concern, the drafting team should include a limited exemption from compliance, such as a Technical Feasibility
Exception (TFE), which would protect Responsible Entities in the event a vendor is unwilling to agree to the terms otherwise required by R1. NERC's
Appendix 4D to the Rules of Procedure provides for a basis of approval of a TFE beyond strict technical limitations of a system. (See Section 3.0 of the
appendix.)

Requirement R1.2.2 requires “notification when vendor employee remote or onsite access should no longer be granted.” The revocation of access,
including Interactive Remote Access, is currently addressed in CIP-004, R5. Since the background checks, training, access authorization, and access
revocation for employees and vendors is already addressed in CIP-004, the drafting team should ensure any new requirements related to access
revocation of vendors be placed in CIP-004. In developing the CIP Version 5 standards, extensive work was undertaken to ensure that all requirements
related to the subject were included in one standard instead of being spread across multiple standards. The proposed language will disrupt that
framework.

Requirement R1.2.5, which requires a Responsible Entity’s plan to include “Process(es) for verifying software integrity and authenticity of all software
and patches that are intended for use,” is duplicative of Requirements R3 and R5 within this standard, which also require documentation of processes.
ERCOT recommends removing R1.2.5.

Requirement R1.2.6 requires an entity’s plan to include “Coordination of remote access controls for (i) vendor-initiated Interactive Remote Access and
(i) system-to-system remote access with a vendor(s).” This requirement is duplicative of Requirement 4 within this standard. ERCOT recommends
removing Requirement R1.2.6, which also requires documentation of processes.

Likes 0

Dislikes 0

Allie Gavin - Allie Gavin On Behalf of: Michael Moltane, International Transmission Company Holdings Corporation, 1; - Allie Gavin
Answer No
Document Name

Comment

Likes O
Dislikes 0

Karie Barczak - DTE Energy - Detroit Edison Company - 3, Group Name DTE Energy - DTE Electric

Answer Yes



Document Name

Comment

No additional comments.

Likes O
Dislikes 0

Anthony Jablonski - ReliabilityFirst - 10
Answer Yes
Document Name

Comment

Requirement R1 states “supply chain risk management plan(s)” while M1, R2, M2 states “supply chain cyber security risk management
plan(s)”. ReliabilityFirst recommends the SDT use consistent language so that there is no confusion on terminology.

Likes O
Dislikes 0

Alan Farmer - ACEC/Burns & McDonnell - NA - Not Applicable - NA - Not Applicable
Answer Yes
Document Name

Comment

While in overall agreement with Requirement 1, ACEC does have the following concerns:

1. Part 1.1 requires the Responsible Entity to identify and assess risk(s) and evaluate methods to address identified risks. This requirement specifically
changes the methodology for risk assessment defined in CIP-002-5.1. As noted in the Background section (Section 6) of the standard, "This general
process of categorization of BES Cyber Systems based on impact on the reliable operation of the BES is consistent with risk management approaches
for the purpose of application of cyber security requirements in the remainder of the Version 5 CIP Cyber Security Standards." This view of risk based
upon the impact of BES Cyber Assets based upon the impact to the BES, not the devices cyber security risk, was defended by NERC and approved by
FERC in Order 791 approving Version 5 of the CIP Standards. Based upon this, it would be consistent with CIP-002-5.1 to remove Part 1.1 of
Requirement 1, modify requirement R1, Part 1.2.7 to state "other process(es) to address risk(s) as determined in CIP-002-5.1 R1, Parts 1.1 and 1.2"
and to add to requirement R1 that it only applies to high and medium impact BES Cyber Systems as used in R3 and R4.

2. In the Rationale for Requirement R1, the term vendor is defined as "(i) developers or manufacturers of information systems, system components, or
information system services; (ii) product resellers; or (iii) system integrators." ACEC is concerned that by including product resellers or vendors, who
have no direct or indirect control of these areas, misapplication of the procurement language in this Standard would impose unrealistic obligations,
standards of care, and potential liability on professional services related to the supply chain. As a consequence, services currently provided by



engineering firms may be uninsurable under current professional liability insurance policies. Other industries supporting the supply chain have raised
similar concerns, noting that the effect of this approach will be to stifle competition, impair innovation, and increase costs.

Specifically, the guidance language in this Standard includes "integrator" requirements that impose responsibilities on engineering firms and other
supply chain elements for control of software development; personnel management systems; industrial system controls (SCADA); and long- term or
post-contract reporting/remediation requirements (vulnerability testing and mitigation). Engineering firms do not typically develop such software and
hardware, yet the guidance language suggests they should assume such liability for their use. They also do not monitor and report vulnerabilities for
vendor software and hardware. This "one-size-fits-all* approach amounts to a significant reallocation of risk, imposing liability on engineering firms that
they can neither manage, nor price. The result will be fewer firms willing to perform services for this industry. This requirement should be modified to
limit the scope and responsibilities to the vendor and end user to ensure risk is apportioned to the responsible parties.

Likes O

Dislikes 0

Stephanie Little - APS - Arizona Public Service Co. -5
Answer Yes
Document Name

Comment

Requirement R1 requires a documented ‘supply chain risk management plan’, AZPS requests clarification and renaming of the plan to ‘vendor risk
management plan’ throughout the Standard as this term more appropriately describes the content that is required to be included in the plan. Also, the
statement ..."the plan(s) shall address:’ seems redundant and potentially creates a distinction that is not intended. AZPS recommends striking the last
sentence and appending ...'including’ to the first sentence of Requirement R1. Finally, AZPS recommends revising the language of Requirement R1 to
focus on BES Cyber Systems and to allow the plan content to address when the associated “Electronic Access Control or Monitoring Systems, Physical
Access Control Systems, and Protected Cyber Assets” are brought into the scope of such plans as follows:

R1. Each Responsible Entity shall implement one or more documented Vendor risk management plan(s) that address controls for mitigating cyber
security risks to BES Cyber Systems, including: [Violation Risk Factor: Medium] [Time Horizon: Operations Planning]

1.1. The use of controls in BES Cyber System planning and development to:
1.1.1. Identify and assess risk(s) during the procurement and deployment of vendor products and services; and
1.1.2. Evaluate methods to address identified risk(s).

1.2. The use of controls in procuring vendor product(s) or service(s) that address the following items, to the extent each item applies to the Responsible
Entity's BES Cyber Systems:

1.2.1. Process(es) for notification of vendor security events;

1.2.2. Process(es) for naotification when vendor employee remote or onsite access should no longer be granted;
1.2.3. Process(es) for disclosure of known vulnerabilities;

1.2.4. Coordination of response to vendor-related cyber security incidents;

1.2.5. Process(es) for verifying software integrity and authenticity of all software and patches that are intended for use;



1.2.6. Coordination of remote access controls for (i) vendor-initiated Interactive Remote Access and (ii) system-to-system remote access with a
vendor(s); and

1.2.7. Other process(es) to address risk(s) as determined in Part 1.1.2, if applicable.

1.3. The applicability of controls to associated Electronic Access Control or Monitoring Systems, Physical Access Control Systems, and Protected Cyber
Assets.

AZPS also requests that two (2) definitions utilized in the Technical Guidance and Examples be proposed for inclusion as defined terms in the standard,
“Security Events” and “Vendor.” Specifically, AZPS notes that Requirement R1.2.1 uses the term “security events” as an undefined term in the
Standard, but that the Technical Guidance and Examples, Page 6, uses “Security Events” as a defined term. AZPS requests consistency between the
two documents and the addition of the defined term “Security Events” to the Standard. Additionally, AZPS requests the removal of ‘identified,
threatened, attempted’ from the defined term and require only notification of ‘successful breach of vendor’s components, software or systems that have
potential adverse impacts to the availability or reliability of BES Cyber Systems’. Further, the Rationale for Requirement R1 defines the term “vendors”
as ‘(i) developers or manufacturers of information systems, system components, or information system services; (ii) product resellers; or (iii) system
integrators’, AZPS requests incorporating this definition in the Standard for specificity of scope.

AZPS requests clarification regarding the term “processes” as used in Requirement R1.2. In particular, AZPS requests clarification that these items or
“processes” are to be included in the overall plan and do not require a separate process or process documentation. Finally, the Rationale for
Requirement R1 states that “obtaining specific controls in the negotiated contract may not be feasible and is not considered failure to implement the
Entity’s plan;” however the Requirement does not make clear that the failure of contract negotiations to result in specific controls would not be
considered a failure to implement.

Likes O

Dislikes 0

Sheranee Nedd - Public Service Enterprise Group, Public Service Electric & Gas, PSEG Fossil LLC, PSEG Energy Resources & Trade LLC -
1,3,5,6 - NPCC,RF, Group Name PSEG REs

Answer Yes
Document Name

Comment

PSEG agrees with the intent of this requirement, but has the following questions/recommendations below:

e The term vendors as used in the standards is defined in the Rationale for Requirement R1 box. This term should be officially defined in the
Glossary of Terms used in NERC Reliability Standards.

e Isrequirement R1 applicable to new additions and/or modifications to existing BES Cyber Systems? There is not sufficient information to
determine if this requirement is applicable only to new BES Cyber Systems or if it also includes changes to existing BES Cyber Systems.

e The applicability of Requirement R1 to High/Medium/Low BES Cyber