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UNITED STATES OF AMERICA
BEFORE THE
FEDERAL ENERGY REGULATORY COMMISSION

North American Electric Reliability ) Docket No.
Corporation )
PETITION OF THE

NORTH AMERICAN ELECTRIC RELIABILITY CORPORATION
FOR APPROVAL OF PROPOSED RELIABILITY STANDARDS IRO-010-5, AND
TOP-003-6.1

Pursuant to section 215(d)(1) of the Federal Power Act (“FPA”)! and section 39.52 of the
Federal Energy Regulatory Commission’s (“FERC” or “Commission”) regulations, the North
American Electric Reliability Corporation (“NERC”)? hereby submits for Commission approval
proposed revisions to two Reliability Standards: IRO-010-5 (Reliability Coordinator Data and
Information Specification and Collection), and TOP-003-6.1 (Transmission Operator and
Balancing Authority Data and Information Specification and Collection) (collectively, the
“Modifications to IRO-010 and TOP-003).

As discussed more fully herein, the proposals set forth in this petition originate from the
second phase of work under NERC’s Standards Efficiency Review (“SER”). This initiative, which
began in 2017, reviewed the body of NERC Reliability Standards as a part of NERC’s ongoing
commitment to continually improve its standards and to review requirements that may be

duplicative to other standards or provide no benefit to reliability. The proposed Modifications to

IRO-010 and TOP-003, discussed herein, address recommendations arising from the SER Phase 2

116 U.S.C. § 824o.
218 C.F.R. § 39.5.

3 The Commission certified NERC as the electric reliability organization (“ERQO”) in accordance with Section 215 of
the FPA on July 20, 2006. N. Am. Elec. Reliability Corp., 116 FERC 9 61,062 (2006), order on reh’g & compliance,
117 FERC 4 61,126 (2000), aff’d sub nom. Alcoa, Inc. v. FERC, 564 F.3d 1342 (D.C. Cir. 2009).



Team by clarifying, consolidating, and improving approaches for data and information
specification and exchange. The proposed revisions are intended to advance the reliability of the
Bulk-Power System (“BPS”)* by ensuring that Registered Entities with operational responsibilities
are able to request and receive the data and information necessary to support Operational Planning
Analysis, Real-time Assessments, Real-time monitoring, and Balancing Authority analysis
functions in an optimal manner.

NERC requests that the Commission approve the proposed Modifications to IRO-010 and
TOP-003, as shown in Exhibit A, as just, reasonable, not unduly discriminatory or preferential,
and in the public interest. NERC also requests that the Commission approve: (i) the associated
Violation Risk Factors (“VRFs”) and Violation Severity Levels (“VSLs”) (Exhibit E); (ii) the
retirement of currently effective Reliability Standards IRO-010-4, and TOP-003-5; and (iii) the
proposed implementation plan (Exhibit B).

As required by section 39.5(a)’ of the Commission’s regulations, this petition presents the
technical basis and purpose of the proposed Reliability Standards, a demonstration that the
proposed Reliability Standards meet the criteria identified by the Commission in Order No. 672°
(Exhibit D), and a summary of the standard development history (Exhibit F). The NERC Board

of Trustees adopted the proposed Reliability Standards on August 17, 2023.

4 Unless otherwise indicated, all capitalized terms used in this petition shall have the meaning set forth in the
Glossary of Terms used in NERC Reliability Standards (“NERC Glossary”),
https://www.nerc.com/pa/Stand/Glossary%200f%20Terms/Glossary of Terms.pdf.

518 C.F.R. § 39.5(a).

¢ The Commission specified in Order No. 672 certain general factors it would consider when assessing whether a
particular Reliability Standard is just and reasonable. Rules Concerning Certification of the Electric Reliability
Organization,; and Procedures for the Establishment, Approval, and Enforcement of Electric Reliability Standards,
Order No. 672, 114 FERC 4 61,104, at P 262, 321-37 (“Order No. 672”), order on reh’g, Order No. 672-A, 114 FERC
961,328 (2006).



This petition is organized as follows: Section I presents the history and an overview of the
SER and a summary of the proposals in this filing. Section II of the petition provides the
individuals to whom notices and communications related to the filing should be provided. Section
III provides relevant background regarding: (i) the regulatory structure governing the Reliability
Standards approval process; (ii) information on the development process for the proposed
Modifications to IRO-010 and TOP-003; and (iii) the Project 2021-06 proposed Modifications to
IRO-010 and TOP-003. Section IV of the petition provides an overview and justification for the
proposed Modifications to IRO-010 and TOP-003. Section V of the petition provides a summary
of the proposed implementation plan.

I. THE STANDARDS EFFICIENCY REVIEW

NERC’s mission is to assure effective and efficient reduction of risks to the reliability and
security of the North American BPS. Mandatory Reliability Standards play an integral role in
helping NERC achieve its mission of a highly reliable and secure grid. Over the years NERC has
engaged in several efficiency and process review efforts to improve the body of Reliability
Standards, e.g., the Standards Process Input Group in 2012, NERC’s “paragraph 81” initiative
(Project 2013-02 Paragraph 81),” and most recently, the SER in 2017.%

In March 2017, during a NERC Member Representatives Committee meeting, the
suggestion was made that NERC should review the existing set of reliability standards for further
efficiencies, similar to the prior Paragraph 81 review.’ In response, NERC launched the SER to
determine whether, following a decade of experience with developing and implementing

mandatory Reliability Standards in the United States, there were opportunities to improve the

7 N. Am. Elec. Reliability Corp., 138 FERC 4 61,193, at P 81 (2012) (“Paragraph 81 Order”).

8 Standards Efficiency Review Report and Transition Plan, at p. 1 (May 3, 2021) (“SER Report”); available at
SER_Project Final Recommendation _and Transition 05042021.pdf (nerc.com).

°1d. atp. 2.



https://www.nerc.com/pa/Stand/Standards%20Efficiency%20Review%20DL/SER_Project_Final_Recommendation_and_Transition_05042021.pdf#:%7E:text=The%20Standards%20Efficiency%20Review%20%28SER%29%20is%20a%20multi-phase,to%20capture%20effectiveness%2C%20efficiency%2C%20and%20continuous%20improvement%20opportunities1.

overall effectiveness and efficiency of its Reliability Standards.'® This comprehensive, multi-year
review project comprised a key element of NERC’s plan to achieve its long-term strategic goal of
establishing risk-based controls to minimize BPS reliability risk while also driving operational
efficiencies and effectiveness.'!

For the first phase of the SER, review teams consisting of industry experts in Real-time
operations, long-term planning, and operations planning performed a comprehensive review of the
operations and planning Reliability Standards. These Phase 1 working teams were collectively
tasked with analyzing the industry input and identifying unconditional retirements and
consolidations or modifications.'? The review process was conducted in an open and transparent
manner, with broad industry participation. As a result, NERC proposed the retirement of a number
of Reliability Standard requirements, 18 of which were approved by FERC on September 17,
2020."

The SER Phase 1 discussions identified additional efficiency opportunities as an alternative
to outright retirement of requirements. '* These opportunities and concepts evolved into SER Phase
2, which sought to identify standards-based solutions applicable to all Reliability Standards in lieu
of further unconditional retirements.!> The SER Phase 2 Team developed and presented the
following six efficiency concepts to industry in February 2019 and solicited its feedback: (1)

Evidence Retention Overhaul; (2) Consolidate Information/Data Exchange Requirements; (3)

1074 at 2.

11 See ERO Enterprise Long-Term Strategy (Approved by the NERC Board of Trustees on December 12, 2019),
available on NERC’s website at https://www.nerc.com/AboutNERC/Pages/Strategic-Documents.aspx.

12 SER Report at p. 2.

13 Electric Reliability Organization Proposal to Retire Requirements in Reliability Standards Under the NERC
Standards Efficiency Review, Order No. 873, 172 FERC Y 61,225 (2020).

14 SER Report at p. 3.
5.



Move Requirements to Guidance; (4) Prototype Standard; (5) Consolidate & Simplify Training
Requirements; and (6) Relocate Competency-based Requirements to Certification Program/CMEP
Controls Review process.'® Based on industry feedback, the SER Phase 2 Team prioritized the
first four concepts to pursue. !’

The instant petition focuses on Concept 2: Consolidate Information/Data Exchange
Requirements. The primary purpose of Concept 2 was to enhance and simplify Reliability
Standards that facilitate the exchange of information and data necessary to plan and operate the
Bulk Electric System (“BES”).!® The SER Report stated that “[a]s written the requirements
potentially create unnecessary administrative burdens for the Registered Entity to demonstrate
compliance, including excessive data collection and retention.”!” The SER Report further noted
that a secondary purpose for the SER Phase 2 Team was to evaluate retirement of other dispersed
requirements that have become redundant and unnecessary.?’ The SER Phase 2 sub-team that
worked on this concept focused on the IRO-010 and TOP-003 requirements, since more activity
and potential benefit is associated with the exchange of information and data in the operations
horizon.?! The SER Phase 2 sub-team developed and submitted the Standard Authorization
Request (“SAR”) in June 2020 that was endorsed by the Standards Committee in their meeting on
January 20, 2021.22

The purpose of the SAR is to simplify administrative burdens identified by the SER Phase

2 Team associated with Reliability Standards IR0-010-4 and TOP-003-5; limit unnecessary data

16 Id. at pp. 3-4.
'71d. atp. 3.

8 1d. atp.5.
Y.

By

2L Id.

2.



retention requirements that do not contribute to BES reliability and resiliency; reduce
administrative burdens associated with a zero-defect compliance expectation, including excessive
data retention; clarify expectations for the “data specification” with a broader definition or scope
description; and evaluate removing and consolidating within IRO-010 or TOP-003 other data
exchange requirements dispersed in other standards that are related to the four reliability tasks,?
while ensuring that Registered Entities maintain the ability to request and receive any information
needed from other Registered Entities to perform the tasks required under TOP-003 and IRO-
010.%

Reliability Standard TOP-003 ensures that each Transmission Operator and Balancing
Authority have the data and information it needs to plan, monitor, and assess the operation of its
Transmission Operator Area or Balancing Authority Area. Reliability Standard IRO-010 contains
the corresponding requirements to ensure that each Reliability Coordinator has the data and
information it needs to plan, monitor and assess the operation of its Reliability Coordinator Area.

As discussed more fully in this petition, the proposed Modifications to Reliability
Standards IRO-010 and TOP-003 improve the approaches used for data and information
specification and exchange by, among other things: (i) clarifying that specifications include both
data and information; (ii) requiring the identification of the applicable entity that is required to
respond to the request for the specification; (iii) including a data conflict resolution provision

within the data specification requirement; (iv) clarifying that specifications should include

23 The four reliability tasks identified within IRO-010 and TOP-003 are: (1) Operational Planning Analysis, (2)
Real-time Assessments, (3) Real-time monitoring, and (4) Balancing Authority analysis functions.

24 Michael Cruz-Montes, NERC Standard Authorization Request (SAR), Operational Data Exchange Simplification
(Revised on March 16, 2022); see also White Paper Project 2021-06 Modifications to TOP-003 and IRO-010 (April
2023) (White Paper); available at:
https://www.nerc.com/pa/Stand/202105%20Modifications%20t0%20IR0010%20and%20TOP003%20DL/2021-
06 Mod to IRO-010_and TOP-003 White Paper Clean 05052023.pdf.



protocols to address periodicity, performance criterion, and update and correction mechanisms;
and (v) consolidating the format and security protocols within the data specification requirements.
The proposed modifications would advance the reliability of the BPS by facilitating improved
coordination of information and data sharing, thus allowing the entities responsible for the reliable
operation of the BPS to request and receive data and information necessary to support Operational
Planning Analysis, Real-time Assessments, Real-time monitoring, and Balancing Authority
analysis functions in an optimal manner.

NERC respectfully requests that the Commission approve the proposed Modifications to
IRO-010 and TOP-003 as just, reasonable, not unduly discriminatory or preferential, and in the

public interest.

II. NOTICES AND COMMUNICATIONS

Notices and communications with respect to this filing may be addressed to the



following:*°

I11.

Lauren A. Perotti*
Assistant General Counsel
North American Electric Reliability

Soo Jin Kim*

Vice President, Engineering and Standards

North American Electric Reliability

Corporation Corporation
1401 H Street, N.W. 3353 Peachtree Road, N.E.
Suite 410 Suite 600, North Tower

Washington, D.C. 20005
(202) 400-3000

(202) 644-8099 — facsimile
lauren.perotti@nerc.net

Sarah P. Crawford*

Atlanta, GA 30326

(404) 446-2560

(404) 446-2595 — facsimile
Soo.jin.kim@nerc.net

Latrice Harkness*

Counsel Director, Standards Development

North American Electric Reliability North American Electric Reliability
Corporation Corporation

1401 H Street, N.W. 3353 Peachtree Road, N.E.

Suite 410 Suite 600, North Tower

Washington, D.C. 20005
(202) 400-3000

(202) 644-8099 — facsimile
sarah.crawford@nerc.net

BACKGROUND

A. Regulatory Framework

Atlanta, GA 30326

(404) 446-9728

(404) 446-2595 — facsimile
latrice.harkness@nerc.net

By enacting the Energy Policy Act of 2005,%® Congress entrusted the Commission with the
duties of approving and enforcing rules to ensure the reliability of the BPS, and with the duties of
certifying an ERO that would be charged with developing and enforcing mandatory Reliability
Standards, subject to Commission approval. Section 215(b)(1)?” of the FPA states that all users,

owners, and operators of the BPS in the United States will be subject to Commission-approved

25 Persons to be included on the Commission’s service list are identified by an asterisk. NERC respectfully
requests a waiver of Rule 203 of the Commission’s regulations, 18 C.F.R. § 385.203, to allow the inclusion of more
than two persons on the service list in this proceeding.

216 U.S.C. § 824o0.
27 1d. § 8240(b)(1).



Reliability Standards. Section 215(d)(5)?® of the FPA authorizes the Commission to order the ERO
to submit a new or modified Reliability Standard. Section 39.5(a)?’ of the Commission’s
regulations requires the ERO to file with the Commission for its approval each new Reliability
Standard that the ERO proposes should become mandatory and enforceable in the United States,
and each modification to a Reliability Standard that the ERO proposes should be made effective.

The Commission is vested with the regulatory responsibility to approve Reliability
Standards that protect the reliability of the BPS and to ensure that Reliability Standards are just,
reasonable, not unduly discriminatory or preferential, and in the public interest. Pursuant to
section 215(d)(2) of the FPA%® and section 39.5(c)*! of the Commission’s regulations, the
Commission will give due weight to the technical expertise of the ERO with respect to the content
of a Reliability Standard.

B. NERC Reliability Standards Development Procedure

The proposed Modifications to IRO-010 and TOP-003 were developed in an open and fair
manner and in accordance with the Commission-approved Reliability Standard development
process. NERC develops Reliability Standards in accordance with Section 300 (Reliability
Standards Development) of its Rules of Procedure and the NERC Standard Processes Manual.*
In its order certifying NERC as the Commission’s ERO, the Commission found that

NERC’s rules provide for reasonable notice and opportunity for public comment, due process,

openness, and a balance of interests in developing Reliability Standards,** and thus satisfy several

28 1d. § 8240(d)(5).

2 18 C.F.R. § 39.5(a).
3016 U.S.C. § 8240(d)(2).
3118 C.F.R. § 39.5(c)(1).

32 The NERC Rules of Procedure, including Appendix 3A, NERC Standard Processes Manual, are available at
http://www.nerc.com/AboutNERC/Pages/Rules-of-Procedure.aspx.

33 N. Am. Elec. Reliability Corp., 116 FERC § 61,062, at P 250 (2006).



of the Commission’s criteria for approving Reliability Standards.>* The development process is
open to any person or entity with a legitimate interest in the reliability of the BPS. NERC considers
the comments of all stakeholders. Stakeholders must approve, and the NERC Board of Trustees
must adopt, a new or revised Reliability Standard before NERC submits the Reliability Standard
to the Commission for approval.
C. Development of the Project 2021-06 Modifications

As further described in Exhibit F hereto, NERC initiated a Reliability Standard
development project, Project 2021-06 Modifications to IRO-010 and TOP-003 (“Project 2021-
06”), and appointed a standard drafting team (Exhibit G) to develop the revisions. This project
was initiated by the SER Phase 2 sub-team to limit unnecessary data retention requirements that
do not contribute to BES reliability and resiliency, while ensuring that Registered Entities
maintain the ability to request and receive any information needed from other Registered Entities
to perform the tasks required under Reliability Standards TOP-003 and IRO-010. On October 25,
2022, NERC posted the initial drafts of proposed Reliability Standards TOP-003-6 and IRO-010-
5 for a 45-day comment period and ballot. The initial ballot did not receive the requisite approval
from the registered ballot body (“RBB”). After considering comments to the initial drafts, NERC
posted second drafts of the proposed Reliability Standards for another 45-day comment period
and ballot on May 5, 2023. The second drafts received the requisite approval from the RBB with
an affirmative vote of 74.43 percent at 83.56 percent quorum for proposed TOP-003-6 and an
affirmative vote of 74.89 percent at 82.88 percent quorum for proposed IRO-010-5. On July 21,
2023, NERC conducted a 10-day final ballot for the proposed Reliability Standards, which

received an affirmative vote of 75.41 percent at 85.27 quorum for proposed TOP-003-6 and an

3% Order No. 672, 114 FERC 61,104 at PP 268, 270.
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affirmative vote of 76.36 percent at 84.59 quorum for proposed IRO-010-5. The NERC Board of
Trustees adopted the proposed Reliability Standards on August 17, 2023. Subsequently, at its

meeting on August 23, 2023, the Standards Committee approved correcting two errata: under

1.35

NERC’s naming convention, the errata standard was numbered TOP-003-6.1.°> Under Section

12.0: Process for Correcting Errata in the Standard Processes Manual, errors may be corrected in

a Reliability Standard:

(1) following a Final Ballot prior to Board of Trustees
adoption, (ii) following Board of Trustees adoption prior to
filing with Applicable Governmental Authorities; and (iii)
following filing with Applicable Governmental Authorities.
If the Standards Committee agrees that the correction of the
error does not change the scope or intent of the associated
Reliability Standard, and agrees that the correction has no
material impact on the end users of the Reliability
Standard, then the correction shall be filed for approval
with Applicable Governmental Authorities as appropriate.
The NERC Board of Trustees has resolved to concurrently
approve any errata approved by the Standards Committee.>¢

IV.  JUSTIFICATION FOR APPROVAL

As discussed below and in Exhibit C, the proposed Reliability Standards are intended to
limit unnecessary data retention requirements that do not contribute to BES reliability and
resiliency, while ensuring that Registered Entities maintain the ability to request and receive any
information needed from other Registered Entities to perform the tasks required under TOP-003
and IRO-010. The following sections discuss the revisions to the standards:

* proposed Reliability Standard IRO-010-5 (Subsection B); and

35 See Agenda of the NERC Standards Committee August 23, 2023 meeting at:
https://extranet.nerc.net/stdscommittee/Shared%20Documents/08%20August?%2023,%202023/Agenda%20-
%20August%202023.docx.

36 The NERC Rules of Procedure, including Appendix 3A, NERC Standard Processes Manual, are available at
http://www.nerc.com/AboutNERC/Pages/Rules-of-Procedure.aspx.

11



» proposed Reliability Standard TOP-003-6.1 (Subsection C).
The drafting team’s review of additional Reliability Standards, for which revisions are not
proposed at this time is included (Subsection D). A discussion of the enforceability of the proposed
Reliability Standards is also included (Subsection E).

As discussed in Exhibit D, the proposed Reliability Standards meet the Commission’s
criteria for approval in Order No. 672 and are just, reasonable, not unduly discriminatory, and in
the public interest. NERC respectfully requests that the Commission approve the proposed
Modifications to IRO-010 and TOP-003, to become effective in accordance with the proposed
implementation plan discussed in Section V.

A. Reliability Standards IRO-010 and TOP-003

The Commission first approved Reliability Standard TOP-003 in 2007°7 and Reliability
Standard IRO-010 in 2011.® Reliability Standard TOP-003 contains requirements for Balancing
Authority and Transmission Operator data specifications, while Reliability Standard IRO-010
contains requirements for Reliability Coordinator data specifications. Since their initial approval,
both standards have been revised multiple times. The Commission approved the currently effective
versions of Reliability Standards IRO-010-4 — Reliability Coordinator Data Specification and
Collection and TOP-003-5 — Operational Reliability Data in 2021.°

The data specification requirements in IRO-010 and TOP-003 are substantively similar, if
not functionally identical. The stated purpose of Reliability Standard IRO-010-4 is “to prevent

instability, uncontrolled separation, or Cascading outages that adversely impact reliability, by

37 Mandatory Reliability Standards for the Bulk-Power Sys., Order No. 693, 118 FERC ¥ 61,218, order on
reh’g, Order No. 693-A, 120 FERC § 61,053 (2007).

38 Mandatory Reliability Standards for Interconnection Reliability Operating Limits, Order No. 748, 134 FERC §
61,213 (2011).
3 N. Am. Elec. Reliability Corp., 176 FERC Y 61,119 (2021).
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https://advance.lexis.com/document/teaserdocument/?pdmfid=1000516&crid=374514a1-2a6e-482e-ab76-059c0534d6f9&pddocfullpath=%2Fshared%2Fdocument%2Fadministrative-materials%2Furn%3AcontentItem%3A688D-D251-F7VM-S312-00000-00&pdcomponentid=5330&ecomp=cmhdk&earg=sr2&prid=109adc8d-63df-4ce5-9406-8fc033518b3e

ensuring the Reliability Coordinator has the data it needs to monitor and assess the operation of its
Reliability Coordinator Area.” Similarly, the stated purpose of Reliability Standard TOP-003-005
is “to ensure that the Transmission Operator and Balancing Authority have data needed to fulfill
their operational and planning responsibilities.”

Due to the similarities between the requirements of IRO-010 and TOP-003, NERC
proposes revisions to both standards so that the language is parallel in form and function and uses
similar vernacular in describing the underlying requirements. The proposed revisions are intended
to retain flexibility for applicable entities to utilize available technologies, integrate new
technologies, and define expectations for data and information exchange. This allows entities to
continue to receive the data and information they believe is necessary to perform their functions
and promote reliability.*°

B. Proposed Reliability Standard IRO-010-5
The proposed requirement provides as follows:
R1. The Reliability Coordinator shall maintain a-documented specification(s) for the
data_and information necessary for it to perform its Operational Planning Analyses,
Real- time monitoring, and Real-time Assessments. The-data specification shall

include but not be limited to: (Violation Risk Factor: Low) (Time Horizon:
Operations Planning)

1.1. A list of data and information needed by the Reliability Coordinator to
support its Operational Planning Analyses, Real-time monitoring, and
Real- time Assessments including non-BES data and information, external
network data; and information, and identification of the entities responsible
for responding to the specification as deemed necessary by the Reliability
Coordinator.

1.2.  Provisions for notification of current Protection System and Remedial
Action Scheme (RAS) status or degradation that impacts System reliability.

1.3.  Provisions for notification of BES generating unit(s) during local forecasted

40 See Exhibit C-2, Technical Rationale for Reliability Standard TOP-003-6 at p. 1; Exhibit C-1 Technical Rationale
for Reliability Standard IRO-010-5 at p. 1.

13



cold weather to include:

1.3.1 Operating limitations based on:

1.3.1.1. capability and availability;

1.3.1.2. fuel supply and inventory concerns;
1.3.1.3. fuel switching capabilities; and
1.3.1.4. environmental constraints

1.3.2. Generating unit(s) minimum:

1.3.2.1. design temperature; or
1.3.2.2. historical operating temperature; or
1.3.2.3. current cold weather performance temperature

determined by an engineering analysis.

" s odicitn £ dine data.

1.4.  Fhe-deadline-by—whiehldentification of a mutually agreeable process for
resolving conflicts.

1.5.  Method(s) for the respendentisentity identified in Part 1.1 to provide data
and information that includes but is not limited to.

1.5.1 Specific deadlines or periodicity in which data and information is to
be provided;

1411.5.2 Performance criteria for the indicated—dataavailability and
accuracy of data and information, as applicable:

1.5.3 Provisions to update or correct data and information, as applicable
Oor necessary.

1.5.4 A mutually agreeable format.

1.5.5 A mutually agreeable method(s) for securely transferring data and
information.

R2.  The Reliability Coordinator shall distribute its data and information specification(s)
to entities that have data required by the Reliability Coordinator’s Operational
Planning Analyses, Real- time monitoring, and Real-time Assessments. (Violation

14



Risk Factor: Low) (Time Horizon: Operations Planning)

R3.  Each Reliability Coordinator, Balancing Authority, Generator Owner, Generator
Operator, Transmission Operator, Transmission Owner, and Distribution Provider
receiving a data specification(s) in Requirement R2 shall satisfy the obligations of

the documented specifications using:. (Violation Risk Factor: Medium) (Time
Horizon: Operations Planning, Same-Day Operations, Real-time Operations)

3t Amutualtlyacreeable format

Proposed Reliability Standard IRO-010-5 would modify the title of Reliability Standard
IRO-010-4 to include data “and information”. The proposed title change from ‘“Reliability
Coordinator Data Specification and Collection” to “Reliability Coordinator Data and information
Specification and Collection” acknowledges that the specifications are for the collection of both
data and information.*! Corresponding revisions to capture data “and information” also appear in
the purpose, Requirement R1, Parts 1, 1.1, 1.5, and Requirement R2.

The purpose set forth in proposed Reliability Standard IRO-010-5 would be revised to
specify “each” instead of “the” Reliability Coordinator, expand “data” to include “data and
information”, and include the need to “plan” in addition to the existing requirements to monitor
and assess the operation of the Reliability Coordinator’s area.*> As proposed, the new purpose
would be “to prevent instability, uncontrolled separation, or Cascading outages that adversely
impact reliability, by ensuring each Reliability Coordinator has the data and information it needs
to plan, monitor and assess the operation of its Reliability Coordinator Area.” These proposed

changes are intended to align with the purpose of TOP-003-6.1, as discussed infra. In addition,

41 See Exhibit C-1, Technical Rationale for Reliability Standard IRO-010-5, at p. 2.

42 For comparison, the purpose of IRO-010-4 is “to prevent instability, uncontrolled separation, or Cascading
outages that adversely impact reliability, by ensuring the Reliability Coordinator has the data it needs to monitor and
assess the operation of its Reliability Coordinator Area.”
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NERC uses the terms data “and information” to clarify that specifications can contain other
data/information in addition to data typically provided systematically from field devices via
SCADA/ICCP.*

Proposed Reliability Standard IRO-010-5 maintains the general framework of the currently
effective standards, which consists of three sets of requirements. Under Requirement R1 of the
proposed Reliability Standard, the Reliability Coordinator would maintain documented
specifications for the data and information needed for their Operational Planning Analyses, Real-
time monitoring, and Real-time Assessments.** This modifies current Requirement R1 by
including “and information” in addition to data that should be maintained, thus clarifying that
specifications include both data and information that a Reliability Coordinator requires.*
Proposed Requirement R1 Part 1.1 would include data “and information” and require
“identification of the entities responsible for responding to the specification”. This revision
includes not only the list of data and information that the requestor needs for the core reliability
tasks, but also the identification of the applicable entity that is required to respond to the request
for the specification. This proposed revision is intended to ensure that data and information
specifications clearly identify the responsible parties that need to comply with the request.*®

Requirement R1 Part 1.4 proposes requiring the establishment of a mutually agreeable

conflict resolution process. This replaces the “mutually agreeable process for resolving data

conflicts” that was previously included in Requirement R3 Part 3.2.4’ This proposed revision

43 See Exhibit C-1, Technical Rationale for Reliability Standard IRO-010-5, at p. 2.
4 See proposed Reliability Standard IRO-010-5 Requirement R1.

4 See Exhibit C-1, Technical Rationale for Reliability Standard IRO-010-5, at p. 2.
46 Id.

47 For purposes of the TOP-003-6.1 discussion infia, the parallel language concerning conflict resolution for TOP-
003-5 is located in Requirement RS Part 5.2.
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moves the data conflict resolution provision into the data specification requirements, thus
including this process within the data specification itself.*® By establishing conflict resolution as
a subpart of the requirement, requestors would be expected to establish processes with the
responding parties, to improve upon, requests, responses, and performance expectations.*’ The
provision would establish the process for resolving disagreements while retaining the requestor’s
authority to request data it needs.>® Respondents would be expected to engage the requestor about
the respondent’s concerns using the established process contained in the data request.’! These
could include, for example, concerns for managing risks for public disclosure of commercially
sensitive information, or for establishing a dispute resolution process for conflicts between entities
related to necessary data exchanges, or to establish data correction protocols.>?

As revised, Requirement R1 Part 1.5 would set forth the methods for entities providing
data and information. The proposed revisions to Requirement R1 Part 1.5.1 combine the currently
effective Requirement R1 Parts 1.4 and 1.5 and requires specific deadlines and periodicity
(previously included in Requirement R1 Part 1.4) for data and information that is expected to be
updated on different time frames.> The inclusion of deadlines would address data provisions that
may be immediate, one-time, or that do not have recurring periods.>*

Proposed Requirement R1 Part 1.5.2 would require the establishment of performance

criteria for the availability and accuracy of data and information.>> At the onset of this project, one

48 See Exhibit C-1, Technical Rationale for Reliability Standard IRO-010-5, at p. 2.
YId.

N

Sid.

2 Id. at pp. 2-3.

3 1d. at 3.

M Id.

35 See proposed Requirement R1 Part 1.5.2.
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of the key motivators was the perception that the original standards were written to require entities
to demonstrate perfect compliance with all data specifications at all times — a so-called “zero
defect” approach. The drafting team considered this portion of the SAR and determined that the
standard would benefit by requiring the Reliability Coordinator to specify their expectations for
data availability and accuracy, taking into account their data needs and planning processes. The
purpose of these proposed revisions is not to excuse noncompliance or lessen reliability, but align
expectations across reliability entities and responding entities, and promote continuous
improvement in data and information exchange.

The proposed revisions to Requirement R1 Part 1.5.3 would include provisions to update
or correct Respondent data and information.>® This would provide for the inclusion of protocols to
aid in rectifying data and information errors.>’

As proposed, Requirement R1 Part 1.5.4 would move the necessity for a mutually agreeable

format from Requirement R3 Part 3.138

into the specification, as a requirement of the specification
itself.>® The proposed revisions to Requirement R1 Part 1.5.5 move and revise the security protocol

obligations from Requirement R3% into Requirement R1 Part 1.5.5, making it a part of the

specification. The proposed revisions replace “[a] mutually agreeable security protocol”®' with

%6 See proposed Requirement R1 Part 1.5.3.
57 See Exhibit C-1, Technical Rationale for Reliability Standard IRO-010-5, at p. 3.

38 For purposes of the TOP-003-6.1 discussion infra, the parallel language concerning a “mutually agreeable format”
for TOP-003-5 is located in Requirement RS Part 5.1. Thus, the proposed TOP-003-6.1 revisions would similarly
move the “mutually agreeable format” within the specification itself, i.c., Requirement R1 Part 1.5.4 for each
Transmission Operator and Requirement 2.5.4 for each Balancing Authority.

% See Exhibit C-1, Technical Rationale for Reliability Standard IRO-010-5, at p. 3.

60 For purposes of the TOP-003-6.1 discussion infra, the language concerning conflict resolution for TOP-003-5 is
located in Requirement R5 Part 5.3. The proposed TOP-003-6.1 revisions would similarly revise and relocate the
“mutually agreeable security protocol” concept to state a “mutually agreeable method(s) for securely transferring
data and information” within the specification itself, i.e., Requirement R1 Part 1.5.5 for each Transmission Operator
and Requirement 2.5.5 for each Balancing Authority.

61 See Reliability Standard TOP-003-5 Requirement R3 Part 3.3.
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“[a] mutually agreeable method(s) for securely transferring data and information.”®* This revision
acknowledges that data and information may not require a protocol but may require an agreed
upon method for secure transfer, or both.%

The proposed revisions that consolidate the legacy “mutually agree” language,** currently
embodied in Requirement R3 into Requirement R1, effectively place the responsibility on the
Reliability Coordinator® to, as part of their data specifications, include a “mutually agreed to” (1)
data and information format, (2) process for resolving conflicts, and (3) method for securely
transferring data and information. The expectation would be that the Reliability Coordinator would
demonstrate its efforts to “mutually agree” on those items, but this would not necessarily require
explicit evidence of agreement from every entity. For example: Independent System Operators
(“ISOs”) and Regional Transmission Organizations (“RTOs”) may use their consensus driven
stakeholder processes (which each entity agreed to when they joined the ISO/RTO) to determine
the (1) process for resolving conflicts, (2) data format, and (3) method for submitting the data.
Evidence going through the stakeholder process would satisfy “mutual agreement” by all the
entities in that footprint, even if the agreement was developed through a less than unanimous
consent process.

“Mutual agreement” may also be achieved through other means (e.g., the requesting entity’s
data specification states that submitting evidence indicates agreement to the format, or

establishment of a process by which an entity’s data conflicts or inability to meet the specified

62 See proposed Reliability Standard TOP-003-6.1 Requirement R1 Part 1.5.5.

63 See Exhibit C-1, Technical Rationale for Reliability Standard IRO-010-5, at p. 3.

% The requirement for a “mutually agreeable format™ originated in Reliability Standard IRO-010-1a, the first FERC-
approved version of this standard, and Reliability Standard TOP-003-3, which was first approved by the
Commission in 2015. The requirements pertaining to a “mutually agreeable format”, a “mutually agreeable process
for resolving data conflicts”, and a “mutually agreeable security protocol” are all included within currently-effective
IRO-010-4 and TOP-003-5.

%5 The analysis in this section is also applicable to the proposed Balancing Authority/Transmission Operator
revisions proposed in TOP-003-6.1 discussed infra.
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format/method for sending data is handled on a case by case basis.) It is NERC’s expectation that
each Reliability Coordinator will intentionally pursue “mutual agreement” to satisfy the
obligations of Requirement R1. Under the proposed revisions to Requirement R3, responding
entities that receive a specification in Requirement R2 “shall satisfy the obligations of the
documented specifications”.®® In the event the requesting entity and the responding entity could
not reach agreement on the format/method, such disagreement would not exempt a responding

entity from providing the requested data.

These revisions are shown in Exhibit A.

C. Proposed Reliability Standard TOP-003-6.1

The proposed requirements provides as follows:

R1.  Each Transmission Operator shall maintain a-documented specification(s) for the
data and information necessary for it to perform its Operational Planning
Analyses, Real- time monitoring, and Real-time Assessments. The-data
specification shall include, but not be limited to: [Violation Risk Factor: Lower]
[Time Horizon: Operations Planning]

1.1. A list of data and information needed by the Transmission Operator to
support its Operational Planning Analyses, Real-time monitoring, and
Real-time Assessments including non-BES data and information, external
network data_and information, and identification of the entities responsible
for responding to the specification as deemed necessary by the
Transmission Operator.

1.2.  Provisions for notification of current Protection System and Remedial
Action Scheme (RAS) status or degradation that impacts System
reliability.

1.3.  Provisions for notification of BES generating unit(s) during local
forecasted cold weather to include:

1.3.1. Operating limitations based on:

% See proposed Requirement R3.
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1.3.1.1 capability and availability;

1.3.1.2. fuel supply and inventory concerns;
1.3.1.3. fuel switching capabilities; and
1.3.1.4. environmental constraints

1.3.2. Generating unit(s) minimum:

1.3.2.1. design temperature; or
1.3.2.2. historical operating temperature; or
1.3.2.3. current cold weather performance
temperature determined by an engineering
analysis.
1.4.  Aldentification of a mutually agreeable process for resolving
conflicts.

1.5 Method(s) for the entity identified in Part 1.1 to provide the data
and information that includes at a minimum the following.

+:4-1.5.1. Specified deadlines or periodicity ferpreviding-data—The
deadline-by-which therespondentdata and information is to
provide-the-indicated-data-be provided;

1.5.2. Performance criteria for the availability and accuracy of
data and information as applicable:

1.5.3. Provisions to update or correct data and information, as
applicable or necessary:

1.5.4. A mutually agreeable format:

1.5.5. Mutually agreeable method(s) for securely transferring data
and information.

Each Balancing Authority shall maintain adocumented specification(s) for
the data and information necessary for it to perform its analysis functions
and Real-time monitoring. The data specification shall include, but not be
limited to: [Violation Risk Factor: Lower] [Time Horizon: Operations
Planning]
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2.1.

2.2.

2.3.

2.4.

A list of data and information needed by the Balancing Authority
to support its analysis functions and Real-time monitoring
including non-Bulk Electric System data and information, and
external network data and information, as deemed necessary by the
Balancing Authority, and identification of the entity responsible
for responding to the specification.

Provisions for notification of current Protection System and
Remedial Action Scheme status or degradation that impacts
System reliability.

Provisions for notification of BES generating unit(s) status during
local forecasted cold weather to include:

2.3.1. Operating limitations based on:
2.3.1.1. capability and availability;
2.3.1.2. fuel supply and inventory concerns;
2.3.1.3. fuel switching capabilities; and
2.3.14. environmental constraints.
2.3.2. Generating unit(s) minimum:
2.3.2.1. design temperature; or
2.3.2.2. historical operating temperature; or
2.3.2.3. current cold weather performance
temperature determined by an engineering

analysis.

Aldentification of a mutually agreeable process in resolving

2.5.

conflicts

Methods for the entity identified in Part 2.1 to provide data and

information that includes at a minimum the following.

2.5.1. Specific deadlines or periodicity ferprevidingdata—The
deadline-by-in which therespondentdata and information is
to previde-the-indieated-data-be provided:

2.5.2. Performance criteria for the availability and accuracy of
data and information, as applicable:
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2.5.3. Provisions to update or correct data and information, as
applicable or necessary:

2.5.4. A mutually agreeable format.

2.5.5. A mutually agreeable method(s) for securely transferring
data and information.

R3.  Each Transmission Operator shall distribute its data and information
specification(s) to entities that have data and information required by the
Transmission Operator’s Operational Planning Analyses, Real- time
monitoring, and Real-time Assessments. [Violation Risk Factor: Lower]
[Time Horizon: Operations Planning]

R4.  Each Balancing Authority shall distribute its data and information
specification(s) to entities that have data and information required by the
Balancing Authority’s analysis functions and Real-time monitoring.
[Violation Risk Factor: Lower] [Time Horizon: Operations Planning]

RS.  Each Transmission Operator, Balancing Authority, Generator Owner,
Generator Operator, Transmission Owner, and Distribution Provider
receiving a data and information specification(s) in Requirement R3 or R4
shall satisfy the obligations of the documented specifications-asing:.
[Violation Risk Factor: Medium] [Time Horizon: Operations Planning,
Same-Day Operations, Real-time Operations]

5.1 A mutually agrecable format
5.2 A mutually agrecable process
5.3 A mutually agrecable security protocol

Proposed Reliability Standard TOP-003-6.1 would change the title of the standard from
“Operational Reliability Data” to “Transmission Operator and Balancing Authority Data and
Information Specification and Collection”. This revision is intended to align with the title of

proposed Reliability Standard IRO-010-5, and to better reflect the function of the Reliability
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Standard.®’

As revised, the purpose set forth in proposed Reliability Standard TOP-003-6.1 would
specify “each” instead of “the” “Transmission Operator and Balancing Authority”, expand “data”
to include “data and information”, and replace the need for the data and information to “fulfill their
operational and planning responsibilities” with the need to “plan, monitor, and assess the operation
of its Transmission Operator Area or Balancing Authority Area”. As revised, the purpose of
proposed Reliability Standard TOP-003-6.1 would be “to ensure that each Transmission Operator
and Balancing Authority has the data and information it needs to plan, monitor, and assess the
operation of its Transmission Operator Area or Balancing Authority Area.” These proposed
changes to the purpose of TOP-003-6.1 are intended to align with the purpose of proposed
Reliability Standard IRO-010-5. In addition, NERC uses the terms data “and information” to
clarify that specifications can contain other data/information in addition to data typically provided
systematically from field devices via SCADA/ICCP.%®

Proposed Reliability Standard TOP-003-6.1 maintains the general framework of the
currently effective standard, which consists of five sets of requirements. NERC proposes to add
nearly identical revisions for Transmission Operator data specifications to Requirement R1, Parts
I, 1.1, 1.4, and 1.5 in TOP-003-6.1 that are proposed in proposed Reliability Standard IRO-010-
5, supra.®® NERC also proposes to add parallel provisions to for each Balancing Authority in

Requirement R2, Parts 2, 2.4, and 2.5 in TOP-003-6.1.7° In line with the rationale discussed above

67 See Exhibit C-2, Technical Rationale for Reliability Standard TOP-003-6, atp. 1.

8 Id. atp. 2. For TOP-003-6.1, Requirement R1 Part 1.5 and Requirement R2 Part 2.5, the differences between the
proposed revision to Reliability Standard IRO-010-5 and TOP-003-6.1 are as follows: IRO-010-5 Requirement R1
Part 1.5 applies to Method(s) for the entity identified in Part 1.1 to provide data and information that includes, “but
is not limited to”, and TOP-003-6.1 Requirement R1 Part 1.5 and Requirement R2 Part 2.5 refer to data and
information that includes “at a minimum”.

 See Exhibit C-2, Technical Rationale for Reliability Standard TOP-003-6, at pp. 2-3.

70 See id. at pp. 3-5.
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for proposed revisions to IRO-010-5, these proposed revisions clarify that specifications include
both data and information that each Transmission Operator (Requirement R1) and each Balancing
Authority (Requirement R2) requires.”! These proposed revisions would further require the
identification of the applicable entity that is required to respond to the request for the
specification.”? These revisions are intended to ensure that data and information specifications
clearly identify the responsible parties that need to comply with the request.”

Proposed Requirement R1 Part 1.4 and Requirement R2 Part 2.4 are revised to include a
data conflict resolution provision, currently located in Requirement R5 Part 5.2. This aligns with
the corresponding changes, and accompanying rationale,”® that are proposed for Reliability
Standard IRO-010-5 Requirement R1 Part 1.4.7°

Similarly, proposed Requirement R1 Part 1.5 and Requirement R2 Part 2.5, provide that
specifications should include protocols to address periodicity, performance criterion, and provide
update and correction mechanisms. In addition, identification of the mutually agreeable format is
removed from Requirement R5 Part 5.1 and placed in Requirement R1 Part 1.5.4 for each
Transmission Operator and Requirement R2 Part 2.5.4 for each Balancing Authority.

Identification of mutually agreeable security protocols have been removed from Requirement RS

" See id. at pp. 2-5.

2 See id. at p. 2. Proposed TOP-003-6.1 Requirement R2 Part 2.1 would require “A list of data and information
needed by the Balancing Authority to support its analysis functions and Real-time monitoring including non-Bulk
Electric System data and information, and external network data and information, as deemed necessary by the
Balancing Authority, and identification of the entity responsible for responding to the specification.” (emphasis
added). See proposed Reliability Standard TOP-003-6.1. By contrast, the parallel language in proposed IRO-010-5
Requirement R1 Part 1.1 would require “A list of data and information needed by the Reliability Coordinator to
support its Operational Planning Analyses, Real-time monitoring, and Real- time Assessments including non-BES
data and information, external network data, and information, and identification of the entities responsible for
responding to the specification as deemed necessary by the Reliability Coordinator.” See proposed Reliability
Standard IRO-010-5.

73 Exhibit C-2, Technical Rationale for Reliability Standard TOP-003-6, at p. 2.

74 See discussion supra section IV (B).

75 See Exhibit C-2, Technical Rationale for Reliability Standard TOP-003-6, at p. 4. See discussion, supra in section
IV (B), for IRO-010-5 regarding the rationale for moving the data conflict provision within the data specification
requirement.
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Part 5.3 and placed in Requirement R1 Part 1.5.5 for each Transmission Operator and Requirement
R2 Part 2.5.5 for each Balancing Authority. As proposed, Requirement R1 Part 1.5.5
(Transmission Operator) and Requirement R2 Part 2.5.5 (Balancing Authority) would be revised
from a “mutually agreeable security protocol” to a “mutually agreeable method(s) for securely
transferring data and information”. This is intended to acknowledge that data and information may
not require a protocol but may require an agreed upon method for secure transfer, or both.’® These
changes would be functionally equivalent to the proposed revisions, discussed above, for
Reliability Standard IRO-010-5."7

Requirement R3 and Requirement R4 are revised to add the term “and information” for
consistency.’® Requirement RS is revised to require the Respondents to satisfy the documented
specification based on the criterion established in Requirement R1 for requests originating from
Transmission Operator specifications. Similarly, Requirement RS is revised to require the
Respondents to satisfy the documented specification based on criterion established in

Requirement R2 for requests originating from Balancing Authority specifications.”

These revisions are shown in Exhibit A.
D. Review of Other Standards
As directed by the SAR, the drafting team assessed whether IRO-010 and TOP-003 could
address certain data requirements within other standards (BAL-005-1; EOP-005-3; FAC-014-3;

IRO-008-3; IRO-017-1; TOP-001-6; and VAR-002-4.1)% in order to avoid potential duplications

76 See Exh. C-2, Technical Rationale for Reliability Standard TOP-003-6, at pp. 3-5.
77 See supra IV (B).
8 See Exh. C-2, Technical Rationale for Reliability Standard TOP-003-6, at p. 5.

®1d.

80 Michael Cruz-Montes, NERC Standard Authorization Request (SAR), Operational Data Exchange Simplification
(Revised on March 16, 2022).
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and perceived redundancies that add to the administrative burden or that may create unnecessary
risks. At the time of review, the drafting team concluded that the requirements for data and
information within those standards “served a greater purpose in their existing locations, and that
removing or relocating to IRO-010 and TOP-003 risked misalignment or misunderstanding
without extensive referencing”.®! In reaching this conclusion, the drafting team considered and
evaluated each of those requirements to determine if they are within the scope of the four tasks
and consequently within the scope of IRO-010 and TOP-003.%* The drafting team did not ballot
these recommendations. In addition, the drafting team did not identify any new requirements
necessary to perform the tasks identified in IRO-010-4 and TOP-003-5.% The drafting team’s
rationale for not proposing changes to additional standards is explained in detail in the supporting
white paper; the following is a high level summary.

The drafting team assessed Reliability Standard BAL-005-1, Balancing Authority Control.
The drafting team noted that because the focus is strictly a bright line communication for a
Balancing Authority to a Reliability Coordinator for times when the required data is not available,
the context may be lost if a specific requirement is placed in IRO-010 and TOP-003 on its own
rather than in a standard devoted to a Balancing Authority’s Area Control Error.34

In evaluating Reliability Standard EOP-005-3, System Restoration from Blackstart
Resources, the drafting team found that Requirements R13 and R14.2 would not fall under the four

reliability tasks identified in TOP-003.%

81 White Paper at v.

82 Id. at 2.

8 1d.

8 Id. at 3. The drafting team found that creating a specific list where the bright line criteria could be maintained in
IRO-010 was inconsistent with the SAR guidance, “creating a minimum list of items to include in a data
specification is not desired.”

8 Id. at 3.
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The drafting team reviewed Reliability Standard FAC-014-3, Establish and Communicate
System Operating Limits, which will become mandatory and effective on April 1, 2024.
Additionally, in review of the SER Phase 2 recommendation from FAC-014-2 Requirement RS,
the following was noted “No action. Deferring to the team of Project 2015-09.”3¢ The drafting
team noted that the Technical Rationale for establishing Reliability Standard FAC-014-3 (Project
2015-09 Establish and Communicate System Operating Limits, April 2021) provided insight that
Requirements R3 and R5 were “complementary” to IRO-010 and TOP-003 and not redundant.®’

The drafting team reviewed Reliability Standard IRO-008-3 Requirements RS and R6,
Reliability Coordinator Operational Analyses and Real-time Assessments. Because there are no
requirements in TOP-003 for the Reliability Coordinator to provide information to a Balancing
Authority or Transmission Operator, the drafting team found that there was not a redundancy.®®

The drafting team assessed Reliability Standard IRO-017-1, Outage Coordination. The
drafting team noted the SER Phase 2 recommendation to leave as-is, and found that the
requirement is not specifically identified as being related to the four reliability tasks identified in
IRO-010 and TOP-003.%

The drafting team reviewed Reliability Standard TOP-001-6, Transmission Operations,
Requirements R9 and R15. The drafting team noted that Requirement R9 identifies a bright line
criterion of 30 minutes or more that could be lost if not specifically called out or listed in IRO-010
and TOP-003, and could also potentially affect processes outside of the four reliability tasks.’® The

drafting team considered Requirement R15, finding that it is critical and necessary for situational

86 Id. at 4.
87 Id. at 4-5.
8 Id. at 5.
8 Id. at 6.
90 14,
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awareness for verifying the implementation of an Operating Plan and or Operating Instruction was
successful in mitigating a System Operating Limit exceedance. The drafting team determined that
this requirement was specific and necessary enough to be specifically called out in IRO-010 if
relocated. It further noted that the context of the requirement would be lost if relocated as

Requirements R13 and R14 highlight the sequence of events.”!

The drafting team assessed Reliability Standard VAR-002-4.1, Generator Operation for
Maintaining Network Voltage Schedules. VAR-002-4.1 Requirements R3 and R4 both provide
critical information to a Transmission Operator and Reliability Coordinator with a bright line
timeline of 30 minutes. The drafting team found that relocation would lose the bright line 30-
minute criteria which aligns with the 30-minute Real-time Assessment requirement for Reliability
Coordinators and Transmission Operators.®?

The drafting team assessed BAL-005-1; EOP-005-3; FAC-014-3; IRO-008-3; IRO-017-1;
TOP-001-6; and VAR-002-4.1 based upon the specific guidance set forth in the SAR. As it was a
purpose of this project to evaluate removing other data exchange requirements dispersed in other
standards, the drafting team considered and evaluated each of those requirements to determine if
they are within the scope of the four tasks and consequently within the scope of IRO-010 and TOP-
003.% Based upon their focused review, the drafting team concluded there was a greater potential
reliability risk incurred by removing a perceived redundant requirement or by recommending
changes to requirements in other Reliability Standards.®* Based upon these conclusions, the

drafting team focused on limiting administrative burdens by clarifying and consolidating

NId. at7.
2714
B Id. at 2.
9 Id.
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requirements and improving approaches within IRO-010 and TOP-003. The drafting team did not
ballot any proposed revisions to additional standards.
E. Enforceability

The proposed Reliability Standards contain Violation Risk Factors (“VRFs”) and
Violation Severity Levels (“VSLs”) for each of the requirements. The VRFs and VSLs provide
guidance on the way that NERC will enforce the requirements of the proposed Reliability
Standards. The VRFs and VSLs are substantively unchanged from currently effective versions of
the Reliability Standards, reflecting only those conforming revisions necessary to effectuate the
proposed requirement revisions. As such, they continue to comport with NERC and Commission
guidelines related to their assignment.

In addition, the proposed Reliability Standards also include measures that support the
requirements by clearly identifying what is required and how the requirement will be enforced.
The measures help ensure that the requirements will be enforced in a clear, consistent, and non-
preferential manner and without prejudice to any party. The measures are substantively
unchanged from currently enforceable versions of the Reliability Standards, reflecting only those
revisions necessary to effectuate the proposed requirement revisions.

V. EFFECTIVE DATE

NERC respectfully requests that the Commission approve the implementation plan
attached to this petition as Exhibit B. The proposed implementation plan provides that the
proposed Modifications to IRO-010 and TOP-003 would become effective on the first day of the
first calendar quarter that is eighteen (18) months after the effective date of the applicable
governmental authority’s order approving the standard, or as otherwise provided for by the
applicable governmental authority. Where approval by an applicable governmental authority is not

required, the standard shall become effective on the first day of the first calendar quarter that is
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eighteen (18) months after the date the standard is adopted by the NERC Board of Trustees, or as
otherwise provided for in that jurisdiction. The currently effective versions of the standards would
be retired immediately prior to the effective date of the revised Reliability Standards in the
particular jurisdiction in which the revised standards are becoming effective. This implementation
timeline reflects consideration that responsible entities will need time to develop revised data and
information specifications under Reliability Standards IRO-010-5 and TOP-003-6.1, including: (i)
developing new protocols for submission periodicity, performance criteria, and provisions to
update information as needed; (i1) developing provisions for using intermediary entities to provide
data; and (iii) codifying in the data and information specification the mutually agreed upon
formats, process for resolving conflicts, and security protocols to use for data and information
exchange. This implementation plan also reflects consideration of the time that responsible entities
will need to distribute the revised data and information specifications to the reporting entities, and

that the reporting entities will need to comply with the revised data and information specifications.

VI. CONCLUSION

For the reasons set forth above, NERC respectfully requests that the Commission approve:

* Proposed Reliability Standards IRO-010-5, and TOP-003-6.1, and the associated
elements, as shown in Exhibit A;

+ the retirement of currently effective Reliability Standards IRO-010-4, and TOP-003-5;
and

* The implementation plan included in Exhibit B.

Respectfully submitted,

/s/ Sarah P. Crawford

Lauren A. Perotti

Assistant General Counsel
Sarah P. Crawford
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IRO-010-5 - Reliability Coordinator Data and Information Specification and Collection

Standard Development Timeline

This section is maintained by the drafting team during the development of the standard and will
be removed when the standard is adopted by the NERC Board of Trustees (Board).

Description of Current Draft
This is the final draft of the proposed standard.

Completed Actions Date

Standards Committee approved Standard Authorization Request January 20, 2021

(SAR) for posting

SAR posted for comment July 8 — August 6, 2021

SAR posted for comment January 11 — February 9, 2022

45-day formal comment period with ballot October 25 — December 9, 2022
Anticipated Actions Date

45-day formal comment period with additional ballot May 5 —June 10, 2023

10-day final ballot July 21 - 31, 2023

Board adoption August 2023
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IRO-010-5 - Reliability Coordinator Data and Information Specification and Collection

A. Introduction

1.
2.
3.

Title: Reliability Coordinator Data and Information Specification and Collection
Number: IRO-010-5

Purpose: To prevent instability, uncontrolled separation, or Cascading outages that
adversely impact reliability, by ensuring each Reliability Coordinator has the data and
information it needs to plan, monitor and assess the operation of its Reliability
Coordinator Area.

Applicability:

4.1. Reliability Coordinator
4.2. Balancing Authority
4.3. Generator Owner

4.4. Generator Operator
4.5. Transmission Operator
4.6. Transmission Owner

4.7. Distribution Provider

5. Effective Date: See Implementation Plan for Project 2021-06.
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IRO-010-5 - Reliability Coordinator Data and Information Specification and Collection

B. Requirements

R1. The Reliability Coordinator shall maintain documented specification(s) for the data
and information necessary for it to perform its Operational Planning Analyses, Real-
time monitoring, and Real-time Assessments. The specification shall include but not
be limited to: (Violation Risk Factor: Low) (Time Horizon: Operations Planning)

1.1. A list of data and information needed by the Reliability Coordinator to support
its Operational Planning Analyses, Real-time monitoring, and Real- time
Assessments including non-BES data and information, external network data
and information, and identification of the entities responsible for responding
to the specification as deemed necessary by the Reliability Coordinator.

1.2, Provisions for notification of current Protection System and Remedial Action
Scheme (RAS) status or degradation that impacts System reliability.

1.3. Provisions for notification of BES generating unit(s) during local forecasted cold
weather to include:

1.3.1 Operating limitations based on:
1.3.1.1. capability and availability;
1.3.1.2. fuel supply and inventory concerns;
1.3.1.3. fuel switching capabilities; and

1.3.1.4. environmental constraints

1.3.2. Generating unit(s) minimum:
1.3.2.1. design temperature; or
1.3.2.2. historical operating temperature; or

1.3.2.3. current cold weather performance temperature determined
by an engineering analysis.

1.4. Identification of a mutually agreeable process for resolving conflicts.

1.5. Method(s) for the entity identified in Part 1.1 to provide data and information
that includes, but is not limited to.

1.5.1 Specific deadlines or periodicity in which data and information is to be
provided;

1.5.2 Performance criteria for the availability and accuracy of data and
information, as applicable;

1.5.3 Provisions to update or correct data and information, as applicable or
necessary.

1.5.4 A mutually agreeable format.

1.5.5 A mutually agreeable method(s) for securely transferring data and
information.

Final Draft of IRO-010-5
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IRO-010-5 - Reliability Coordinator Data and Information Specification and Collection

M1.

R2.

M2.

R3.

M3.

The Reliability Coordinator shall make available its dated, current, in force
documented specification(s) for data and information.

The Reliability Coordinator shall distribute its data and information specification(s) to
entities that have data required by the Reliability Coordinator’s Operational Planning
Analyses, Real- time monitoring, and Real-time Assessments. (Violation Risk Factor:
Low) (Time Horizon: Operations Planning)

The Reliability Coordinator shall make available evidence that it has distributed its
specification(s) to entities that have data and information required by the Reliability
Coordinator’s Operational Planning Analyses, Real-time monitoring, and Real-time
Assessments. This evidence could include but is not limited to web postings with an
electronic notice of the posting, dated operator logs, voice recordings, postal receipts
showing the recipient, date and contents, or e-mail records.

Each Reliability Coordinator, Balancing Authority, Generator Owner, Generator
Operator, Transmission Operator, Transmission Owner, and Distribution Provider
receiving a specification(s) in Requirement R2 shall satisfy the obligations of the
documented specifications . (Violation Risk Factor: Medium) (Time Horizon: Operations
Planning, Same-Day Operations, Real-time Operations)

The Reliability Coordinator, Balancing Authority, Generator Owner, Generator
Operator, Reliability Coordinator, Transmission Operator, Transmission Owner, and
Distribution Provider receiving a specification(s) in Requirement R2 shall make
available evidence that it satisfied the obligations of the documented specification
using the specified criteria. Such evidence could include but is not limited to electronic
or hard copies of data transmittals or attestations of receiving entities.
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IRO-010-5 - Reliability Coordinator Data and Information Specification and Collection

C. Compliance

1. Compliance Monitoring Process

1.1. Compliance Enforcement Authority: “Compliance Enforcement Authority”

1.2.

(CEA) means NERC or the Regional Entity, or any entity as otherwise designated by
an Applicable Governmental Authority, in their respective roles of monitoring
and/or enforcing compliance with the mandatory and enforceable Reliability
Standards in their respective jurisdictions.

Evidence Retention: The following evidence retention period(s) identify the period
of time an entity is required to retain specific evidence to demonstrate
compliance. For instances where the evidence retention period specified below is
shorter than the time since the last audit, the CEA may ask an entity to provide
other evidence to show that it was compliant for the full-time period since the last
audit.

The Reliability Coordinator, Balancing Authority, Generator Owner, Generator
Operator, Transmission Operator, Transmission Owner, and Distribution Provider
shall each keep data or evidence to show compliance as identified below unless
directed by its CEA to retain specific evidence for a longer period of time as part of
an investigation:

The Reliability Coordinator shall retain its dated, current, in force documented
specification(s) for the data and information necessary for it to perform its
Operational Planning Analyses, Real-time monitoring, and Real-time Assessments
for Requirement R1, Measure M1 as well as any documents in force since the last
compliance audit.

The Reliability Coordinator shall keep evidence for three calendar years that it has
distributed its specification(s) to entities that have data required by the Reliability
Coordinator’s Operational Planning Analyses, Real-time monitoring, and Real-time
Assessments for Requirement R2, Measure M2.

Each Reliability Coordinator, Balancing Authority, Generator Owner, Generator
Operator, Transmission Operator, Transmission Owner, and Distribution Provider
receiving a specification(s) shall retain evidence for the most recent 90-calendar
days that it has satisfied the obligations of the documented specifications in
accordance with Requirement R3 and Measurement M3.

1.3. Compliance Monitoring and Enforcement Program:

As defined in the NERC Rules of Procedure, “Compliance Monitoring and
Enforcement Program” refers to the identification of the processes that will be
used to evaluate data or information for the purpose of assessing performance or
outcomes with the associated reliability standard.
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IRO-010-4 Reliability Coordinator Data Specification and Collection

Violation Severity Levels

R#  me
Horizon
R1 Operations
Planning

Low

The Reliability
Coordinator did not
include one or two of
the parts (Part 1.1
through Part 1.5) of the
documented
specification(s) for the
data and information
necessary forit to
perform its Operational
Planning Analyses,
Real-time monitoring,
and Real- time
Assessments.

Violation Severity Levels

Moderate

The Reliability
Coordinator did not
include three of the
parts (Part 1.1 through
Part 1.5) of the
documented
specification(s) for the
data and information
necessary for it to
perform its Operational
Planning Analyses,
Real-time monitoring,
and Real-time
Assessments.

High

The Reliability
Coordinator did not
include four of the
parts (Part 1.1 through
Part 1.5) of the
documented
specification(s) for the
data and information
necessary for it to
perform its Operational
Planning Analyses,
Real-time monitoring,
and Real-time
Assessments.

Severe

The Reliability
Coordinator did not
include any of the parts
(Part 1.1 through Part
1.5) of the documented
specification(s) for the
data and information
necessary for it to
perform its Operational
Planning Analyses,
Real-time monitoring,
and Real-time
Assessments.

OR,

The Reliability
Coordinator did not
have a documented
specification(s) for the
data and information
necessary for it to
perform its Operational
Planning Analyses,
Real-time monitoring,
and Real-time
Assessments.

For the Requirement R2 VSLs only, the intent of the SDT is to start with the Severe VSL first and then to work your way to the left until you
find the situation that fits. In this manner, the VSL will not be discriminatory by size of entity. If a small entity has just one affected reliability
entity to inform, the intent is that that situation would be a Severe violation.
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IRO-010-4 Reliability Coordinator Data Specification and Collection

Violation Severity Levels

R Hzlrri:?)n
Moderate High
R2 Operations Low The Reliability The Reliability The Reliability The Reliability
Planning Coordinator did not Coordinator did not Coordinator did not Coordinator did not
distribute its distribute its distribute its distribute its
specification(s) as specification(s) as specification(s) as specification(s) as
developed in developed in developed in developed in
Requirement R1 to one | Requirement R1to two | Requirement R1 to Requirement R1 to four
entity, or 5% or less of entities, or more than three entities, or more | or more entities, or
the entities, whichever | 5% and less than or than 10% and less than | more than 15% of the
is greater, that have equal to 10% of the or equal to 15% of the entities, whichever is
data and information reliability entities, reliability entities, greater, that have data
required by the whichever is greater, whichever is greater, and information
Reliability Coordinator’s | that have data and that have data and required by the
Operational Planning information required information required Reliability Coordinator’s
Analyses, Real-time by the Reliability by the Reliability Operational Planning
monitoring, and Real- Coordinator’s Coordinator’s Analyses, Real-time
time Assessments. Operational Planning Operational Planning monitoring, and Real-
Analyses, and Real- Analyses, Real-time time Assessments.
time monitoring, and monitoring, and Real-
Real-time Assessments. | time Assessments.
R3 Operations Medium The responsible entity The responsible entity The responsible entity The responsible entity
Planning, receiving a receiving a receiving a receiving a
Same-Day specification(s) in specification(s) in specification(s) in specification(s) in
Operations, Requirement R2 Requirement R2 Requirement R2 Requirement R2 did not
Real-time satisfied the obligations | satisfied the obligations | satisfied the obligations | satisfy the obligations
Operations of the documented of the documented of the documented of the documented
specifications but failed | specifications but failed | specifications but failed | specifications .
to meet one of the to meet two of the to meet any of the
parts in Requirement parts in Requirement parts in Requirement
Part 1.5. R1Part 1.5. R1 Part 1.5.
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IRO-010-3 — Reliability Coordinator Data Specification and Collection

D. Regional Variances
None.

E. Interpretations
None.

F. Associated Documents
None.

Version Histo

Version Change Tracking
1 October 17, 2008 Adopted by Board of Trustees New
la August 5, 2009 Added Appendix 1: Interpretation of R1.2 Addition
and R3 as approved by Board of Trustees
la March 17, 2011 Order issued by FERC approving IRO- 010-1a
(approval effective 5/23/11)
la November 19, 2013 Updated VRFs based on June 24, 2013 approval
2 April 2014 Revisions pursuant to Project 2014-03
2 November 13, 2014 Adopted by NERC Board of Trustees Revisions under Project
2014-03
2 November 19, 2015 FERC approved IRO-010-2. Docket No.
RM15-16-000
3 February 6, 2020 Adopted by NERC Board of Trustees Revisions under Project
2017-07
3 October 30, 2020 FERC approved IRO-010-3. Docket No.
RD20-4-000
4 March 22, 2021 Adopted by NERC Board of Trustees Revisions under Project
2019-06 Cold
Weather
4 June 11, 2021 Adopted by NERC Board of Trustees Revisions under Project
2019-06
4 August 24,2021 FERC approved IRO-010-4. Docket No.
RD21-5-000
4 August 27, 2021 Effective Date April 1, 2023
5 TBD Adopted by NERC Board of Trustees Revision under project
2021-06
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IRO-010-5 Reliability Coordinator Data and Information Specification and Collection

Standard Development Timeline

This section is maintained by the drafting team during the development of the standard and will
be removed when the standard is adopted by the NERC Board of Trustees (Board).

Description of Current Draft
This is the final draft of the proposed standard.

Completed Actions Date

Standards Committee approved Standard Authorization Request January 20, 2021
(SAR) for posting

SAR posted for comment July 8 — August 6, 2021
SAR posted for comment January 11 — February 9, 2022
45-day formal comment period with ballot October 25 — December 9, 2022

Anticipated Actions Date
45-day formal comment period with additional ballot May 5 —June 10, 2023
10-day final ballot July 21 - 31, 2023
Board adoption August 2023

Page 1of 7



IRO-010-5 Reliability Coordinator Data and Information Specification and Collection

A. Introduction

1. Title: Reliability Coordinator Data and Information Specification and Collection

2.  Number:- IRO-010-45

3. Purpose:- To prevent instability, uncontrolled separation, or Cascading outages that
adversely impact reliability, by ensuring theeach Reliability Coordinator has the data
and information it needs to plan, monitor and assess the operation of its Reliability
Coordinator Area.

4. Applicability:
4.1. Reliability Coordinator
4.2. Balancing Authority
4.3. Generator Owner
4.4. Generator Operator
4.5. Transmission Operator
4.6. Transmission Owner
4.7. Distribution Provider
5. Effective Date: See Implementation Plan for Project 20219-06.
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IRO-010-5 Reliability Coordinator Data and Information Specification and Collection

B. Requirements

R1.

The Reliability Coordinator shall maintain a-documented specification(s) for the data
and information necessary for it to perform its Operational Planning Analyses, Real-
time monitoring, and Real-time Assessments. The-data specification shall include but
not be limited to: (Violation Risk Factor: Low) (Time Horizon: Operations Planning)

1.1. A list of data and information needed by the Reliability Coordinator to support
its Operational Planning Analyses, Real-time monitoring, and Real- time
Assessments including non-BES data and information, external network data;
and information, and identification of the entities responsible for responding
to the specification as deemed necessary by the Reliability Coordinator.

1.2, Provisions for notification of current Protection System and Remedial Action
Scheme (RAS) status or degradation that impacts System reliability.

1.3. Provisions for notification of BES generating unit(s) during local forecasted cold
weather to include:

1.3.1 Operating limitations based on:
1.3.1.1. capability and availability;
1.3.1.2. fuel supply and inventory concerns;
1.3.1.3. fuel switching capabilities; and

1.3.1.4. environmental constraints
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IRO-010-5 - Reliability Coordinator Data Specification and Collection

1.3.2. Generating unit(s) minimum:
1.3.2.1. design temperature; or
1.3.2.2. historical operating temperature; or

1.3.2.3. current cold weather performance temperature determined
by an engineering analysis.

14 ) odicityf dine data.
1.4. TFhe-deadline-by-whieh-Identification of a mutually agreeable process for

1.5.

resolving conflicts.

Method(s) for the respendentis-entity identified in Part 1.1 to provide data

and information that includes, but is not limited to.

1.5.1 Specific deadlines or periodicity in which data and information is to be
provided;

1.411.5.2 Performance criteria for the indicated-data-availability and accuracy

of data and information, as applicable;

1.5.3  Provisions to update or correct data and information, as applicable or
necessary.

1.5.4 A mutually agreeable format.

1.5.5 A mutually agreeable method(s) for securely transferring data and
information.

Final Draft of IRO-010-5
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IRO-010-5 - Reliability Coordinator Data Specification and Collection

M1.— The Reliability Coordinator shall make available its dated, current, in force

R2.

documented specification(s) for data and information.

The Reliability Coordinator shall distribute its data and information specification(s) to
entities that have data required by the Reliability Coordinator’s Operational Planning
Analyses, Real- time monitoring, and Real-time Assessments. (Violation Risk Factor:
Low) (Time Horizon: Operations Planning)

M2. —  The Reliability Coordinator shall make available evidence that it has distributed its

R3.

data specification(s) to entities that have data and information required by the
Reliability Coordinator’s Operational Planning Analyses, Real-time monitoring, and
Real-time Assessments. This evidence could include but is not limited to web postings
with an electronic notice of the posting, dated operator logs, voice recordings, postal
receipts showing the recipient, date and contents, or e-mail records.

Each Reliability Coordinator, Balancing Authority, Generator Owner, Generator
Operator, Transmission Operator, Transmission Owner, and Distribution Provider
receiving a data specification(s) in Requirement R2 shall satisfy the obligations of the
documented specifications using:. (Violation Risk Factor: Medium) (Time Horizon:
Operations Planning, Same-Day Operations, Real-time Operations)

L

M3.— The Reliability Coordinator, Balancing Authority, Generator Owner, Generator

Operator, Reliability Coordinator, Transmission Operator, Transmission Owner, and
Distribution Provider receiving a data specification(s) in Requirement R2 shall make
available evidence that it satisfied the obligations of the documented specification
using the specified criteria. Such evidence could include but is not limited to electronic
or hard copies of data transmittals or attestations of receiving entities.
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IRO-010-5 - Reliability Coordinator Data Specification and Collection

C. Compliance

1. Compliance Monitoring Process

1.1. Compliance Enforcement Authority: “Compliance Enforcement Authority”

1.2.

(CEA) means NERC or the Regional Entity, or any entity as otherwise designated by
an Applicable Governmental Authority, in their respective roles of monitoring
and/or enforcing compliance with the mandatory and enforceable Reliability
Standards in their respective jurisdictions.

Evidence Retention: The following evidence retention period(s) identify the period
of time an entity is required to retain specific evidence to demonstrate
compliance. For instances where the evidence retention period specified below is
shorter than the time since the last audit, the CEA may ask an entity to provide
other evidence to show that it was compliant for the full-time period since the last
audit.

The Reliability Coordinator, Balancing Authority, Generator Owner, Generator
Operator, Transmission Operator, Transmission Owner, and Distribution Provider
shall each keep data or evidence to show compliance as identified below unless

directed by its Complianee Enforcement-AuthorityCEA to retain specific evidence

for a longer period of time as part of an investigation:

The Reliability Coordinator shall retain its dated, current, in force documented
specification(s) for the data and information necessary for it to perform its
Operational Planning Analyses, Real-time monitoring, and Real-time Assessments
for Requirement R1, Measure M1 as well as any documents in force since the last
compliance audit.

The Reliability Coordinator shall keep evidence for three calendar years that it has
distributed its data specification(s) to entities that have data required by the
Reliability Coordinator’s Operational Planning Analyses, Real-time monitoring, and
Real-time Assessments for Requirement R2, Measure M2.

Each Reliability Coordinator, Balancing Authority, Generator Owner, Generator
Operator, Transmission Operator, Transmission Owner, and Distribution Provider
receiving a data specification(s) shall retain evidence for the most recent 90-
calendar days that it has satisfied the obligations of the documented specifications
in accordance with Requirement R3 and Measurement M3.

1.3. Compliance Monitoring and Enforcement Program:

As defined in the NERC Rules of Procedure, “Compliance Monitoring and
Enforcement Program” refers to the identification of the processes that will be
used to evaluate data or information for the purpose of assessing performance or
outcomes with the associated reliability standard.
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IRO-010-5 — Reliability Coordinator Data Specification and Collection

Violation Severity Levels

R#  me
Horizon
R1 Operations
Planning

Low

The Reliability
Coordinator did not
include one or two e+
fewer—of the parts
(Part 1.1 through Part
1.5) of the documented
specification(s) for the
data and information
necessary forit to
perform its Operational
Planning Analyses,
Real-time monitoring,
and Real- time
Assessments.

Violation Severity Levels

Moderate

The Reliability
Coordinator did not
include three of the
parts (Part 1.1 through
Part 1.5) of the
documented
specification(s) for the
data and information
necessary for it to
perform its Operational
Planning Analyses,
Real-time monitoring,
and Real-time
Assessments.

High

The Reliability
Coordinator did not
include four of the
parts (Part 1.1 through
Part 1.5) of the
documented
specification(s) for the
data and information
necessary for it to
perform its Operational
Planning Analyses,
Real-time monitoring,
and Real-time
Assessments.

Severe

The Reliability
Coordinator did not
include any of the parts
(Part 1.1 through Part
1.5) of the documented
specification(s) for the
data and information
necessary for it to
perform its Operational
Planning Analyses,
Real-time monitoring,
and Real-time
Assessments.

OR,

The Reliability
Coordinator did not
have a documented
specification(s) for the
data and information
necessary for it to
perform its Operational
Planning Analyses,
Real-time monitoring,
and Real-time
Assessments.

For the Requirement R2 VSLs only, the intent of the SDT is to start with the Severe VSL first and then to work your way to the left until you
find the situation that fits. In this manner, the VSL will not be discriminatory by size of entity. If a small entity has just one affected reliability
entity to inform, the intent is that that situation would be a Severe violation.
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IRO-010-5 — Reliability Coordinator Data Specification and Collection

Violation Severity Levels

R H.(I;Irri:in
Moderate High
R2 Operations Low The Reliability The Reliability The Reliability The Reliability
Planning Coordinator did not Coordinator did not Coordinator did not Coordinator did not

distribute its data distribute its data- distribute its data- distribute its ata-
specification(s) as specification(s) as specification(s) as specification(s) as
developed in developed in developed in developed in
Requirement R1 to one | Requirement R1to two | Requirement R1 to Requirement R1 to four
entity, or 5% or less of entities, or more than three entities, or more | or more entities, or
the entities, whichever | 5% and less than or than 10% and less than | more than 15% of the
is greater, that have equal to 10% of the or equal to 15% of the entities, whichever is
data and information reliability entities, reliability entities, greater, that have data_
required by the whichever is greater, whichever is greater, and information
Reliability Coordinator’s | that have data and that have data and required by the
Operational Planning information required information required Reliability Coordinator’s
Analyses, Real-time by the Reliability by the Reliability Operational Planning
monitoring, and Real- Coordinator’s Coordinator’s Analyses, Real-time
time Assessments. Operational Planning Operational Planning monitoring, and Real-

Analyses, and Real- Analyses, Real-time time Assessments.

time monitoring, and monitoring, and Real-

Real-time Assessments. | time Assessments.

R3 Operations Medium The responsible entity The responsible entity The responsible entity The responsible entity
Planning, receiving a data receiving a date- receiving a -date- receiving a data-
Same-Day specification(s) in specification(s) in specification(s) in specification(s) in
Operations, Requirement R2 Requirement R2 Requirement R2 Requirement R2 did not
Real-time satisfied the obligations | satisfied the obligations | satisfied the obligations | satisfy the obligations
Operations of the documented of the documented of the documented of the documented

specifications fer-data
but failed to- meet
fellew- one of the parts
criteriachera- in Mo
3-3+—33-Requirement

specifications ferdata-
but failed to meet
fellew two of the
eriteria-shownparts in
Requirement R1 Part

specifications fer-data
but failed to meet
fellew- any of the
eriteria-shewn parts -in
Requirement R1 Part

specifications ferdata—.
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IRO-010-5 — Reliability Coordinator Data Specification and Collection

Violation Severity Levels

Time

= Horizon

Moderate High

Part 1.5.

E
|
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IRO-010-35 — Reliability Coordinator Data Specification and Collection

D. Regional Variances
None.

E. Interpretations
None.

F. Associated Documents
None.

Version Histo

Version Change Tracking
1 October 17, 2008 Adopted by Board of Trustees New
la August 5, 2009 Added Appendix 1: Interpretation of R1.2 Addition
and R3 as approved by Board of Trustees
la March 17, 2011 Order issued by FERC approving IRO- 010-1a
(approval effective 5/23/11)
la November 19, 2013 Updated VRFs based on June 24, 2013 approval
2 April 2014 Revisions pursuant to Project 2014-03
2 November 13, 2014 Adopted by NERC Board of Trustees Revisions under Project
2014-03
2 November 19, 2015 FERC approved IRO-010-2. Docket No.
RM15-16-000
3 February 6, 2020 Adopted by NERC Board of Trustees Revisions under Project
2017-07
3 October 30, 2020 FERC approved IRO-010-3. Docket No.
RD20-4-000
4 March 22, 2021 Adopted by NERC Board of Trustees Revisions under Project
2019-06 Cold
Weather
4 June 11, 2021 Adopted by NERC Board of Trustees Revisions under Project
2019-06
4 August 24,2021 FERC approved IRO-010-4. Docket No.
RD21-5-000
4 August 27, 2021 Effective Date April 1, 2023
5 TBD Adopted by NERC Board of Trustees Revision under project
2021-06
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TOP-003-6.1 — Transmission Operator and Balancing Authority Data and Information Specification and Collection

A. Introduction

1. Title: Transmission Operator and Balancing Authority Data and Information Specification
and Collection

2. Number: TOP-003-6.1

3. Purpose: To ensure that each Transmission Operator and Balancing Authority has
the data and information it needs to plan, monitor, and assess the operation of its
Transmission Operator Area or Balancing Authority Area.

4. Applicability:
4.1 Functional Entities:

4.1.1 Transmission Operator
4.1.2 Balancing Authority
4.1.3 Generator Owner
4.1.4 Generator Operator
4.1.5 Transmission Owner
4.1.6 Distribution Provider

5. Effective Date: See Implementation Plan for Project 2021-06.

TOP-003-6.1



TOP-003-6.1 — Transmission Operator and Balancing Authority Data and Information Specification and Collection

B. Requirements and Measures

R1.

TOP-003-6.1

Each Transmission Operator shall maintain documented specification(s) for the data
and information necessary for it to perform its Operational Planning Analyses, Real-
time monitoring, and Real-time Assessments. The specification shall include, but not
be limited to: [Violation Risk Factor: Lower] [Time Horizon: Operations Planning]

1.1. Alist of data and information needed by the Transmission Operator to support
its Operational Planning Analyses, Real-time monitoring, and Real-time
Assessments including non-BES data and information, external network data
and information, and identification of the entities responsible for responding
to the specification as deemed necessary by the Transmission Operator.

1.2. Provisions for notification of current Protection System and Remedial Action
Scheme (RAS) status or degradation that impacts System reliability.

1.3. Provisions for notification of BES generating unit(s) during local forecasted cold
weather to include:

1.3.1. Operating limitations based on:
1.3.1.1. capability and availability;
1.3.1.2. fuel supply and inventory concerns;
1.3.1.3. fuel switching capabilities; and
1.3.1.4. environmental constraints

1.3.2. Generating unit(s) minimum:
1.3.2.1. design temperature; or
1.3.2.2. historical operating temperature; or

1.3.2.3. current cold weather performance temperature determined
by an engineering analysis.

1.4. Identification of a mutually agreeable process for resolving conflicts.

1.5. Method(s) for the entity identified in Part 1.1 to provide the data and
information that includes at a minimum the following.

1.5.1. Specified deadlines or periodicity which data and information is to be
provided;

1.5.2. Performance criteria for the availability and accuracy of data and
information as applicable;

1.5.3. Provisions to update or correct data and information, as applicable or
necessary;

1.5.4. A mutually agreeable format;

1.5.5. Mutually agreeable method(s) for securely transferring data and
information.
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M1. Each Transmission Operator shall make available its dated, current, in force
documented specification(s) for data and information.

R2. Each Balancing Authority shall maintain documented specification(s) for the data
and information necessary for it to perform its analysis functions and Real-time
monitoring. The data specification shall include, but not be limited to: [Violation
Risk Factor: Lower] [Time Horizon: Operations Planning]

2.1. Alist of data and information needed by the Balancing Authority to support its
analysis functions and Real-time monitoring including non-Bulk Electric
System data and information, and external network data and information, as
deemed necessary by the Balancing Authority, and identification of the entity
responsible for responding to the specification.

2.2. Provisions for notification of current Protection System and Remedial Action
Scheme status or degradation that impacts System reliability.

2.3. Provisions for notification of BES generating unit(s) status during local
forecasted cold weather to include:

2.3.1. Operating limitations based on:
2.3.1.1. capability and availability;
2.3.1.2.  fuel supply and inventory concerns;
2.3.1.3. fuel switching capabilities; and
2.3.1.4. environmental constraints.

2.3.2. Generating unit(s) minimum:
2.3.2.1.  design temperature; or
2.3.2.2.  historical operating temperature; or

2.3.2.3.  current cold weather performance temperature
determined by an engineering analysis.

2.4. Identification of a mutually agreeable process in resolving conflicts

2.5. Methods for the entity identified in Part 2.1 to provide data and information that
includes at a minimum the following.

2.5.1. Specific deadlines or periodicity in which data and information is to be
provided;

2.5.2. Performance criteria for the availability and accuracy of data and
information, as applicable;

2.5.3. Provisions to update or correct data and information, as applicable or
necessary.

2.5.4. A mutually agreeable format.

2.5.5. A mutually agreeable method(s) for securely transferring data and
information.

TOP-003-6.1
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Ma2.

R3.

Mm3.

R4.

M4,

RS.

M5.

TOP-003-6.1

Each Balancing Authority shall make available its dated, current, in force documented
specification(s) for data and information.

Each Transmission Operator shall distribute its data and information specification(s) to
entities that have data and information required by the Transmission Operator’s
Operational Planning Analyses, Real- time monitoring, and Real-time Assessments.
[Violation Risk Factor: Lower] [Time Horizon: Operations Planning]

Each Transmission Operator shall make available evidence that it has distributed its
data specification(s) to entities that have data and information required by the
Transmission Operator’s Operational Planning Analyses, Real-time monitoring, and
Real-time Assessments.

Such evidence could include but is not limited to web postings with an electronic notice
of the posting, dated operator logs, voice recordings, postal receipts showing the
recipient, date and contents, or e-mail records.

Each Balancing Authority shall distribute its data and information specification(s) to
entities that have data and information required by the Balancing Authority’s analysis
functions and Real-time monitoring. [Violation Risk Factor: Lower] [Time Horizon:
Operations Planning]

Each Balancing Authority shall make available evidence that it has distributed its data
specification(s) to entities that have data and information required by the Balancing
Authority’s analysis functions and Real-time monitoring. Such evidence could include
but is not limited to web postings with an electronic notice of the posting, dated
operator logs, voice recordings, postal receipts showing the recipient, or e-mail records.

Each Transmission Operator, Balancing Authority, Generator Owner, Generator
Operator, Transmission Owner, and Distribution Provider receiving a data and
information specification(s) in Requirement R3 or R4 shall satisfy the obligations of the
documented specifications. [Violation Risk Factor: Medium] [Time Horizon: Operations
Planning, Same-Day Operations, Real-time Operations]

Each Transmission Operator, Balancing Authority, Generator Owner, Generator
Operator, Transmission Owner, and Distribution Provider receiving a specification(s) in
Requirement R3 or R4 shall make available evidence that it has satisfied the obligations
of the documented specification. Such evidence could include, but is not limited to,
electronic or hard copies of data transmittals or attestations of receiving entities.
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C. Compliance

1. Compliance Monitoring Process

1.1.

1.2.

TOP-003-6.1

Compliance Enforcement Authority: “Compliance Enforcement Authority” (CEA) means NERC or the Regional Entity, or
any entity as otherwise designated by an Applicable Governmental Authority, in their respective roles of monitoring
and/or enforcing compliance with mandatory and enforceable Reliability Standards in their respective jurisdictions.

Evidence Retention: The following evidence retention period(s) identify the period of time an entity is required to retain
specific evidence to demonstrate compliance. For instances where the evidence retention period specified below is
shorter than the time since the last audit, the CEA may ask an entity to provide other evidence to show that it was
compliant for the full time period since the last audit.

Each responsible entity shall keep data or evidence to show compliance as identified below unless directed by its CEA
to retain specific evidence for a longer period of time as part of an investigation.

Each Transmission Operator shall retain its dated, current, in force, documented specification for the data and
information necessary for it to perform its Operational Planning Analyses, Real-time monitoring, and Real-time
Assessments in accordance with Requirement R1 and Measurement M1 as well as any documents in force since the
last compliance audit.

Each Balancing Authority shall retain its dated, current, in force, documented specification(s) for the data and
information necessary for it to perform its analysis functions and Real-time monitoring in accordance with
Requirement R2 and Measurement M2 as well as any documents in force since the last compliance audit.

Each Transmission Operator shall retain evidence for three calendar years that it has distributed its specification(s) to
entities that have data required by the Transmission Operator’s Operational Planning Analyses, Real-time
monitoring, and Real-time Assessments in accordance with Requirement R3 and Measurement M3.

Each Balancing Authority shall retain evidence for three calendar years that it has distributed its specification(s) to
entities that have data required by the Balancing Authority’s analysis functions and Real-time monitoring in
accordance with Requirement R4 and Measurement M4.

Each Balancing Authority, Generator Owner, Generator Operator, Transmission Operator, Transmission Owner, and
Distribution Provider receiving a specification(s) in Requirement R3 or R4 shall retain evidence for the most recent
90-calendar days that it has satisfied the obligations of the documented specifications in accordance with
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Requirement R5 and Measurement M5.

1.3. Compliance Monitoring and Enforcement Program: As defined in the NERC Rules of Procedure, “Compliance Monitoring
and Enforcement Program” refers to the identification of the processes that will be used to evaluate data or information
for the purpose of assessing performance or outcomes with the associated reliability standard.

Violation Severity Levels

R# Time

Horizon

R1 Operations
Planning

VRF

Lower

Lower VSL

The Transmission
Operator did not include
one or two of the parts
(Part 1.1 through Part 1.5)
of the documented
specification(s) for the
data and information
necessary for it to perform
its Operational Planning
Analyses, Real-time
monitoring, and Real- time
Assessments.

Violation Severity Levels

Moderate VSL

The Transmission
Operator did not include
three of the parts (Part
1.1 through Part 1.5) of
the documented
specification(s) for the
data and information
necessary for it to
perform its Operational
Planning Analyses, Real-
time monitoring, and
Real- time Assessments.

High VSL

The Transmission
Operator did not include
four of the parts (Part 1.1
through Part 1.5) of the
documented
specification(s) for the
data and information
necessary for it to perform
its Operational Planning
Analyses, Real-time
monitoring, and Real-
time Assessments.

Severe VSL

The Transmission Operator
did not include any of the
parts (Part 1.1 through Part
1.5) of the documented
specification(s) for the data
and information necessary
for it to perform its
Operational Planning
Analyses, Real-time
monitoring, and Real- time
Assessments.

OR,

The Transmission

Operator did not have a
documented
specification(s) for the

data and information on
necessary for it to

perform its Operational
Planning Analyses, Real-
time monitoring, and

Real- time Assessments.

TOP-003-6.1
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Time

. Horizon

Planning

R2 Operations

VRF

Lower

Lower VSL

The Balancing Authority
did not include two or
fewer of the parts (Part 2.1
through Part 2.5) of the
documented
specification(s) for the
data and information
necessary for it to perform
its analysis functions and
Real- time monitoring.

Violation Severity Levels

Moderate VSL

The Balancing Authority
did not include three of
the parts (Part 2.1
through Part 2.5) of the
documented
specification(s) for the
data and information
necessary for it to
perform its analysis
functions and Real- time
monitoring.

High VSL

The Balancing Authority
did not include four of the
parts (Part 2.1 through
Part 2.5) of the
documented
specification(s) for the
data and information
necessary for it to perform
its analysis functions and
Real- time monitoring.

Severe VSL

The Balancing Authority
did not include any of the
parts (Part 2.1 through
Part 2.5) of the
documented
specification(s) for the
data and information
necessary for it to perform
its analysis functions and
Real- time monitoring.

OR,

The Balancing Authority
did not have a documented
specification(s) for the data
and information necessary
for it to perform its
analysis functions and
Real- time monitoring.

For the Requirement R3 and R4 VSLs only, the intent of the SDT is to start with the Severe VSL first and then to work your way to the left until you find
the situation that fits. In this manner, the VSL will not be discriminatory by size of entity. If a small entity has just one affected reliability entity to
inform, the intent is that that situation would be a Severe violation.

R3 Operations
Planning

TOP-003-6.1

Lower

The Transmission
Operator did not
distribute its
Specification(s) to one
entity, or 5% or less of
the entities, whichever is
greater, that have data
and information required
by the Transmission
Operator’s Operational
Planning Analyses, Real-
time monitoring, and
Real-time Assessments.

The Transmission
Operator did not
distribute its
Specification(s) to two
entities, or more than 5%
and less than or equal to
10% of the reliability
entities, whichever is
greater, that have data
and information required
by the Transmission
Operator’s Operational
Planning Analyses, Real-

The Transmission
Operator did not
distribute its
Specification(s) to three
entities, or more than
10% and less than or
equal to 15% of the
reliability entities,
whichever is greater, that
have data and
information required by
the Transmission
Operator’s Operational

The Transmission
Operator did not
distribute its
Specification(s) to four or
more entities, or more
than 15% of the entities
that have data and
information required by
the Transmission
Operator’s Operational
Planning Analyses, Real-
time monitoring, and
Real-time Assessments.
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R#

Time
Horizon

Lower VSL

Violation Severity Levels

Moderate VSL

time monitoring, and
Real-time Assessments.

High VSL

Planning Analyses, Real-
time monitoring, and
Real-time Assessments.

Severe VSL

R4

Operations
Planning

Lower

The Balancing Authority
did not distribute its
Specification(s) to one
entity, or 5% or less of the
entities, whichever is
greater, that have data
and information required
by the Balancing
Authority’s analysis
functions and Real-time
monitoring.

The Balancing Authority
did not distribute its
Specification(s) to two
entities, or more than 5%
and less than or equal to
10% of the entities,
whichever is greater, that
have data and
information required by
the Balancing Authority’s
analysis functions and
Real-time monitoring.

The Balancing Authority
did not distribute its
Specification(s) to three
entities, or more than10%
and less than or equal to
15% of the entities,
whichever is greater, that
have data and information
required by the Balancing
Authority’s analysis
functions and Real-time
monitoring.

The Balancing Authority
did not distribute its
Specification(s) to four or
more entities, or more
than 15% of the entities
that have data and
information required by
the Balancing Authority’s
analysis functions and
Real-time monitoring.

R5

Operations
Planning,
Same-Day
Operations,
Real-time
Operations

Medium

The responsible entity
receiving a specification(s)
in Requirement R3 or R4
satisfied the obligations in
the specification but
failed to meet one of the
parts in Requirement R1
Part 1.5- or Requirement
R2 Part 2.5.

The responsible entity
receiving a
specification(s) in
Requirement R3 or R4
satisfied the obligations in
the specification but
failed to meet two of the
parts in Requirement

R1 Part 1.5 or
Requirement R2 Part 2.5.

The responsible entity
receiving a
specification(s) in
Requirement R3 or R4
satisfied the obligations in
the specification but
failed to meet three or
more of the parts in
Requirement R1 Part

1.5 or Requirement R2
Part 2.5.

The responsible entity
receiving a
specification(s) in
Requirement R3 or R4 did
not satisfy the obligations
of the documented
specifications .

TOP-003-6.1
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D. Regional Variances
None.

E. Interpretations
None.

F. Associated Documents

None.

Version Histo

Version

Action

Change Tracking

0 April 1, 2005 Effective Date New
August 8, 2005 Removed “Proposed” from Effective Date Errata
Modified R1.2 Modified M1 Revised
Replaced Levels of Non-compliance with the
Feb 28, BOT approved Violation Severity
Levels (VSLs)
1 October 17, 2008 Adopted by NERC Board of Trustees
1 March 17, 2011 Order issued by FERC approving TOP- 003-1
(approval effective 5/23/11)
2 May 6, 2012 Revised under Project 2007-03 Revised
2 May 9, 2012 Adopted by Board of Trustees Revised
3 April 2014 Changes pursuant to Project 2014-03 Revised
3 November 13, 2014 Adopted by Board of Trustees Revisions under
Project 2014-03
3 November 19, 2015 FERC approved TOP-003-3. Docket No.
RM15-16-000, Order No. 817
4 February 6, 2020 Adopted by NERC Board of Trustees Revisions under
Project 2017-07
4 October 30, 2020 FERC approved TOP-003-4. Docket No.
RD20-4-000
5 May 2021 Changes pursuant to Project 2019-06 Revised
5 June 11, 2021 Board approved Project 2019-06
Cold Weather
5 August 24, 2021 FERC approved TOP —003-5 Docket No.
RD21-5-000, Order 176
6 TBD Adopted by NERC Board of Trustees Revisions under
project 2021-06
6.1 Errata Approved by the Standards Committee
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A. Introduction
1. Title: OperationalReliability-Data Transmission Operator and Balancing Authority Data

and Information Specification and Collection

2. Number: TOP-003-56.1

3. Purpose: To ensure that the each Transmission Operator and Balancing Authority
has the TrassmissienCromterapd Boloreins Autherpr-have-data aeceedand

information it needs to fulfilltheiroperationaland-planningresponsibilitiesplan,
monitor, and assess the operation of its Transmission Operator Area or Balancing

Authority Area.

4. Applicability:

4.1 Functional Entities:

42 4.1.1 Transmission Operator
4-24.1.2 Balancing Authority
43 4.1.3 Generator Owner
44 4.1.4 Generator Operator
4-54.1.5 Transmission Owner
4-64.1.6 Distribution Provider
5. Effective Date: See Implementation Plan for Project 202139-06.
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B. Requirements and Measures

R1.

Each Transmission Operator shall maintain a-documented specification(s) for the data
and information necessary for it to perform its Operational Planning Analyses, Real-
time monitoring, and Real-time Assessments. The-data specification shall include, but
not be limited to: [Violation Risk Factor: Lower] [Time Horizon: Operations Planning]

1.1. Alist of data and information needed by the Transmission Operator to support
its Operational Planning Analyses, Real-time monitoring, and Real-time
Assessments including non-BES data and information, external network data
and information, and identification of the entities responsible for responding

to the specification as deemed necessary by the Transmission Operator.

1.2. Provisions for notification of current Protection System and Remedial Action
Scheme (RAS) status or degradation that impacts System reliability.

1.3. Provisions for notification of BES generating unit(s) during local forecasted cold
weather to include:

1.3.1. Operating limitations based on:

1.3.1.1.
1.3.1.2.
1.3.1.3.
1.3.1.4.

capability and availability;
fuel supply and inventory concerns;
fuel switching capabilities; and

environmental constraints

1.3.2. Generating unit(s) minimum:

1.3.2.1.

design temperature; or
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1.3.2.2. historical operating temperature; or

1.3.2.3. current cold weather performance temperature determined
by an engineering analysis.

1.4. A-periodicity-forprovidingdata-ldentification of a mutually agreeable process for

resolving conflicts.

1.5. Fhedeadlinebywhichtherespondentis-Method(s) for the entity identified in
Part 1.1 to provide the indicated data and information that includes at a
minimum the following.

S

13-4:1.5.1. Specified deadlines or periodicity ferproviding-data- The-deadlineby
which therespendentdata and information is to previde-the-indicated-
data-be provided;

1.5.2. Performance criteria for the availability and accuracy of data and
information as applicable;

1.5.3. Provisions to update or correct data and information, as applicable or
necessary;

1.5.4. A mutually agreeable format;

1.5.5. Mutually agreeable method(s) for securely transferring data and
information.

M1.-  Each Transmission Operator shall make available its dated, current, in force
documented specification(s) for data and information.

R2. Each Balancing Authority shall maintain a-documented specification(s) for the data_
and information necessary for it to perform its analysis functions and Real-time
monitoring. The data specification shall include, but not be limited to: [Violation
Risk Factor: Lower] [Time Horizon: Operations Planning]

2.1. Alist of data and information needed by the Balancing Authority to support its
analysis functions and Real-time monitoring including non-Bulk Electric
System data and information, and external network data and information, as
deemed necessary by the Balancing Authority, and identification of the entity
responsible for responding to the specification.

2.2. Provisions for notification of current Protection System and Remedial Action
Scheme status or degradation that impacts System reliability.

2.3. Provisions for notification of BES generating unit(s) status during local
forecasted cold weather to include:

2.3.1. Operating limitations based on:
2.3.1.1. capability and availability;

2.3.1.2.  fuel supply and inventory concerns;
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2.3.2.

2.3.1.3. fuel switching capabilities; and
2.3.1.4. environmental constraints.
Generating unit(s) minimum:

2.3.2.1. design temperature; or

2.3.2.2.  historical operating temperature; or

2.3.2.3. current cold weather performance temperature
determined by an engineering analysis.

2.4. A-periodicity-forproviding-data—ldentification of a mutually agreeable process in

resolving conflicts

2.5. The-deadlineby-which-therespondentis-Methods for the entity identified in Part

2.1 to provide data and information that includes at a minimum the following.

23—

2:3:4:2.5.1. Specific deadlines or periodicity forproviding-data: The-deadline-

2.5.2.

byin which therespoendentdata and information is to previde-the-
indicated-data-be provided;

Performance criteria for the availability and accuracy of data and

2.5.3.

information, as applicable;

Provisions to update or correct data and information, as applicable or

2.5.4.

necessary.

A mutually agreeable format.

2.5.5.

A mutually agreeable method(s) for securely transferring data and

information.

M2.- Each Balancing Authority shall make available its dated, current, in force documented
specification(s) for data and information.

R3.

Each Transmission Operator shall distribute its data and information specification(s) to
entities that have data and information required by the Transmission Operator’s
Operational Planning Analyses, Real- time monitoring, and Real-time Assessments.
[Violation Risk Factor: Lower] [Time Horizon: Operations Planning]
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M3.-_ Each Transmission Operator shall make available evidence that it has distributed its

R4.

M4.-_

RS.

data specification(s) to entities that have data and information required by the
Transmission Operator’s Operational Planning Analyses, Real-time monitoring, and
Real-time Assessments.

Such evidence could include but is not limited to web postings with an electronic notice
of the posting, dated operator logs, voice recordings, postal receipts showing the
recipient, date and contents, or e-mail records.

Each Balancing Authority shall distribute its data and information specification(s) to
entities that have data and information required by the Balancing Authority’s analysis
functions and Real-time monitoring. [Violation Risk Factor: Lower] [Time Horizon:
Operations Planning]

Each Balancing Authority shall make available evidence that it has distributed its data
specification(s) to entities that have data and information required by the Balancing
Authority’s analysis functions and Real-time monitoring. Such evidence could include
but is not limited to web postings with an electronic notice of the posting, dated
operator logs, voice recordings, postal receipts showing the recipient, or e-mail records.

Each Transmission Operator, Balancing Authority, Generator Owner, Generator
Operator, Transmission Owner, and Distribution Provider receiving a data and_
information specification(s) in Requirement R3 or R4 shall satisfy the obligations of the
documented specifications-using:. [Violation Risk Factor: Medium] [Time Horizon:
Operations Planning, Same-Day Operations, Real-time Operations]

M5.- Each Transmission Operator, Balancing Authority, Generator Owner, Generator

TOP-003-6.1

Operator, Transmission Owner, and Distribution Provider receiving a data-
specification(s) in Requirement R3 or R4 shall make available evidence that it has
satisfied the obligations of the documented specifications. Such evidence could include,
but is not limited to, electronic or hard copies of data transmittals or attestations of
receiving entities.
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C. Compliance

1. Compliance Monitoring Process

1.1.

1.2.

TOP-003-6.1

Compliance Enforcement Authority: “Compliance Enforcement Authority” (CEA)
means NERC or the Regional Entity, or any entity as otherwise designated by an
Applicable Governmental Authority, in their respective roles of monitoring and/or
enforcing compliance with mandatory and enforceable Reliability Standards in their
respective jurisdictions.

Evidence Retention: The following evidence retention period(s) identify the period
of time an entity is required to retain specific evidence to demonstrate compliance.
For instances where the evidence retention period specified below is shorter than
the time since the last audit, the ComplianceEnforcementAuthorityCEA may ask an
entity to provide other evidence to show that it was compliant for the full time
period since the last audit.

Each responsible entity shall keep data or evidence to show compliance as

identified below unless directed by its Cempliance EnforcementAuthorityCEA to

retain specific evidence for a longer period of time as part of an investigation:.

Each Transmission Operator shall retain its dated, current, in force,
documented specification for the data and information necessary for it to
perform its Operational Planning Analyses, Real-time monitoring, and Real-
time Assessments in accordance with Requirement R1 and Measurement M1
as well as any documents in force since the last compliance audit.

Each Balancing Authority shall retain its dated, current, in force, documented
specification(s) for the data and information necessary for it to perform its
analysis functions and Real-time monitoring in accordance with Requirement
R2 and Measurement M2 as well as any documents in force since the last
compliance audit.

Each Transmission Operator shall retain evidence for three calendar years that
it has distributed its data-specification(s) to entities that have data required by
the Transmission Operator’s Operational Planning Analyses, Real-time
monitoring, and Real-time Assessments in accordance with Requirement R3
and Measurement M3.

Each Balancing Authority shall retain evidence for three calendar years that it
has distributed its data-specification(s) to entities that have data required by
the Balancing Authority’s analysis functions and Real-time monitoring in
accordance with Requirement R4 and Measurement M4.

Each Balancing Authority, Generator Owner, Generator Operator, Transmission
Operator, Transmission Owner, and Distribution Provider receiving a data-
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specification(s) in Requirement R3 or R4 shall retain evidence for the most
recent 90-calendar days that it has satisfied the obligations of the documented
specifications in accordance with Requirement R5 and Measurement M5.

1.3. Compliance Monitoring and Enforcement Program: As defined in the NERC Rules of
Procedure, “Compliance Monitoring and Enforcement Program” refers to the
identification of the processes that will be used to evaluate data or information for
the purpose of assessing performance or outcomes with the associated reliability
standard.

TOP-003-6.1
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Violation Severity Levels

Violation Severity Levels

R#  1ime VRF
Horizon :
Lower VSL Moderate VSL High VSL Severe VSL
R1 Operations Lower The Transmission The Transmission The Transmission The Transmission Operator
Planning Operator did not include Operator did not include Operator did not include did not include any of the
twe-orfewer one or two of | three of the parts (Part four of the parts (Part 1.1 | parts (Part 1.1 through Part
the parts (Part 1.1 through | 1.1 through Part 1.5) of through Part 1.5) of the 1.5) of the documented
Part 1.5) of the the documented documented specification(s) for the data
documented specification(s) for the specification(s) for the and information necessary
specification(s) for the data and information data and information for it to perform its
data and information necessary for it to necessary for it to perform | Operational Planning
necessary for it to perform | perform its Operational its Operational Planning Analyses, Real-time
its Operational Planning Planning Analyses, Real- Analyses, Real-time monitoring, and Real- time
Analyses, Real-time time monitoring, and monitoring, and Real- Assessments.
monitoring, and Real- time | Real- time Assessments. time Assessments. OR,
Assessments. The Transmission
Operator did not have a
documented
specification(s) for the
data and information on
necessary for it to
perform its Operational
Planning Analyses, Real-
time monitoring, and
Real- time Assessments.
R2 Operations Lower The Balancing Authority The Balancing Authority The Balancing Authority The Balancing Authority
Planning did not include two or did not include three of did not include four of the | did not include any of the
fewer of the parts (Part 2.1 | the parts (Part 2.1 parts (Part 2.1 through parts (Part 2.1 through
through Part 2.5) of the through Part 2.5) of the Part 2.5) of the Part 2.5) of the
documented documented documented documented
specification(s) for the specification(s) for the specification(s) for the specification(s) for the
data and information data and information data and information data and information
necessary for it to perform | necessary for it to necessary for it to perform | necessary for it to perform
its analysis functions and perform its analysis its analysis functions and its analysis functions and
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Lower VSL

Violation Severity Levels

Moderate VSL

High VSL

Severe VSL

Real- time monitoring.

functions and Real- time
monitoring.

Real- time monitoring.

Real- time monitoring.

OR,

The Balancing Authority
did not have a documented
specification(s) for the data
and information necessary
for it to perform its
analysis functions and
Real- time monitoring.

For the Requirement R3 and R4 VSLs only, the intent of the SDT is to start with the Severe VSL first and then to work your way to the left until you find
the situation that fits. In this manner, the VSL will not be discriminatory by size of entity. If a small entity has just one affected reliability entity to
inform, the intent is that that situation would be a Severe violation.

Sspecification(s) to one
entity, or 5% or less of the
entities, whichever is
greater, that have data

sSpecification(s) to two
entities, or more than 5%
and less than or equal to
10% of the entities,

Sspecification(s) to three
entities, or more than10%
and less than or equal to
15% of the entities,

R3 Operations Lower The Transmission The Transmission The Transmission The Transmission
Planning Operator did not Operator did not Operator did not Operator did not
distribute its data- distribute its data- distribute its data distribute its data
Sspecification(s) to one Sspecification(s) to two Sspecification(s) to three Sspecification(s) to four
entity, or 5% or less of entities, or more than 5% | entities, or more than or more entities, or more
the entities, whichever is and less than or equal to 10% and less than or than 15% of the entities
greater, that have data 10% of the reliability equal to 15% of the that have data_and
and information required | entities, whichever is reliability entities, information required by
by the Transmission greater, that have data whichever is greater, that | the Transmission
Operator’s Operational and information required | have data and Operator’s Operational
Planning Analyses, Real- by the Transmission information required by Planning Analyses, Real-
time monitoring, and Operator’s Operational the Transmission time monitoring, and
Real-time Assessments. Planning Analyses, Real- Operator’s Operational Real-time Assessments.
time monitoring, and Planning Analyses, Real-
Real-time Assessments. time monitoring, and
Real-time Assessments.
R4 Operations Lower The Balancing Authority The Balancing Authority The Balancing Authority The Balancing Authority
Planning did not distribute its data | did not distribute its éata- | did not distribute its data | did not distribute its data

Sspecification(s) to four or
more entities, or more
than 15% of the entities
that have data and

TOP-003-6.1
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Time

S Horizon

Lower VSL

and information required

by the Balancing
Authority’s analysis
functions and Real-time
monitoring.

Violation Severity Levels

Moderate VSL

whichever is greater, that
have data and
information required by
the Balancing Authority’s
analysis functions and
Real-time monitoring.

High VSL

whichever is greater, that
have data and information
required by the Balancing
Authority’s analysis
functions and Real-time
monitoring.

Severe VSL

information required by
the Balancing Authority’s
analysis functions and
Real-time monitoring.

R5 Operations Medium The responsible entity The responsible entity The responsible entity The responsible entity
Planning, receiving a data receiving a data receiving a data receiving a data
Same-Day specification(s) in specification(s) in specification(s) in specification(s) in
Operations, Requirement R3 or R4 Requirement R3 or R4 Requirement R3 or R4 Requirement R3 or R4 did
Real-time satisfied the obligations in | satisfied the obligations in | satisfied the obligations in | not satisfy the obligations
Operations the data specification but | the data specification but | the data specification but | of the documented

failed dienoet to meet one | did-netfailed to meettwo | did-netfailed to meet specifications ferdata.
of the parts eriteria shewn | of the parts eriteria- three or more of the parts
in Requirement R15 {Parts | shewn in Requirement eriteriashown in
15.5%-or 53} R15 {Parts 15.54—5.3} | Requirement R15
Requirement R2 Part 2.5. or Requirement R2 Part {Parts 15.45 =53} or
2.5. Requirement R2 Part 2.5.
TOP-003-6.1
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D. Regional Variances
None.

E. Interpretations
None.

F. Associated Documents

None.

Version Histo

Version

Action

Change Tracking

0 April 1, 2005 Effective Date New
August 8, 2005 Removed “Proposed” from Effective Date Errata
Modified R1.2 Modified M1 Revised
Replaced Levels of Non-compliance with the
Feb 28, BOT approved Violation Severity
Levels (VSLs)
1 October 17, 2008 Adopted by NERC Board of Trustees
1 March 17, 2011 Order issued by FERC approving TOP- 003-1
(approval effective 5/23/11)
2 May 6, 2012 Revised under Project 2007-03 Revised
2 May 9, 2012 Adopted by Board of Trustees Revised
3 April 2014 Changes pursuant to Project 2014-03 Revised
3 November 13, 2014 Adopted by Board of Trustees Revisions under
Project 2014-03
3 November 19, 2015 FERC approved TOP-003-3. Docket No.
RM15-16-000, Order No. 817
4 February 6, 2020 Adopted by NERC Board of Trustees Revisions under
Project 2017-07
4 October 30, 2020 FERC approved TOP-003-4. Docket No.
RD20-4-000
5 May 2021 Changes pursuant to Project 2019-06 Revised
5 June 11, 2021 Board approved Project 2019-06
Cold Weather
5 August 24, 2021 FERC approved TOP —003-5 Docket No.
RD21-5-000, Order 176
6 TBD Adopted by NERC Board of Trustees Revisions under
project 2021-06
6.1 Errata Approved by the Standards Committee

TOP-003-6.1

11




NERC

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Exhibit B

Implementation Plan

RELIABILITY | RESILIENCE | SECURITY




NEIRC

e ———————————————
NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Implementation Plan
Reliability Standards IRO-010-5 and TOP-003-6
Project 2021-06 Modifications to IRO-010 and TOP-003

Applicable Standard(s)

e Reliability Standard IRO-010-5 — Reliability Coordinator Data and Information Specification an
Collection

e Reliability Standard TOP-003-6 — Transmission Operator and Balancing Authority Data and
Information Specification and Collection

Requested Retirements
e Reliability Standard IRO-010-4 — Reliability Coordinator Data Specification and Collection
e Reliability Standard TOP-003-5 — Operational Reliability Data

Applicable Entities

e See subject standards.

Background

The primary purpose of this project is to simplify administrative burdens and mitigate potential zero
defects expectations associated with the current IR0-010-4 and TOP-003-5 standards, while ensuring
that Registered Entities with operational responsibilities continue to request and receive the data
necessary to support Operational Planning Analysis, Real-time Assessments, Real-time monitoring,
and Balancing Authority analysis functions.

General Considerations

This implementation plan reflects consideration that responsible entities will need time to develop
revised data and information specifications under Reliability Standards IRO-010-5 and TOP-003-6,
including: (i) developing new protocols for submission periodicity, performance criteria, and
provisions to update information as needed; (ii) developing provisions for using intermediary entities
to provide data; and (iii) codifying in the data and information specification the mutually agreed upon
formats, process for resolving conflicts, and security protocols to use for data and information
exchange. This implementation plan also reflects consideration of the time that responsible entities
will need to distribute the revised data and information specifications to the reporting entities, and
that the reporting entities will need to comply with the revised data and information specifications.

RELIABILITY | RESILIENCE | SECURITY
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Effective Date

Reliability Standards IRO-010-5 and TOP-003-6

Where approval by an applicable governmental authority is required, the standards shall become
effective on the first day of the first calendar quarter that is eighteen (18) months after the effective
date of the applicable governmental authority’s order approving the standard, or as otherwise
provided for by the applicable governmental authority.

Where approval by an applicable governmental authority is not required, the standard shall become
effective on the first day of the first calendar quarter that is eighteen (18) months after the date the
standard is adopted by the NERC Board of Trustees, or as otherwise provided for in that jurisdiction.

Retirement Date

Reliability Standards IRO-010-4 and TOP-003-5

Reliability Standards IRO-010-4 and TOP-003-5 shall be retired immediately prior to the effective
date of Reliability Standards IRO-010-5 and TOP-003-6 in the particular jurisdiction in which the
revised standards are becoming effective.

Implementation Plan | Final Posting
Project 2021-06 Modifications to IRO-010 and TOP-003 | July 2023
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Technical Rationale
Proposed Reliability Standard IRO-010-5
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Technical Rationale for Reliability

Standard IRO-010-5
July 2023

IR0O-010-5 — Reliability Coordinator Data and Information Specific
and Collection

Rationale:

The primary purpose of this project is to reduce unnecessary administrative overhead and reduce
potential zero defect expectations associated with the current IR0-010-4 and TOP-003-5 standards. Also
ensuring that Registered Entities request and receive the data and information necessary to support the
core reliability tasks required to perform Operational Planning Analysis, Real-time Assessments, and Real-
time monitoring, and Balancing Authority analysis functions.

The core reliability tasks for Reliability Coordinators identified in IRO-010 are identified as Operational
Planning Analysis, Real-time Assessments, and Real-time monitoring.

The SDT reviewed standards listed in the SAR’s Detailed Description to determine whether additional
changes could be proposed to the standards to address potential redundancy of requirements related to
the four reliability tasks identified in IRO-010-4 and TOP-003-5. The SDT also reviewed the results of the
Standards Efficiency Review initiative. Due to the criticality of the tasks and functions identified in
(standards listed in the SAR’s Detailed Description), the SDT determined there is insufficient
justification(s) for the retirement of these requirements and are not proposing changes to the reviewed
standards. For further information on the justification(s) for not proposing additional retirements or
consolidation of existing requirements into IRO-010-4 or TOP-003-5 see the white paper titled White
Paper for 2021-06 Modifications to IRO-010 and TOP-003 with the project document.

The data specification requirements in IRO-010-5 and TOP-003-6 are substantively similar, if not
functionally identical therefore the SDT has revised both standards so that the language is parallel in form
and function and uses similar vernacular in describing the underlying requirements.

The SDT has drafted revisions in a manner that retains flexibility for applicable entities to utilize available
technologies, integrate new technologies, and to define expectations for data and information exchange.
This allows entities to continue to receive the data and information they believe is necessary to perform
its functions and promote reliability.

Proposed revisions include Title, Purpose, and Requirements sections.

RELIABILITY | RESILIENCE | SECURITY
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Rationale for Title

The proposed Title change from “Reliability Coordinator Data Specification and Collection” to “Reliability
Coordinator Data and Information Specification and Collection” acknowledges that the specifications are
for the collection of both Data and Information.

Rationale for Purpose

The proposed changes to IRO-010-5 purpose is to align with the purpose of TOP-003. Throughout the
standard, the SDT used the terms “data” and “information” to clarify that specifications include both
“data and information.” The intent is to include data and information necessary for Reliability
Coordinators to perform their core reliability tasks. The revision clarifies that specifications can contain
other data/information in addition to data typically provided systematically from field devices via
SCADA/ICCP.

In addition to monitoring and assessing stated in the previous version of the standard, both data and
information are necessary for satisfying all of the identified core reliability tasks. The tasks include
planning activities, therefore the purpose has been clarified by including planning, monitoring, and
assessing operations.

Rationale for Requirement R1
R1is revised to clarify that specifications include both data and information that a Reliability Coordinator
requires. This also aligns with the Purpose of the Standard.

Rationale for Subpart R1.1

R1 is revised to include not only the list of data and Information that the requestor needs for the core
reliability tasks, but also to identify the applicable entity that is required to respond to the request for the
specification. The purpose is to ensure that data and information specifications clearly identify the
responsible parties that need to comply with the request.

Rationale for Subpart R1.4

R1.4 is revised to include a data conflict resolution provision within the data specification requirements.
The previous content referring to resolving data conflicts was located in Requirement R3.2, and was
moved to R1 so that the data specification requirements were contained in one requirement, rather
multiple requirements.

R1.4 identifies a requirement for a mutually agreeable process for resolving conflicts between the
Reliability Coordinator and the respondent. Placement of this sub part under R1, establishes the inclusion
of this process in the data specification itself. By establishing conflict resolution as sub part of the
requirement, requestors would be expected to establish processes directly with the responding parties, to
improve upon, requests, responses, and performance expectations. The provision will establish the
process for resolving disagreements while retaining the requestor’s authority to request data it needs.
Respondents would be expected to engage the requestor about the respondent’s concerns using the
established process contained in the data request. These concerns could include, for example, concerns
for managing risks for public disclosure of commercially sensitive information, or for establishing a dispute

Technical Rationale for Reliability Standard IRO-010-5
2021-06 Modifications to IRO-010 and TOP-003 | July 2023 2
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resolution process for conflicts between entities related to necessary data exchanges, or to establish data
correction protocols.

Rationale for Subpart R1.5

R1.5 identifies that specifications should include protocols to address periodicity, performance criterion,
and to provide update and correction mechanisms. In addition, identification of the mutually agreed
upon format is removed from R3.1 and placed in R1.5.4, and the identification of security protocols have
been removed from R3.3 and placed in R.1.5.5. Moving format and security protocols into R1 is
appropriate so that the data specification requirements are contained in one requirement, rather multiple
requirements.

e R1.5.1isrevised to include deadlines and periodicity (as previously included in R1.4) for data and
information to address data that is expected to be updated on different time frames; The
inclusion of deadlines addresses data provisions that may be immediate, one-time, or that do not
have recurring periods.

e R1.5.2 s revised to address performance criterion for the availability and accuracy of data and
information necessary to mitigate expectations of zero-defect compliance. Such expectations may
or may not be reasonable, and this language permits requestors to specify where an expectation
of zero-defect compliance is necessary.

e R1.5.3is revised to address provisions to update or correct responsible respondent data and
information. This requirement allows for inclusion of protocols to aid in rectifying data and
information errors that requestors need to mitigate zero defect compliance.

e R1.5.4 moves the necessity for a mutually agreeable format into the specification, as a
requirement of the specification itself. As stated above, the inclusion of this requirement as a sub-
part of R1is to include processes related to the data specification under one requirement.

e R1.5.5 has included the security protocol by requiring a method for securely transferring data and
information. The requirement acknowledges that data and information may not require a
protocol but may require an agreed upon method for secure transfer, or both. As stated above,
the inclusion of this requirement as a sub-part of R1 is to include processes related to the data
specification under one requirement.

R1.5 recognizes that the protocols are not limited to these identified requirements; allowing entities the
flexibility to include protocols to address differences in organizations, operational environments,
processes and technologies provide flexibility to define specifications which reduce administrative
overhead and potential zero-defect approaches.

Technical Rationale for Reliability Standard IRO-010-5
2021-06 Modifications to IRO-010 and TOP-003 | July 2023 3
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Rationale for Requirement R2
R2 is revised to add the term “and Information” for consistency.

Rationale for Requirement R3
R3 is revised to require the Respondents to satisfy the documented specification based on the criterion
established in R1.

Version 4 Requirement Revision Version 5
R1.4 Revised R1.5.1
None Newly added R1.5
R3.1 Moved R1.6

Technical Rationale for Reliability Standard IRO-010-5
2021-06 Modifications to IRO-010 and TOP-003 | July 2023 4
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Technical Rationale
Proposed Reliability Standard TOP-003-6.1
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Technical Rationale for Reliability Stan®rd

TOP-003-6
July 2023

TOP-003-6 — Transmission Operator and Balancing Authority Data~and
Information Specification and Collection

Rationale:

The primary purpose of this project is to reduce unnecessary administrative overhead and reduce
potential zero defects expectations associated with the current IR0-010-4 and TOP-003-5 standards. Also,
ensuring that Registered Entities request and receive the data and information necessary to support the
four reliability tasks required to perform Operational Planning Analysis, Real-time Assessments, Real-time
monitoring, and Balancing Authority analysis functions.

The SDT reviewed standards listed in the SAR’s Detailed Description to determine whether additional
changes could be proposed to the standards to address potential redundancy of requirements related to
the four reliability tasks identified in IRO-010-5 and TOP-003-6. The SDT also reviewed the results of the
Standards Efficiency Review initiative. Due to the criticality of the tasks and functions identified in
(standards listed in the SAR’s Detailed Description), the SDT determined there is insufficient
justification(s) for the retirement of these requirements and are not proposing changes to the reviewed
standards. For further information on the justification(s) for not proposing additional retirements or
consolidation of existing requirements into IRO-010-4 or TOP-003-5 see the white paper titled White
Paper for 2021-06 Modifications to TOP-003 and IRO-010 with the project documents.

The data specification requirements in IRO-010-5 and TOP-003-6 are substantively similar, if not
functionally identical therefore the SDT has revised both standards so that the language is parallel in form
and function and uses similar vernacular in describing the underlying requirements.

The SDT has drafted revisions in a manner that retains flexibility for applicable entities to utilize available
technologies, integrate new technologies, and to define expectations for data and information exchange.
This allows entities to continue to receive the data and information they believe is necessary to perform
its functions and promote reliability.

Proposed revisions include Title, Purpose, and Requirements sections.

Rationale for Title

The proposed Title change from “Operational Reliability Data” to “Transmission Operator and Balancing
Authority Data and Information Specification and Collection” aligns with the Title section of IRO-010-5.
This revision refers to the function of the standard whereas the previous title suggests a broader purpose
than the four identified core reliability tasks.
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Rationale for Purpose

The proposed changes to Purpose in TOP-003 align with the purpose of IRO-010-5. The two standards are
companions, whereas the former applies to RC data specifications, this standard applies to TOP and BA
specifications. Throughout the standard, the SDT used the terms “data” and “information” to clarify that
specifications include both “data and information.” The intent is to include data and information
necessary for Transmission Operators and Balancing Authorities to perform their core reliability tasks. The
revision clarifies that specifications can contain other data/information in addition to data typically
provided systematically from field devices via SCADA/ICCP.

In addition to operational planning stated in the previous version of the standard, both data and
information are necessary for satisfying the four identified core reliability tasks. The four tasks include
monitoring and assessing activities, therefore the purpose has been clarified by including planning,
monitoring, and assessing operations.

Rationale for Requirement R1
R1is revised to clarify that specifications include both data and information that a Transmission Operator
requires. This also aligns with the Purpose of the Standard.

Rationale for Subpart R1.1

R1 is revised to include not only the list of data and Information that the requestor needs for the four core
reliability tasks, but also to identify the applicable entity that is required to respond to the request for the
specification. The purpose is to ensure that data and information specifications clearly identify the
responsible parties that need to comply with the request.

Rationale for Subpart R1.4

R1.4 is revised to include a data conflict resolution provision within the data specification requirements.
The previous content referring to resolving data conflicts was located in Requirement R3.2, and was
moved to R1 so that the data specification requirements were contained in one requirement, rather
multiple requirements.

R1.4 identifies a requirement for a mutually agreeable process for resolving conflicts between the
Transmission Operator and the respondent. Placement of this sub part under R1, establishes the inclusion
of this process in the data specification itself. By establishing conflict resolution as sub part of the
requirement, requestors wou